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Abstract With the development of computer technology, lately some malicious code use the leak of Windows(2000/XP) kernel design to hide

their processes. In order to detect the hidden processes created by malicious code, a new technology has been described with the example of

program. The technology involved includes: the kernel process environment block(KPEB), the kernel thread environment block(KTEB), the

mechanism of traditional processes detection and dispatcher.
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BYTE ImageFileName[16]; /* 16
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typedef _ KTHREAD{
KAPC_STATE ApcState; * 0x034*/
LIST_ENTRY WaitListEntry;  /*0x05C*/
LIST_ENTRY QueueListEntry;  /*0x110%*/
LIST_ENTRY ThreadListEntry; /*0x1A4*/
} KTHREAD, *PKTHREAD, **PPKTHREAD;
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#define WAITLIST_OFFSET 0x5¢
void createProcList () {
PLIST_ENTRY obj;
PETHREAD pethread;
for (obj=pKiWaitInListHead->Flink; obj && obj!=
pKiWaitInListHead; obj = obj->Flink) {
pethread = (PETHREAD) ((char*)obj - WAITLIST_OFFSET);
insertProc (pethread->Tch.ApcState.Process); }
for (obj=pKiWaitOutListHead->Flink; obj && obj!=
pKiWaitOutListHead; obj = obj->Flink) {
pethread = (PETHREAD) ((char*)obj - WAITLIST_OFFSET);
insertProc (pethread->Tch.ApcState.Process); }
for (int i=0; i<32; i++)
for (obj=pKiDispatcherReadyListHead[i].Flink; obj!=
&pKiDispatcherReadyListHead[i]; obj=0bj->Flink) {
pethread=(PETHREAD) ((char*)obj - WAITLIST_OFFSET);
insertProc (pethread->Tch.ApcState.Process); }  }
void insertProc (PEPROCESS obAddr) {
for (int i=0; i<nprocs; i++)
if (procs[i].obAddr == (int)obAddr) return;
procs[nprocs].obAddr = (int)obAddr;
procs[nprocs].pid = obAddr->UniqueProcessld;
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