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A Correctness Proof of WAPI Key Management Protocol Based on PCL
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Abstract: Based on PCL, a formal correctness proof of WAPI key management protocol is presented. First, unicast
key negotiation and multicast key announcement sub-protocols are analyzed, and their separate proofs of specific
security properties of SSA and KS are detailed under unbounded number of participants and sessions. Second,
according to the sequential rule and staged composition theorem, all principals do not execute both roles of ASUE
and AE, and the precondition of a sub-protocol is preserved by the other one later in the chain, so, WAPI key
management protocol possesses the required security properties and achieves its predefined goals.
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N TR T RN (Wireless Local Area Network,
WLAN) E prkrif ISO/IEC 8802-11 Hi5E XK WEP(Wired
Equivalent Privacy)Z¢ 2 HLHIA7LE 1 22 A0, FE 50T
2003 455 2006 FMA T ICL Sk 0 [ K brifE S — 512
o 2 020, SR TE £ R 0 S ) 5 s SR 45 K (WLAN
Authentication and Privacy Infrastructure, WAPT)% 441
TR R TC 2R SRy 1) 22 4 ) . WA PT 25 9145 BP0 LA 55
AN 5 HF A G IR, 2510
SEARA YN SR E SR (Authentication Supplicant Entity,
ASUE) F14% 7 %5 5244 (Authenticator Entity, AE), J&TFiE1
B gl RO R BB A ) B ] (Base Key, BK),
SCIEAE AR 2 1h ] S AR R S K.

LAY 7 AT SR T IAC L W 4 R 5 R
S, R PERERR 07 (0 Murg B P 54 ok 2

2007-08-23 3, 2008-02-18 H([A]

FE 5% 2% 75 4F R 22 45 42 (60725105) , [ 5K H AR R4 L 4 T K I H
(60496316), HIZ 863 11 XIT H (2007AA01Z217) Rl K H R FHEFE
4x(60572146) % By R

(finite-state)”/48) A 4R PIAE 5, B 48 (1 BAN)FIHT i
UE W7 VA SE M IR o AR TRAST U 7 20— A P R A B
AINE TR R AT, IR G TF B J7 3k B R AL ) 2 4
W SEmmARTIL XK. il & HEH#HE  (Protocol
Composition Logic, PCL)O10 i b B T-1iF B I 2% Pl 22
AVERENE M, ML E RS BAN @4, 2R
MEA: A T BATE R, AHEEX BT HIS
KA ARUEE B RS, R S A8 H 3 AL (jurisdiction) F{5 4T
(belief) SEATEITHIN], HES UM PATIE AR KRR SCHr
PGS, XN LIRS A R, AT
. PCL &4 H AT g st i T uF A B =k, an
Datta %104 B4R T 1S0-9798-3 58 MM,
He 2N A FI F H W 7 IEEE 802.11i VM iy iE ik .
ASCKFAH PCL B4, RAAMIT:, 4t WAPL %4814
PR IEARPEUE I

2 PCLiZig

2.1 hiiBiE
P BAAT I B 35 sk, BN SERAEBAT B s i 72
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AT AL 5 TSl SRR X, e X, A AL
M OP) o, ZINERSEH X $AT PATA)E, W&o #
#h ¢ o PCL E X T VF£ 1817 (predicate), HF Wik
PATIIEAT T o ARSI RN IA R«

Has(X,2): B8R VER—FhHiA, 2oR50ik X 5l X
PHIEER o ZER o WTRLRAM ™, S W SOkcE],
B AN 2 DI RIS 1 W) P n 8 i

Send(X,m): FRIM X FEIH] X o B RIETE ms

Receive(X,m), New(X,t), Decrypt(X,t) EMA DAk
THE MW (receive)s = EFENLEL (new) S AR5 (decrypt) 1T M

Fresh(Xt) FRTEIA] X A 11 ¢ B I

Honest( X ): FR9ik X £ 4156 PRSI,

AT T AT R ER A2 B SUTT R 15
Start(X): FEH] X L MRPATAEMAT N .
2.2 iEFAR%
a FIRAE R —Fh send, receive, new K decrypt ZF 4T
Ky o RN IX AT A AT BRI A o
AAl  gJlalyas
AAL Plajay;sa]yy <ag A Aoy <y
AN3  ¢new z], Fresh(X,z);
ARP  Receive(X, p(z))[match ¢(z)/q(t)]y
Receive(X, p(t)) s
P1 Persist(X, t)[a] Persist(X,t) ;
FS1  Fresh(X,t)[send t']; FirstSend(X,¢,¢) ,
tCt;
Start(X)[ ]y Vp € 9.VP € BS(p).4[P]y ¢

HO
Honest(X) D ¢
HASH1 Compute(X,HASH . (z)) D Has(X,z) A
Has(X,K) ;
HASH3  Receive(X,HASH;(z)) D 3A.Compute
(A, HASH ;(z)) A Send(A4,HASH . (z))
HASH4  Has(X,HASH, (z)) D Compute
(X,HASH,(z)) v 34,
m.Compute(A, HASH ;. (z))
ASend(4,m) A Contain(m, HASH (z));
. K[Plxd  &[Plc oy

PPy

3 WAPI BiBE At B il

WAPT FLI7% %5 1 B i P U I PR A S P R s SR L iR Y
AR 3 M BATH, 7 AT IR S A RO A 4
I HL 3% 215 % USK (Unicast Session Key)o
3.1 #ilRE

WAPT Hufif & B0 i Ppl ) 2 5 54645 AE 1 ASUE,
SHNX Y R, #EMNEEIN X, Y &R. %L

AT, Bk C A L A ) BK HARS —

AN, Bl Oy apry = Honest(X) A Honest(Y) D (Has(;l, BK)
DA=XVA=Y), ZHUIAWT:
WAPIU:AE = (X,Y,BK)]
new z; send 3\(, lA’,msgIDl,m; receive lA’, /X,mng ;
match msg2/msgID2, z,y,hmacl;
match HASHy, (z,y)/USK;
match hmacl /HASH g (
send X,Y,msgID3, z,y, HASH . (msg3)]y
WAPIU:ASUE = (Y,BK)]
receive )A(, }7, msgl ; match msgl/msgID1,z ; new y;
match HASH(z,y) / USK;

msg2)’

send ?,j(,msgIDQ,x,y, HASH ;4 (msg2) ;
receive y,?,msg?,; match msg3/msgID3,z,y, hmac2 ;
match hmac2/HASH  (msg3)], -

3.2 TIEINR

Dyoapro, = Compute(X, HASH g (2,9)) D
AContain(m, HASHy, (z,v))) ;

Tywaps = (Honest(X) A Receive(X,msgl) D ~Send(X,
msg3)) A (Honest(X) A Send(X, msgl) D —Send(X, msg2)) «

7E WAPT B85 % 0 B b BUSAT IR, Dyappy A
AE il ASUE 5 2, y 55 BK AHHREET USK Atk 45
B=T7s Dyapyp 28 F—ICARERINEIE R AE SU/EA
ASUE, [RlI AT A 0 23 1 R skt
3.3 REREMERIEA

WAPT Fuif s § B s B i) 224 H AR il R R AR 7R D 5
L& TE %5 SSA (Strong Session Authentication ) FH % Fk
% KS(Key Secrecy) )@, HRAT{RRE KS Rilk, 46
LR BAT SSA JE . AE FI ASUE 3 i #3525 5 bl i T F UL
Blaxil, XHANST AR oL, ASUE i ff5 0084,
2o

T 1 WAPL R PIE R SOy AE 424t KS Ja bk
FV\'APIU,l A FV\'APIU,Z = WAPIU[WAPIU:AE}X(ZﬁWAPIU,sec » 4
T Gwariy e = Honest(X) A Honest(Y) D Has(X, USK) A

—(Send(X,m)

Has(Y,USK) D (Has(4,USK) > (A= X VA =Y)).
TERR

ARP HASH3 0

waplreceive Y, X msg2;

match msg2/msglD2, z,y, hmacl;

match HASH, (z,y) / USK;

match hmacl/HASH ¢ (msg2);]

Receive(X, (Y, X, msg2)) D
JA.Compute(A4, HASH ¢ (msg2))

ASend(A4, HASH ;¢ (msg2)) A

(Send(A, HASH ;4 (msg2)) < Receive
(X,(Y, X, msg2))) (1)
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HASH1 Compute(A, HASH ;4 (msg2)) D
Has(A4,USK) A Has(A, msg2) (2)
Has(A, USK) = Has(A4,
HASHp« (2,9)) D
Compute(A, HASH (z,y)) V
(3B, m.Compute(B,HASH
(z,y)) A Send(B,m) A Contain
(m, HASH,y (7, ) 3)
3, I'wapiva O apro | WAPTU:AE]
Has(A, USK) = Has(A, HASH, (z,9))
D Compute(4, HASH . (z,y)) (4)
4,0 HASH1 @

? “WAPIU VVAPIU[

HASH4

receive }7, X ,Msg2;
match msg2/msglD2, z,y, hmacl;
match HASH, (z,y) / USK;
match hmacl /HASH g (msg2);]y

~ ~

Honest(X) A Honest(Y) D
Compute (4, HASHyk(z,y)) D
Has(4, USK) D (Has(4, BK) D
A=XVA=Y) (5)
s wapiua A warwz = Owapio[ WAPIU:AE]y dippry e 1
Mo
EIE 2 WAPL FEE IR PMSCA AE $fit SSA J& 1k
Dyapa A wariz = Owapi[WAPIU:AE] by spri g » 3
T wapiv o = Honest(X) A Honest(Y) D 3X.Actions
InOrder(Send(X,(X,Y,msgl)), Receive(Y, (Y, X, msgl)),
Send(Y, (Y, X, msg2)), Receive(X, (Y, X, msg2)), Send(X, (X,
Y, msg3)), Receive(Y, ()A(, Y, msg3))) »
IERR TR R R, X HLK PR IR B R A
4 WAPI BIEZAE S L

WAPT 20 #52 H130 75 B 3O 2 40 % 103 i 5 i 2 o 25
MEAZH, &M TR ARSI AR 1% 9 MSK
(Multicast Session Key).

4.1 thilEEY

WAPI 20 #% % BRI & P BGaAT I, R i pd i e
A, HAE Rl ASUE Se4h 2 BAT Ll &1 ] USK
HABEE = J7 %158, B 0y, ppy == Honest(X) A Honest(Y) D
(Has(A,USK) D A= X AA=Y) . thilFikuF:
WAPIM:AE = (X,Y,SeqNo,USK,MSK)[

match SeqNo/NewDSeqNo;
send X,Y, msglD4,NewSeqNo, ENC ¢ (MSK),

HASH 4, (msgd); receive v, X, msgb;

match magh/msgID5,SeqNo, hmac4;

match hmacd/HASH, ;¢ (msg5)]

WAPIM:ASUE = (Y,USK,0OldSeqNo)|
receive X. , )AC msg4; match msgd/msglD4,

NewSeqNo,ENC g, (MSK),hmac3;
match hmac3/HASH, . (
isLess OldSeqNo,NewSeqNo;
send ¥, X, msgID5, NewSeqNo, HASH gy (msg5)],
4.2 THEERR
Tyapne: = (Honest(Y) D ~(3Y,mDecrypt(Y,(MSK))
ASend(Y,m) A Contain(m, MSK)) A
(Honest(X) D —(Send(X,m) A
Contain(m, MSK)))
Tywapniz = Honest(X) A Send(X, msg4) O
—Send(X, msgh)
£ WAPT 855 Y1 & I GEATH,  Dyapn, #3E AE
I ASUE BJAGENS USK WMEFER4 28 =77 Dyapnyo wIE—D
RCANRERIN BEVE D AR X AR ASUE, 5055 5ud % 5
PP, K5 1 S it o
4.3 ZERME
REIE 3 WAPL AR PIE& hCh AE 24 KS Ja ik
FVVAPLW.I A FVVAPU\I.Z = 0\’\.’APU\’1 [WAPIM'AE]X ¢\VAPU\/I,SeC ’

msgd);

H H dyapmise = Honest(Y1) A Honest(Y2) A--- A Honest

(V) > (Has(AMSK)AA = X5 A=V vA=Tov. A=
Vo) o
T 4 WAPT AREHNE SN AE SUCHYIA P
KO(Key Ordering) & I wap A r WAPIM2 ™ Oy apiv
[WAPIM:AE]X%'APH\Lord » Horp PwAPIMord = Honest()A( )D
(Send(X,(X,Y,msgID4,SeqNol, ENC ¢ (MSK1),
HASH, i (msg4))) A Send(X,(X,Y, msgID4,SeqNo2,
ENCyg (MSK2), HASH ;4 (msg4))) A isLess(SeqNol,
SeqNo2) D FirstSend(X, (X, Y, msglD4,SeqNol,
ENCy g (MSK1), HASH ;4 (msgd))) A
FirstSend(X,(X,Y, msgID4,SeqNo2,
ENC g (MSK2),HASH ;4 (msgd)))) «
5 HiEK
P 32 Wk [11] 2 R B Br & i€ B SCT(Staged
Composition Theorem) : % & T W i Q,Q,,-,Q, » 47
(1) Vi, I, — 0[Py ¢, 5 (i) Vi,5,Q; — T'y5 (iii) Vi, D 0,45
(iv)VB e 7L>Jl ProtocolSteps(Q,),0,[B] 0, » W4 SCT(< @,

@y, Q, >) = 0,[P; Py ¢, Hr PP, € SCT(< @, @y, H
P eq,-

WAPTL %2 BV 75 5 20 R0 % B 0 5 B SR 22 4 e 1
SRIHER 1, EH 2, EH 3 MEH 4 #E, T
7052 e 5 RAUF A F U SOS AT B BT TAE RS, HL
BB AV R U UL S ) A DA A S P L) e ek
M B dyapro D Owapn - BIILHALI ST /1 SCT 47: 4
24T WAPL VpiLE), [Rl—M o4 T 2T A1 BK #H4T AE
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1 ASUE, Il WAPT 41 B LA e 2 1 2B 4 frid
M4 @bh, B RAMET R G 2410805 ) b3
LTG5 o
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W 2t B AR A R B S 1
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