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Abstract

We present low complexity formulae for the computation of cubing and cube root over Fs= con-
structed using special classes of trinomials, tetranomials and pentanomials. We show that for all those
special classes of polynomials, cube root operation has the same area and time complexity as field cubing

when implemented in hardware or software platforms.
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I. INTRODUCTION

Arithmetic over ternary extension fields Fs~ has gained an increasing importance in several relevant
cryptographic applications, particularly in (hyper) elliptic curve cryptography. It has been shown that
supersingular elliptic curves over Fs~ are excellent choices for the implementation of pairing-based
cryptographic protocols [1]. Furthermore, some of the fastest algorithms known for pairing computations
on these supersingular elliptic curves [2]-[5], require the efficient computation of the basic arithmetic finite
field operations such as field addition, subtraction, multiplication, division, and exponentiation, cubing
and cube root computation. In particular, cube root computation has become an important building block

in the design of bilinear pairings [3]-[5].
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The efficiency of finite field arithmetic implemented in hardware can be measured in terms of associated
design space and time complexities. The space complexity is defined as the total amount of hardware
resources needed to implement the circuit, i.e. the total number of logic gates required by the design.
Time complexity, on the other hand, is simply defined as the total gate delay or critical path of the circuit,
frequently formulated using gate delay units.

Let P(x) be an irreducible polynomial of degree m over Fs. Then, the ternary extension field Fs

can be defined as,
Fyn = Fslz]/ (P(x)).

The field cubing and cube root operation can be defined as follows. Let A be an arbitrary element in
the field F3» as described above. Then, the field cubing of A, denoted as A3, is the element C' € F3n
such that C' = A3, holds. Similarly, the field cube root of A, denoted as As, or simply, /A, is the
element D € F3n such that D3 = A.

In 2004, Barreto in [6] published an extension of a method previously used for square root computations
in binary fields to compute cube roots in ternary fields. Both approaches in the cases of binary and ternary
fields are especially efficient when the finite field has been generated by a special class of irreducible
trinomials.

Let us consider the ternary field Fg- generated by the irreducible polynomial P(x), with an extension
degree m = 3u +r, where uw > 1 and r € {0, 1,2}. Let A be an arbitrary element of the field F3=, that

in canonical basis can be written as,

m—1 u u+r—2 u—1
A = i 3 3 2 3
= a;x" = azix” + T - azi+1r> +x” - a3i427"".
i=0 ; i=0 =0

|
»

~
Il
o

where s = 1 if r = 0, and s = 0, otherwise. Then, the field cube root v/A, can be computed as [6], '

u—s utr—2 u—1
\E‘/Z = Z agia:i + 1’1/3 . Z a3i+1a:i + 172/3 . Z a3i+2:ci mod P(a:) (1)
=0 1=0 =0

Using (1) one can compute a cube root by performing two third-length polynomial multiplications with

the per-field constants x5 and 23, that can be calculated offline. In the case that the Hamming weight

IThere is a typo in the first equation of Subsection 2.2 of [6], since the upper limit of the third summatory should not be u
but u — 1.
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of x5 and x5 is low, those two multiplications are simple to compute. Barreto showed in [6], that low
Hamming weights for 3 and 3 can be obtained if one uses P(z) = 2™ + az* + b, with a, b € Fs, and
m = k = r mod 3, with r # 0. It is worth to stress that this is a strong restriction as those trinomials
do not exist for every extension degree m.> We also note that if the degree of the constants x5 and x5
is strictly less than 2u + r — 1, then the computation of (1) does not require a reduction process modulo
P(x).

In [7], Ahmadi et al. studied the Hamming weight of z5 and z5 in the general case of irreducible
trinomials where m is not congruent with k¥ modulo 3. Authors in [7] showed that general irreducible

2
3

trinomials can lead to high Hamming weights for the constants 25 and x5, thus making the computation
of Eq. (1) expensive and therefore, less attractive.” In [4], and more recently in [5], several cube root
friendly irreducible pentanomials for the extension degree m = 509 were reported. In [5], the pentanomials
Pi(z) = 2%99 — 2477 4 245 1 232 — 1 and Py(z) = 2°%9 — 2318 — 2191 4 2127 1 1, were used. Those
polynomials were then successfully utilized within a software library for computing bilinear pairings
efficiently. However authors in [4], [5] did not elaborate further in the search criteria used for finding
cube root friendly pentanomials.

In this paper, we present a study of the computational efforts associated to field cubing and cube root
calculation in ternary extension fields. We also give a result useful for classifying trinomials that happen
to be irreducible over 5. Furthermore, we present an extended version of Barreto method, that is useful
for finding cube root friendly irreducible trinomials, tetranomials and pentanomials. We give a careful
complexity analysis of the field cubing computation and report a list of irreducible polynomials with
prime extension degrees m in the range m € [47,541], that lead to efficient computations of the cube
root operation. Finally, we discuss how the technique of mapping to a ring can be useful for speeding-up
the cube root computation in certain ternary fields.

The rest of this paper is organized as follows. In Section II, we give a short summary of the main
results published in the open literature for computing field squaring and square roots. In Section III,
we present a lemma that allows the classification of irreducible trinomial for odd extension degrees. We

’In ternary fields Fzm, there exist 381 m values less than 1000 where at least one irreducible trinomial of degree m can be

found. However, irreducible trinomials of the form P(z) = ™ + ax® + b, with the property, m = k = r mod 3, are available
in just 74 values out of the total of 168 prime numbers less than 1000 (about 44% of the cases).

3An almost worst case is reported in [4] for m = 163, where there exist an irreducible trinomial that yields x3 with a
Hamming weight of 162 nonzero terms.
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also give the computational cost of the field cubing operation when P(x) happens to be a trinomial or a
tetranomial. Then, in Section IV, we analyze the computational cost of the cube root operation when P(z)
is a special class of trinomial, tetranomial, pentanomial and/or equally-spaced polynomial. In Section V,
we show how the ring mapping idea can be used to accelerate the cube root computation in some ternary
fields. Section VI presents a list of reduction polynomials that yield low cost cubings and cube roots
for supersingular elliptic curves with large r-torsion subgroups over Fs~. Finally, in Section VII some

concluding remarks are drawn.

II. PREVIOUS WORK ON FIELD SQUARING AND SQUARE ROOTS IN BINARY FIELDS

Since many techniques used in binary arithmetic can be extended to ternary arithmetic, we will recount
in the rest of this section the different approaches proposed across the years for computing field squaring

and square root over binary fields.

A. Squaring

Let Fo be a binary extension field generated by an irreducible polynomial P(z), and let A be an

arbitrary element of that field. Then, the element A can be written in canonical basis as, A = 6”_1 a;zt,
with a; € Fo for ¢ = 0,1...,m — 1. Let us also assume that the extension degree m can be expressed
as, m = 2u + 1, with v > 1. Then, the polynomial squaring operation can be obtained as,
m—1 2 m—1 u 2u
A% = <Z am’) = Z a;z?t = Zaixm + Z aiz?
i=0 i=0 i=0 i=u+1
u u u u
— Zaixh + x2u+1 ZaquixQz—l — Zaix% 4™ Z CLquil'Ql_l.
i=0 i=1 i=0 i=1
Hence, we can compute the field squaring operation defined as C' = A? mod P(z) as,
u u
C =A%?mod P(z) = Z aiz® + ™ Z ausiz® ™ mod P(z) 2)
=0 i=1

It is possible to implement efficiently Eq. (2) in software by extracting the two half-length vectors
AY = (ay,ay_1, -+ ,a1,a9) and A7 = (agy, a2y 1, -+ ,Gus2,auy1), followed by one field multipli-

cation of length m /2 bits by the per-field constant z™. In the case that the irreducible polynomial P(x)
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is a trinomial of the form, P(x) = 2™ + 2% + 1, then 2™ = 2* 4 1 has a Hamming weight of 2. We

stress that the reduction process modulo P(x) stipulated in Eq. (2), must be always carried out. *

B. Square Root

One straightforward method for computing p-th roots in prime extension fields is based on Fermat’s
Little Theorem which establishes that for any element A € F, the identity A?" = A holds. Therefore,
{/A may be computed as D = AP" with a computational cost of m — 1 field exponentiations to the
power p. >

A potentially much more efficient approach for computing square roots over binary extension fields,
was presented by Fong et al. in [9] based on the following observation. Let A be an arbitrary element
in Fom represented in the polynomial basis as A = 6”71 a;z',i=0,1...,m — 1. Then, /A can be
expressed in terms of the square root of x as,

L5 L=52]
As = Z asiz’ + 3 Z agi 12’ mod P(x). (3)
1=0 1=0

It is possible to implement efficiently Eq. (3) in software by extracting the two half-length vectors
Aecven = (@m—1,0m—-3,--+ ,a2,a0) and Aygqq = (am—2,0m—-4,--- ,as3,a1), followed by one field
multiplication of length m/2 bits by the pre-computed constant 3. However, in the case that the
irreducible polynomial P(z) is a trinomial, P(z) = 2™ + 2" + 1 with m an odd prime number, then the
square root of an arbitrary element A € Fon can be obtained at a very low price: the computation of
some few additions and shift operations [9].° Furthermore, Rodriguez-Henriquez et al. showed in [10]
that for all practical cases, the cost of computing in hardware the square root over binary fields generated
with irreducible trinomials, is not more expensive than the computational effort required for computing
field squarings.

Based on the technique used for trinomials, Avanzi in [11], [12] published a method that can find

irreducible polynomials, other than trinomials, that lead to low-weight constants 3. His method can be

*The only exception would be if P(x) is an irreducible trinomial of the form, P(z) = z™ + = + 1.
SThis is the method suggested in [8], for computing square roots over binary extension fields.

®It is noticed that there exist 545 values of m less than 1000 for which at least one irreducible trinomial of degree m over
F> can be found. Restricting ourselves to extension degrees where m is a prime number, from the total of 168 prime numbers
less than 1000, irreducible trinomials can be found for just 82 values (nearly in 48% of the cases).
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summarized as follows. Let us assume that there exists an m-degree polynomial, irreducible over [Fa,

that can be written as P(z) = z-U(z)?+1, where U(z) is an ":-1-degree polynomial of even weight.
Then, it follows that the per-field constant 2z will be given by, 2z = 2U(x).

Using the above approach to guide his search of irreducible polynomials, Avanzi was able to find a
rich family of square root friendly irreducible pentanomials and heptanomials that produce constants e
with low Hamming weight. By virtue of Eq. (3), this implies that one can calculate the field square
root operation with a computational effort comparable to that required by irreducible trinomials. Avanzi’s
square root friendly polynomials became a good option for binary extension fields with degree extensions
m where no irreducible trinomial can be found.

Other pentanomials that lead to fast computation of the square root over Fom, were published indepen-
dently by Ahmadi et al. in [13], where two square root friendly irreducible pentanomials for the extension
degrees m = 163, 283, and one irreducible trinomial for m = 233, were used with advantage for speeding-
up the computation of the scalar multiplication on Koblitz curves. Furthermore, in [14], Scott proposed to
use irreducible pentanomials that can assure both, fast modular reductions and square root computations
in software implementations. To this end, he suggested to work with m-degree irreducible pentanomials
of the form P(z) = x™ 4 2 4 2% 4+ 2% 11, such that m — k; = m — ko = m — k3 = 0 mod w, where
w 1s the word length of the target processor and m is a prime number. These irreducible pentanomials
not always can be found for a given extension degree m. However, less efficient alternatives were also
suggested in [14]. Finally Panairo and Thompson studied in [15] the computation of p-th roots in finite

fields of odd characteristic p, with p > 5, where irreducible binomials can be found.

III. FIELD CUBING COMPUTATION

Let us consider the ternary field F3~ generated by the irreducible polynomial P(z), and let A be an
arbitrary element of that field. Then, the element A can be written in canonical basis as, A = Z?:ol a;x’,

a; € F3, where the extension degree m can be written as, m = 3u + r, with v > 1 and r € {0, 1,2}.
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Then, the polynomial cubing A3, can be computed as,

m—1 3 m—1
A3 = Zam’ = g a; x>

2u+r—1 3u+r—1
= g a;x3 + E a;x> + g a;x
i=u+1 1=2u+r

_ CO + 1_3u+7"01 + x6u+2r02.

where,

u+r—1

u
Co = Zaix?)i, C) = Z?j{ 1 al+ul' 7” Z az+2ux31 2r @)
i=0
We can compute the field cubing operation defined as C' = A3 mod P(z) by performing,

C = A® mod Px) = Co+ 220y + 25427 0y mod P(x) 5)

= Co+a2™Cy + 2*™Cy mod P(z).

Eq. (5) states that the cubing operation can be computed by determining the constants 2™ and x2™
which are per-field constants, and therefore they can be pre-computed offline. In the rest of this Section
we will study several classes of trinomials and tetranomials, and we will give closed formulae for the

field cubing operation.

A. Irreducible Trinomials
1) Classification of Ternary Trinomials: Let us consider ternary extension fields constructed using

irreducible trinomials of the form P(z) = 2™ + az* + b, with m > 2 and a, b € F3. Then, the following

results are useful.

Theorem IIL1. Let m > 2 be an odd number. Then, if k is odd we have that, P{(z) = 2™ 4+ z¥ — 1 is
always reducible over F3 and Ps(x) = x™ — x¥ + 1 is irreducible if and only if Py(z) = 2™ — 2% — 1
is irreducible over 3.

If k is even, then Py(z) = 2™ — ¥ — 1 is always reducible over F3 and P3(z) is irreducible if and only

if Pi(x) = 2™ + aF — 1 is irreducible.
Proof: If m and k are odd numbers, then P;(—1) = 0 and hence P;(x) is reducible over 3. On
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the other hand Ps(x) is irreducible over Fs if and only if P3(—x) is irreducible and hence if and only
if —P3(—x) = Py(x) = 2™ — 2¥ — 1 is irreducible. If k is an even number, then P»(—1) = 0 and thus
Py(z) is reducible over F3. The rest of the proof is similar to the previous case.

Hence, we will study in the rest of this subsection, without loss of generality, irreducible trinomials
of the form, P(x) = 2™ — z* + 1.

2) Irreducible Trinomials P(x) = x™—z*+1, withm = k= r mod 3: Let us consider the ternary
field F3» generated by the trinomial P(z) = 2™ — a2 + 1, irreducible over F3, where the extension
degree m can be expressed as, m = 3u+7, 1 <wand k =3v+r, 0 < v, with m =k = r mod 3,
r# 0 and uw— 2v > 1. Then, we can write 2™ = z% —1 and 2°™ = (2F — 1)2 = 2%k 42k 4 1.

Using Eq. (5), we can compute the field cubing as,
C® = Cy+ 2™C 4 2°MCy = Cy — C + Cy 4 2F(C1 + Cy) + 22 Cy mod P(z).

In order to further expand the above result, it becomes useful to define CF,CH,CL CH as,

u+r—1 u—v v+r—1
Ji—r 3i—r 3(u—v 3i—r
cy = § Qjtyl = E Qjtpyl +x ( ) E Ai+-2u—vd
i=1 =1 =1
= CF 43wl
u+r—1 u—v+r—1 v+r—1
3i—2r 3i—2r 3(u—v 3t—2r
Cy = E @12 = g @i 12 + z3v) g it 3u—vT
i=r i=r i=r
T
We also define C&* CHH as follows,
u+r—1 u—2v 2v+r—1
Cy = § : ai+2u$3z—2r _ § : ai+2ux3z—2r + x3(u—2v)—r § : ai+3u72v1’31_r
1= =7 =1

CQLL + xS(uf2v)frC£—IH.
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Notice that 3(u — v) = m — k, 3(u — 2v) —r = m — 2k. Thus, we have

C® = Cy—C1+Cy+2F(C1 4 Cy) + 2?*Co mod P(x) (6)
= Cy—C1+Co+zF(CE+am ol 4 OF 4 am=kCH) 4 22K (CEL 4 gm—2kCHH)
= Co—C1+Co— (CH 4+l +cHHYy 4 ok (CF + CF + CF + CF + CHHY 4 g2k CLE,
3) An Example: Let F31s be a field generated with the irreducible trinomial, P(z) = 2! — 2% +1,
withm=3u+1=3-44+1=13,r=1landk=3v+1=3-1+1=4. Let A= EZ 0@’ be an

arbitrary element of that field. Then according with the definitions given above, we have:

4 )
Cy = Y ico a;x% = ag+ a1z + asx® + azz® + asx?
4 j—
Ci = >, ag 2t = asx? + agr® + arx® + agr!!
4 j—
02 = Zi:l ag+,~x3z 2 = agx + a10$4 + a11z7 + a12:c10
and,
ot = E Qi3 = g asiv¥ ™ = asr? + aga® + aza®.
v4r—1
H -1 2
Cl = E A4 2u— ’U:L‘ E a7+11} = aszxr .
u—v+r—1 3
CQL = E ai+2ux3172r = E a8+ix3272 = a9 + a10x4 + CL11I7.
i=r =1
v+r—1 1
H 3i—2 3i—2
Cy = E Aiy3u—ox” T = E a1 7 = ajaw;
u—2v 2
LL i—2 j—2 4
@5 = E ai+2um3’ "= E agﬂ-x& = agx + a19x";
2u+r—1
HH -2 2 5.
Cy = § it 3u—20T"" § a104:2”" " = anz® + a127”;
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C=4% = Co-Ci+C— (Cf +Cff + C5'™) + b (Cl + Cff + Cf + C3f + C3™H) + 2 CgF
= ap+ (ag —ar2)x + (—as — ag — all)xz + a2 + ajprt +

+(—as + ag)a:5 + (a2 + as +as + an)x6 +anz’ + (—a7 + alo)xs +

+(asz + as + ag + a12)x9 + ajpx'® + (—as + an)xll + (a4 + a7 + a10)$12

4) Complexity Analysis: In the following we will assume that the field addition and field subtraction
operations can be computed at the same cost in the base field Fs.

The area complexity cost of the field cubing operation can be directly deduced from (6), along with
the definitions of CF¥,CH CL CH CHL and CHH, as described next.

We first notice from (4) that each one of the m coefficients of the words Cy, C'; and C5 are associated
with different powers zt, for i = 0,...,m — 1. Hence, the term Cy — C; + Cy of (6) is free of overlaps,
and consequently, it can be implemented without cost in hardware, i.e., with no addition/subtraction
operations. Furthermore, it can be noticed that the words C¥, C% CIt and CH, CI, CIH appear in (6)
once and twice, respectively.

Therefore, the total number of F3 field adder/subtracter required for computing (6) is upper bounded

by, ’

# of adder blocks < |CF| + [CF| + |CoE| + 2 [|Cf| + |CF| + |C5™ ]
= (u—v)+u—-v)+w—-2v-—r+1)+
+2[(v+r—1)+v+ (2v+r—1)]
= 3u+4v+3r—3:m+§(2k‘—|—r)—3.
Table I shows prime extension degrees m € [47,541], for which there exist preferred irreducible
trinomials. In that table we have selected the irreducible trinomials of the form P(z) = 2™ — 2% + 1,

with the smallest possible middle term degree k. In the interval [47,541] there are a total of 86 prime

numbers, but only for 42 of them, a preferred irreducible trinomial can be found.

"In the following, the operator | - | represents the length in trits of the term being computed.
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B. Irreducible Tetranomials P(x) = z"™ + axk + bak2 + ¢, withm =k, = ko =r mod 3

11

Besides trinomials, the next simple option in F3 would be to try to find irreducible tetranomials of the

form, P(z) = ™ +azk +bxk2 +¢, with a, b, ¢ € Fs. Table II shows some extensions where there exist no

irreducible trinomials and thus, the only option is to work with irreducible tetranomials or pentanomials.

Let us write the extension degree m as, m = 3u+r, u > 1 and k1 = 3v + r, ko = 3w + r, with

0<w<v<u,withm=ki=ks=rmod3,r#0and u—2v > 1.

For this class of irreducible tetranomials, we have,

m ki b$k2

" = —ax -

2
2m = (—axkl — bxk — c) = 22k — qerf 41+ 2 — abg k1 k2) _ cpgke

Once again, we can use Eq. (5) for computing the field cubing operation.

which implies,

C? = Cy+z2™Cy + 220y

= Cop—cCi+Cy— axkl(Cl +cCy) — bx’”(()l +cCy) +

+2?M1Cy + 22 Cy — abaz™ T Cy mod P(z).

TABLE I
CANDIDATE REDUCTION TRINOMIALS FOR Fgm, P(x) = ™ — 2™ + 1 OF DEGREE m € [47,541] ENCODED AS m(n), WITH
m A PRIME NUMBER

m(n) m(n) m(n) m(n)
47(32) | 167(71) | 277(97) | 431(365)
59(17) | 179(39) | 313(187) | 433(262)
61(7) 181(37) 337(25) | 443(188)
71(20) | 191(71) | 347(65) | 457(67)
73(1) 193(64) | 349(223) | 467(92)
83(32) | 227(11) | 359(122) | 479(221)
97(16) | 229(79) | 373(25) | 491(11)
107(11) | 239(5) 383(80) | 503(35)
109(13) | 241(88) | 409(136) | 541(145)
131(47) | 251(26) | 419(26)
157(22) | 263(104)) | 421(13)

DRAFT



12

Using the same approach utilized in Subsection III-A.4, the computational complexity of the above

formula can be estimated as,

#ofadders < (u—v)+(u—v)+@w—-2v—r+1)+3[v+r—1)+v+Q2u+r—1)]+
+u—w)+(u—w)+(u—-2w—-—r+1)+3[(w+r—1)+w+ uw+r—1)]+
+u—v—w—r+1)+3pv+w+r—1]

= Tu+10v+ 10w+ 12r — 12 =2m + 3(k1 + k2) + u + v + w + 4r — 12.

IV. FORMULAE FOR CUBE ROOT COMPUTATION
A. Irreducible Trinomials P(x) = 2™ — 2% +1, withm = k= r mod 3

Let us consider the ternary field F3. generated by the trinomial P(z) = 2™ — ¥ 4 1, irreducible over
F3, where the extension degree m can be expressed as, m =3u+r,u>land k=3v+r, 0 <v < u,

with m =k =7 mod 3 and r € [1,2]. In [6] it was found that for » = 1 we have,

:EQ/S _ _$u+1 + xv-i—l 561/3 — p2u+tl + putvtl + 2o+l

;
whereas for » = 2 we have,

$1/3 — _$u+1 + varl $2/3 = p2ut2 + Lutvt2 + p2v+2

)

From above results, it follows that when dealing with irreducible trinomials of this kind, we do not need
to perform the reduction modulo P(x) indicated in Eq.(1).

In the following we will apply Barreto’s trick to the case of irreducible tetranomials.

B. Tetranomials

Let F(3™) be a ternary field generated by the tetranomial P(z) = 2™ + az® + ba*> + ¢ irreducible
over F3, where the extension degree m can be expressed as, m = 3u+r, u > 1 and ky = 3v +r,
ko =3w+r, with 0 <w < v <u, and m = k; = ky = r mod 3, r # 0. Once again, using (1) one can
compute a cube root by finding the per-field constants /3 and z2/3.

1) case r = 1: For r = 1, we observe that —c = 2™ + ax* + ba*2, which implies,

—ex? = l’2($m + a:vkl + bxk2> _ x3(u+1) + ax3(v+1) + b$3(w+1)
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TABLE I
REDUCTION POLYNOMIALS FOR [F3m, GIVING LOW COST CUBINGS AND/OR CUBE ROOTS. THE VALUE N (M) IS LISTED
WHERE N IS THE TOTAL NUMBER OF ADDERS/SUBTRACTERS OVER F3 REQUIRED AND M IS THE NUMBER OF ADDER
DELAYS NEEDED FOR COMPUTING THE OPERATION. PTR=PREFERRED TRINOMIALS. PP= PREFERRED PENTANOMIALS.
PT= PREFERRED TETRANOMIALS. EST= EQUALLY SPACED TETRANOMIALS

N(M)
Reduction polynomial Type Iz Va2 c3 e
3 — B 41 PTr 225 + 217 + 2 —x13 4+ 2 44(2) | 36(2)
2+ 22 — g T7 4 PP 239 + 231 + 2234 —220 4 212 4 23 125(3) | 92(3)
27— 1 222 _ gl4 4 45
2T 230 o T7— PP —x 29 4 2B 238 + 228 12?5+ [ 126(3) | 89(3)
213 _ 1 218 _ g15 4 g12
2+ T -1 PT 233 — 2T — T8¢ 27 + 5 + 22 131(3) | 112(3)
x° — a8 4 23
9 — 27 41 PTr —220 25 210 226 212 70(2) | 58(2)
22+ 2 2® —1 PT 23T 4+ 210 4+ 22 287 — 23 + 2204 [ 261(3) | 212(3)
U - S )
IIGS _ x99 + x35 + £U64 _1 PP .1‘76 + 11743 + .1‘12 CC152 _ $119 _ z,88+ 490(3) 355(3)
286 _ 255 4 524
x93 — 2% 1 PTr 2129 4 286 4 %3 —z% + 222 234(2) | 192(2)
2233 AT A9 1 92 _ 1 | PP P2 A i (—— 2109 502 F 17 709(3) | 512(3)
123 _ 578 4 33
2337 — 225 41 PTr 2225 4 12T 4 17 —z113 4 29 352(2) | 336(2)
$507 + %338 + 1.169 —1 EST 1’451 — $282 + xllS 71.57 — ZBQQG 451(2) 394(2)
Hence, 12/3 = —ca ! — acz’! — bez® L. From this we deduce that

$4/3 _ $2(u+1) — qxttvT? + x2(v+1) + m2(w+1) — pputwt2 _ ab$v+w+2,

and thus dividing both sides of the above equation by = we get

561/3 — putl _ poutotl _ poutwtl + 22+l + 220t _ pprtwtl

2) case r = 2: For r = 2, we observe that —c = 2™ + az® + bz*2, which implies,

—cx = (2™ + ax® + bak?) = 3O 4 g3 4 g3ttt

Hence, z'/3 = —ca®*t! — aca¥t! — bea®*!. We can directly obtain /3 by computing,

u+1

$2/3 — (1‘1/3)2 — — acxVT! — bC:Ew+1)2

(—cx

:L’Q(qul) — qpttvt2 + x2(v+1) + x2(w+1) _ pputwt2 _ gppotwt2

From the above results, it turns out that for this class of tetranomials, we do not need to carry out the
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reduction process indicated in Eq.(1).

C. Pentanomials

Let F3 be a ternary field generated by an irreducible pentanomial of the form, p(x) = 2™ —az™ ¢ +

a2 L ogpd , with @ # 0, and where m is an odd prime number that can be written as, m =

3u + r, where m = rmod 3 r # 0, and d = 3v + r is a positive integer so that d < [7]. Then,
2™ = qx™ % — pm2d _ g2d 4+ 1 which implies,
2 = g™ — g g 4
= g g2 pd g — g pd = g™ g 4 gy
gL g 2dl _m2dtl
g2 — 22 22 a2,
(7

It is noticed that, m 4+ d = 2d = m — 2d = —r mod 3. In the following, we distinguish two cases.

m+4d+41 2d+1 m—2d+41

1) case r = 1: If r = 1, from Eq. (7) we can write, ¥/r = ax~ 3 +x s +x s , which implies,

3 2 m+d+1 2d+1 m—2d+1 2
x = ar 3 +x 3 4+x 3
2m,+d+l 22d+1 2m,—2d+1 m+3d+42 2m—d+2 m—+42
= x 3 427 3 4+ 3 —axr 3 —axr 3 —x 3

m+d+2 2d+2 m—2d+2

2) case r = 2: If r = 2, from Eq. (7) we can write, V22 =ax~ s +x s +x s . Furthermore,

we have,

2d—1 m—2d—1

3 m+d—1
{‘/E:x?<xs+xs+x3>

m+d+2 2d+42 m—2d+42 m+4d—1 2d—1 m—2d—1

= (a,x 3 —|—xaT—|—xf)(x 3 +x s —|—;L'f)

2m—+2d+1 m+3xd+1 2m—d+1 4d+1 m-+1 2m—4d+1

= x 3 —ar 3 —ar 3 +x 3 —x 3 +x 3

. 1 2 . . .
We stress that the polynomial degrees of the constants 3 and x3 associated to this class of pentanomials,

force us to carry out the reduction process post-computation indicated in (1).
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D. Equally Spaced Polynomials

Irreducible Equally-Spaced Polynomials (ESPs) have the same space separation between two consec-

utive non-zero coefficients. They can be defined as
p(x) = 2™ + pe—yar ™+ -+ poge® + paz + po ®)

where m = kd and p;q € 5 for i = 0,1,2,...,k — 1. The ESP specializes to the all-one-polynomials
(AOPs) when d = 1, i.e., p(z) = 2™+ pm_12™ 14+ p12+po, and to the equally-spaced trinomials
whend = %, ie, p(zr) = 2™ +p%x% + po.

1) Equally Spaced Tetranomials: Let 3= be a ternary field generated by an irreducible equally spaced

tetranomial of the form, p(z) = 2™ + 22? + 2¢ — 1 | where m = 3d, and where d is a positive integer

such that d = 1 mod 3. Then, we have that z™ = — 22¢ — 2 4+ 1, which implies,
gmtd  —_g3d _a2d  od
= xz%+zx 1—22 4 2% = —2¢ -1
s U A R ;
prHar2 o _dk2 2
From last equality above, we have, 22 = — 82 _ pmtdt2 and since d = 1 mod 3, we have,

d+2 4d+2

m+d+2 = 4d+2 = 0mod 3, and d+2 = 0 mod 3. Therefore, we can write, V2 = —(x' s +x 5 ).

d+1 _ pAd+1

Moreover, since t = —x , it implies that,

Vr=-V2@5 +25 )=@% 425 ) (a5 +275).

However, we stress that irreducible equally spaced tetranomials are extremely rare. For extension degrees
m < 1000, it can be only found three of them, for m = 3,39, 507. Notice that by definition, this kind of
tetranomials only exist for extension degree m, multiple of three. Furthermore, the polynomial degrees of
the constants z5 and 25 associated to equally spaced tetranomials, force us to have a reduction process

post-computation. Concrete examples of irreducible equally spaced tetranomials can be found in Table II.
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2) Equally Spaced Pentanomials: Let F3n be a ternary field generated by an irreducible equally spaced

pentanomial of the form, p(z) = 2™ + 3¢ + 22 — 24 — 1 | where m = 4d and where d is a positive

integer not a multiple of 3. Then, 2™ = — 3¢ — 22?4 29 + 1, which implies,
gmid  _ _gad _3d  o2d | d
=Pl g0 gd g g3d g2 gd _d g
d+1 2d+1
.T,'m+ + = —qx +1 _ x;
A2 2d42 2
9)
It is noticed that m + d = 5d = 2d mod 3. In the following, we distinguish two cases.
Case d =1 mod 3
If d = 1 mod 3, then from the second last equality of Eq. (9), we have, x = — g2dt1 — gmtd+l
Therefore, /z = —x 5 —a 5 and,
3$2 _ (_$2d;—1 _xsdg—l)Q _x22d;—1 _x7ddj _'_1,2%
Case d =2 mod 3
If d = 2 mod 3, then from the last equality of Eq. (9), we have, 22 = —z2¢+2 —g™+4+2 Therefore,
V22 = —g75 — 375[?2, whereas,

Vr = Va(—x 5 —x 5 )

2d+2 5d+2 2d—1 5d—1

= (—g;a —.7)3)(—$3 —x3)
4d+1 7d+1 10d+1

= x 3 —x 3 +x 3

Unfortunately, although irreducible equally spaced pentanomials are more abundant than their tetranomials
counterpart, they are still very rare. For extension degrees m < 1000, there are only 20 of them. Concrete
examples of irreducible equally spaced pentanomials can be found in Table II. It is noted that the
polynomial degrees of the constants 25 and x5 associated to this class of pentanomials, force us to

have a reduction process post-computation indicated in (1).
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V. RING MAPPING AND ROOT COMPUTATION

One approach proposed in the literature for carrying out the arithmetic of the finite field Fy,~ is the
embedding of F,~ in a proper ring and performing all the arithmetic operations in the ring and projecting
the result back to the original field. If ring is chosen properly, then field arithmetic can be sped up. This
idea is known as the ring mapping. In the following example taken from [16] we briefly explain this
technique in the context of squaring and square-root taking in the binary fields. (The author in [16] credits
this example to Ito and Tsujii [17])

Suppose for some m, P(x) = 2™ + 2™ ! + ... + 2 + 1 is irreducible over Fy. Then we have

Fam = Falx]/(P(z)). Now x™*! + 1 = (x + 1) P(x). This implies that

Fy|x]
= —— = >yn X .
R2 (xm+1 1) 2m X I'2

Regarding Fo and R, as vector spaces over the binary field Fa,
{1,2,2%,... 2™ 1)

and

{1,z,2%, ... 2™ 2™}

are standard bases for Fom and Ry over Fa, respectively. Squaring and square-root taking are very simple
in Ry. If b = aypx™ + ... + asx® + a1z + ag is an element of Rs, then from Eq. (3) and the fact that

2™t =1 in Ry it follows that
2 m m—1 m—2 m—3 4 3 2
b" = 2™ + anx + a1 +am_12 +. o+ a2x” + py2422” + a127 + Q2412 + ao.

Since square-root taking is just the inverse operation of squaring, thus one can take the square of an
element easily too. Further information on how this can be used to square or take the square root of an
element of F9» can be found in [16].

In [16], it has been mentioned that the above idea can be generalized to other finite fields. Here we
show the details of applying the above idea to cubing and cube-root taking.

Now suppose for some m, P(z) = 2™ + 2™ 1 + ...+ + 1 is irreducible over F3 (this implies that
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m # 2 (mod 3) (see [16])). Then Fsn = F3[z]/(P(z)). We have 2™! — 1 = (z — 1) P(x). Thus

Fs[z]
R3 = ——————— = F3n x F3.
3 (xm+1 1) 3 3
The same as before {1,z,22,...,2™ '} and {1,2,22,..., 2™ !, 2™} are standard bases for F3» and

R3 over 3, respectively. Now if we assume that m =1 (mod 3), then from 2™t =1 in Rj, it follows
that 22/3 = z(m+1/3 and 22/3 = z@m+2/3_ Thus if b = a,, 2™ + ... + asx?® + a12 + ag is an element

of Rj3, then from (1), it follows that

b1/3 _ Uy 0™ 4 am_5xm_1 + am_smm—2 4.+ a2x(2m+4)/3
+ (Iml‘(2m+1)/3 ++am73$(2m—2)/3 +... +a1$(m+2)/3

+ a2V L 4 agz + ap.

Similar formula can be obtained for the case when m is divisible by 3. For how one can move back and
forth from Fsm to R3 see [16]. Notice that one drawback of the above method is that the embedding
mentioned above works just for composite m while most of the times we are interested in prime m.
One possible alternative strategy when m is such that the above method does not work and there is
no preferred irreducible trinomial of degree m, is to look for trinomials or tetranomials of preferred
shape which have degrees higher than m and are divisible by an irreducible polynomial of degree m. If
such a trinomial or tetranomial exists, then one can use the idea of ring mapping to accelerate the root

computation.

VI. APPLICATIONS TO PAIRING-BASED CRYPTOGRAPHY

As it was mentioned in the Introduction Section, field cubing and field cube root are crucial arithmetic
operations required by several pairing algorithms working on supersingular elliptic curves defined over
ternary fields F3~. Let E be a supersingular elliptic curve defined by the equation y? = 3 — 2 4 b, with
b € {—1,1}. Given a prime integer m, the number of rational points of E over the finite field Fz is

given by [2],
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TABLE III
REDUCTION POLYNOMIALS THAT YIELD LOW COST CUBINGS AND/OR CUBE ROOTS FOR SUPERSINGULAR ELLIPTIC CURVES
DEFINED BY THE EQUATION y* = 2 —  + b, WITH LARGE 7-TORSION SUBGROUPS OVER F3m, WITH m A PRIME NUMBER
IN THE RANGE [47, 541]

m b | p | #E(F3m) r recommended
reduction polynomial

47 T-1] 1 283r (377 —3%+1) /283 T — 2P 41

53 | =1 | —1] 48973r | (33 +3"+1)/48973 | 2™ +a™ +a% —2'l -1
79 [ -1]-1 r (37 +3%0+1) " — 2+ 2T 2B -1
97 [ 1] 1 r (37 +3%+1) /7 7 — 210+ 1
163]-1] -1 r (3163 +3% + 1) 2103 — 299 4 4% 4 4% -1
167 1 [ 1 r (317 +3% +1) /7 a1 — g™ 41
193[-1] 1 r (3193 -394+ 1) 2193 — 2% 41
239[-1] 1 r (3739 3120 4+1) 29— % 41

317 -1 ] -1 r (3317 + 359 4+1) 2?7 — 2?07 4 2217 4 50 1
353 | —1 1 r (3353 + 3177 + 1) LIT353 _ x249 + 18145 + 1'104 —1
509 1 -1 Tr (3509 _ 3255 + 1) /7 1'509 + 56294 _ 33215 -+ ,CC79 —1

N = 3" 4+ 1 + pub3(m+1)/2 with

+1 ifm=1,11 (mod 12),
Iu =
-1 ifm=5,7 (mod 12).
Let r be the largest prime factor of N. Then, we can write N = ¢ - r, where ¢ is a small positive
integer. Now if P is a rational point, [i]P belongs to the r-torsion subgroup. Hence, a design problem
consists of finding extension degrees m where N has large prime factors 7. Table III shows a selection of

prime extension degrees m € [47,541] that enjoy large r-torsion subgroups along with the corresponding

reduction polynomials associated to them.

VII. CONCLUSION

In this paper we investigated the computational cost associated with field cubing and cube root
computation in ternary extension fields, 3= generated by special classes of irreducible polynomials.
We presented cube-root friendly families of irreducible trinomials, tetranomials and pentanomials that
exist for most prime extension degrees m, which are the cases of interest in modern cryptographic
applications. More specifically, in the range [47, 541], there exist a total of 86 prime numbers. Using the

irreducible trinomials, tetranomials and pentanomials discussed in Section IV, we are able to propose
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a reduction polynomial for all the 86 instances except for m = 89,149,151, 283,449, 463,521. The

proposed polynomials are listed in Appendix A, along with the corresponding values of the constants x5

and x3 associated to them.
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APPENDIX A

In Tables IV and V we list the reduction polynomials for 3~ yielding low cost cubings and/or cube
roots, with m a prime number in the range [47,307] and [311, 541], respectively. We also list the values
of the constants x5 and x5 generated by the proposed polynomials.

In the range [47,541], there exist a total 86 prime numbers. Using the irreducible trinomials and
pentanomials discussed in Section IV, we are able to propose a reduction polynomial for all the 86

instances, excepting for m = 89, 149,151, 283, 449, 463, 521.
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TABLE IV

22

REDUCTION POLYNOMIALS FOR [F3m , YIELDING LOW COST CUBINGS AND/OR CUBE ROOTS, WITH m A PRIME NUMBER IN

THE RANGE [47, 307]

Reduction polynomial Jz V2
24 — 232 1 1 —216 + 1T 252 + 227 + 222
X SR p SRp: ) S R R S » T ST S £ RS £ - SR § R
59 _ L1741 —220 1 26 230 1 226 1 412
6T — 7 11 2T+ 225 o5 —22T§ 5
67— 20 1 22 1222 — 1 250 £ 215 § 48 200 — 245 — ;38 1 ;30 _ ;23 1 16
T 220 1 1 2 S 258 1 23T ¥ 12
L e 29125 11 2% 1o
T 5T L 2% 1 2% 1 250 1 219 1 o5 27% = 255 — 24§ 35 _ 227 4 416
85— 37 1 1 —228 1 11 256 + 239 1 222
9T 516 1 | 255 F 235 § 1T g s

TOT — 8T | 461 1 ;20 |

5T — 28T — 5% [ AT _ 530 4 .27

4 +$21 +LL‘14

xr

xr

x

xr

xr

xX

xr

x

xX

xr

2103 1 5% _ 289 1 5 | — 25T 1 233 1 22 2102 1 8% 1 06 53 _ 35 | 4
2107 — z1T 1 1 —236 § 4 7% + 230 § B

2109 — 13 1 1 275 F 241 § 9 — 237 1 20

2108 — 87 4 261 1 226 — 1 295 _ 287 — 6% § AL _ 38 55 25 22T 1 18

2127 — I 95 4 16 — | 258 F 232 41T 296 — 280 f 168 _ ;50 _ 43 | ;77
28T — 85 1 1 iy 58 F 272 & 476

23T F 272 — 205 1 27 — 1 2135 ¢ g IIT - 287 - 270 — 246 | 45 —208 1 5 1 43

2139 | 120 L 7101 — 19 — 7 — 253§ 5% 1 513 2106 | 587 & 168 | 466 _ 147 1 .76
2T — 22 1 1 2105 1 260 1 .15 — 253 1 28

2168 — 299 ¢ 6% 1 35 _ | 275§ 233 § 512 2157 — 110 — 88 | .86 _ ;55 | ;24
P Loy g —256 1 24 2112 1 80 1 48

2178 187 L p12T {26 | 183 _ ;107 _ ;84 L .81 _ ;58 L .35 257+ 23 1 18

279 259 F 1 —260 1 20 2120 1 550 740

2T 237 1 1 22T L 773 1 425 —28T 1 13

2T — T 1 20T 1 %% 2128 1 58 1 58

2193 — 550 1 | 2129 1 556 1 43 — 265 + 222

2197 — 117 L 280 § 237 — 1 | o185 — 5146 J 5107 _ ;105 _ 86 1 .75 295 F 258 1 413

2199 — 177 L 155 L 27 275 252 § 515 2138 — 126 | ;108 _ ;89 _ ;67 1 30
2T — 189 | T67 27 — 278 + 296 § 415 2156 — p13% | ;112 _ 03 _ 7T | 30
2223 L g 14T _ 579 4 65 _ | — 10T 53 1 .22 2202 ¢ 158 | 123 | 106 _ .75 | 44
2227 T ] —270 J 2% 2152 & 750 F ;8

o R 2153 - z103 ;53 g g

2238 AT 97 1 A9 | | g2L7 _ ZI70 _ ;125 | 123 _ 78 | 33 2109 262 1 17

s - —250 22 2100 552 2

22T — 58 1 ] 2161 | 7110 ;59 —28T 1 50

A S~ 2 S 2168 1 93 1 ;18

2257 — 165 L 592 & 573 — | | 5239 _ 5178 _ 5141 ;123 _ 86 | 49 2117 1 62 & 125

2763 — 5107 1| —258 & 55 2176 1 7125 570

2200 150 _ ;110 3T 1 | 4259 | ;209 1 ;150 o140 _ ;00 | ;21 2130 80 f 51T

22T 5246 | p22T _ 25 _ —299 § 278 4 17 2198 5178 ;148 1 ;116 _ 01 | 34
22T 9T 1 1 2155 - 7125 | 565 293 1 33

2280 — 28T L 18T ;50 | | 221 _ 17T _ ;144 | (12T _ 0% | ;67 21T 1 261 § 5%

2293 — 5285 | p27T 4 58 — 1 | 201 — 5193 5185 _ ;106 _ 08 | 11 10T 1 293 1 56

2307 ;- 2258 | 2209 _ 49 | 219 70§ 53 2238 1 4189 | ;152 ;140 _ 103 | .66
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TABLE V

THE RANGE [311, 541]

Reduction polynomial I Vz?

O 4 217 4 210 1 1 — 104 _ .6 _ 4 2208 — p110 _ ;108 | 12 — 10 8
2518 — 5187 1 1 2209 - 5167 1 125 — 2105 1 63

23T7 = 5267 1 52017 500 = | 5285 = 5195 — 5156 | 5145 — ;106 | 67 2123 1 75 234

33T 2246 | 16T — 85 | —2139 ¥ 57 § 254 2278 § 2196 | 5193 114 — ;TTT | 108
2557 — 225 1 1 2255 1 5120 1 17 I8 1 9

T 05 1 1 —Z1T0 122 2257 1 o138 1 A

259 — 2278 1 1 2235 4 19T | 7149 P S g

2553 = 5249 | pTA5 L o108 | [ 305 — ;222 — ;20T 139 — 118 | 07 2153 1 570 1 249

P L b R | 120 1 AT 2240 16T | ;52

2307 — 308 | ;239 1 404 _ | 213§ 80 { 43 2288 _ 5224 _ ;187 1 4160 _ ;123 | .86
2578 — 525 1 1 2239 1 5158 1 517 1% 1 9

2579 ¢ 2268 L p149 — 115 — ] —2105 4 277§ 250 2330 247 1 ;215 154 — ;127 1 ;100
2585 — 550 1 1 o178 1 27 2256 - 5155 1 57

2389 = 5249 | pTAU L ;109 | | 353 ;270 — ;218 | L I87T — ;130 73 2T 9% F 237

257 ¥ 3T 1 225 1 1 2205 — p143 _ ;1T 2T — 19 1 517 P & & S § p—

20T - ;210 — 19T 1 19 — 1 [ 395 1 ;325 | ;255 1 ;204 — 134 1 .13 —2 198 1 128 1 o7

2009 — 136 1 1 2273 2182 59T —2137 § 250

29— 5136 1 — A0 1 76 2280 1 7186 | ;92

i 2 S 2281 L 5145 1 .9 AT 1 5

23T — 365 1 1 1 122 2285 266 | ;24d

2735 4262 ] 2289 1 4232 5175 — 145 1 ;58

2859 = 52T - ;208 1 23 — | 2216 - ;139 1 .8 2852 = ;355 | 5278 _ ;224 — ;14T 1 16
P S 5 — 148 63 2296 21T 1 ;126

o Ly g g 2305 1 7175 1 445 — 2158 1 23

20T 5352 L 5408 — ;29 — 1 | 327 1 298 | ;269 | ;183 _ ;154 1 39 — 167 5135 1 .20

2107 — 297 1 1 2156 1 31 2312 1 187 1 ;62

P (") S — 160 7a 2520 1 ;234 1 ;148

25T = 5255 1 2252 ;525 — | 2230 - 5155 1 18 2380 = ;395 | ;310 — ;248 _ 163 | 16
P L) S PR L e 2525 1 5168 1 ;5

299 = 5527 1 pI7Z 1 o155 — | 2228 1 5115 552 2348 — ;330 _ 276 1 230 — 167 | 104
2903 — 235 1 1 —2T08 112 2356 180 1 A

2909 ¢ 229% — 215 L 79 ] | 453 | 5385 4 5287 J 208 _ 4170 ;53 78T 1A 2T

2523 | 5318 - ;305 — ;109 — | — 21T o102 1 73 2322 5318 | 5284 | ;204 _ 175 1 146
PRZ g L 20T 2229 1 97 — 28T § 49

23

REDUCTION POLYNOMIALS FOR [F3m , YIELDING LOW COST CUBINGS AND/OR CUBE ROOTS, WITH m A PRIME NUMBER IN
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