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ABSTRACT

Optimized Public Key Infrastructures are traditional PKI
in which end users may optimize the signatures of their
documents, replacing the signer’s validation data with Op-
timized Certificates (OC). OCs carry the signer’s identifi-
cation and public key, but are issued for a specific time,
i.e., fields notBefore and notAfter have the same value, thus
there are no reasons to revoke them. The OC’s certification
path is supposed to be shorter and uses Micali’s revocation
scheme. Furthermore, OCs include signed document’s hash-
codes, working also as time-stamps. Therefore, OCs are
useful to replace signed document’s validation data by one
smaller and easier to verify. Finally, when OCs become in-
valid due to cryptographic algorithm weakness and limits in
the validity periods of their certificate chains, they can be
easily replaced by new ones, thus this proposal is suitable
for efficient long term archiving.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection

General Terms
X.509 standards
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1. INTRODUCTION

Over the last few years the topic of electronic commerce
has played an import role in business. On the one hand,
there is an attractive scenario where companies and insti-
tutions are joining to look for new job opportunities. On
the other, every day we read about companies suffering mil-
lions of dollars in losses due to security breaches. Addition-
ally, a number of government sectors and other institutions
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are storing and sharing information on digital media, which
highlights the security need in these emerging applications.

Within this context, a public key cryptography approach
was initially proposed by Loren M. Kohnfelder [1] and, cur-
rently, a Public Key Infrastructure (PKI) is widely used to
guarantee the desired security properties, such as confidence,
integrity, authentication and no-repudiation. However, even
in emerging applications with some challenges in implement-
ing security mechanisms, it has not been used due to com-
plex reasons, for example: in wireless industrial networks,
wireless sensor networks and in embedded systems with en-
ergy and processing restrictions [2, 3, 4].

One of the most relevant complexity examples is the val-
idation of digital signatures whose accomplishment requires
several steps. Firstly, it is necessary to verify the signa-
ture against the signer’s public key that is embedded in the
signer’s certificate. Secondly, that certificate should be vali-
dated through the X509 certificate validation algorithm [5],
which consists of discovering a certification path between
the signer’s certificate and a previously trusted certificate,
for instance a Root Certificate Authority (Root CA). Af-
terwards, when a certification path is discovered, all certifi-
cates in this path must also be validated: attesting their
signatures, validity period, revocation status and policy re-
strictions. Then, if the certification path length is long the
load of the verifier becomes overly heavy.

Moreover, signed documents often incorporate time-stamps [6],

which are useful to certify the date and time that a digital
signature was created. A time-stamp is a particular kind
of signed document, demanding validations of signature and
the time-stamp authority’s certificate. Thus, it is also a
source of complexity. Finally, another drawback of PKI for
some application areas is the certificate revocation process.
Usually, there are two alternatives to represent the revo-
cation status in an electronic document: incorporating the
whole revocation status data or only its references. In the
former case, all information about revocation is embedded
in the signed document which gets bigger but easier to ver-
ify. In the latter, a minimum set of data is included in the
document. However, the verification task is more inefficient
than the first case since external queries are needed to re-
trieve missing data. Therefore, there is a trade-off between
efficient signature’s format and validation.

This paper proposes a simple and effective solution to
overcome some of the previously described sources of com-
plexity in a Public Key Infrastructure. It is propose an “Op-
timized Public Key Infrastructure - OPKI”, which issues a
new kind of X509v3 certificate, named Optimized Certifi-



cates (OC) - whose main goal is to make the validation and
format of an existing digital signature more efficient [7]. The
main idea of the OPKI consists of issuing OC for a specific
instant of time. The main contributions of this work are:

e time-stamp functionality embedded in OCs;

e an efficient approach to reduce digital signature stor-
age requirements and its validation processing as well
as bandwidth costs within a given domain;

e relatively fixed requirements and lightweight method
for verifying digital signatures on a long term basis;

e deployment of Novomodo validity proofs in order to
enhance the OCCA’s relative time-stamp security.

The remainder of this paper is organized as follows. Sec-
tion 2 presents a review of the validation and format of
signed documents, which is important to comprehend the
trade-off between efficient verification and the amount of
validation data embedded in a signed document. Section 3
mentions some proposals of new PKI schemes as means to
solve the signature issues presented in Section 2. Those
works have been used as a basis for OC’s concepts. Section 4
highlights the proposed concepts of the Optimized PKI and
its benefits. Section 5 presents the Optimized PKI in prac-
tice and its trust relationship with users from a domain.
Section 6 deals with the validation of digital signatures us-
ing OCs. Section 7 presents a comparison between OCs and
conventional X509 certificates. Finally, in Section 8, some
conclusions and future work are drawn.

2. BACKGROUND

In order to understand the optimization process proposed
in this work, the basics of the digital signature, highlight-
ing both validation and format of signed documents, are
described. Furthermore, a real example of these issues is
exposed.

2.1 Signature Validation

As a means to attest a document’s signature a verifier
should validate the digital signature and also the signer’s cer-
tificate. The first validation consists of a cryptographic ver-
ification using the signer’s public key that assures integrity
and authenticity of the signature. The second validation is
performed to guarantee that the signer’s certificate was valid
when the signature was created, which is achieved through-
out construction and validation of a certification path [5,
8].

The objective of the certification path construction pro-
cess is to find out one or more sequence of certificates that
links the signer’s certificate to a trust anchor: a certificate
of an entity that was deemed trustworthy by some adopted
policy. Finally, once sequences are found they have to be
validated. Thus, for each of the sequence’s certificates the
following requirements needed to be assured:

e signature integrity and authenticity using certificate’s
issuer public key;

e the validity period includes the document’s signature
creation time;

e the certificates have not been revoked before the doc-
ument’s signature creation time;

e subject distinguished names follows any existing name
constraints;

e the certificate follows all certification policies stated by
its PKI.

Revocation status is often acquired from certificate’s is-
suer and this operation usually reduces the performance of
the signature validation process. The two most popular re-
vocation schemes are Certificate Revocation List (CRL) [9]
and Online Certificate Status Protocol (OCSP) [10]. The
former is a signed and time-stamped list in which a CA in-
forms all its issued certificates that have been compromised.
This list is published in a distribution point. The latter is an
online service provided by a trusted entity to which a user
can ask about the revocation status of a certificate. That
entity finds out the inquired revocation status and answers
the user through a time-stamped and signed message.

One of the shortcomings of CRLs is that they can become
awfully long, what implies a poor scalability, which influ-
ences update, bandwidth and storage costs. On the other
hand, even though OCSP reduces user computational effort,
it requires the user to perform external queries to OCSP
server, which may be unreachable. Furthermore, CRL and
OCSP approaches use signed content whose signature should
be verified, which makes those revocation schemes more
complex.

Finally, it can be concluded that the certification path
validation is a high cost procedure whose required effort is
proportional to the certification path length. Therefore, the
ideal certification path should be as short as possible, for
example, a hierarchic PKI of one level in which a Root CA
issues end user certificates. However, this is not a fair solu-
tion since there would be operational issues, such as Root
CA overload and security.

2.2 Digital Signature Format

In an effort to set up a signature format standard, some
technical specifications have been standardized, such as
PKCS#7 [11], CMS [12], CAdES [13, 14] and XAdES [15].
This work considers CAdES since it is a recent standard
and focuses on its relation with the validation data useful to
verify an electronic signature: certificates, CRLs, certificate
status information (OCSP) and time-stamps [14]. Addition-
ally, signature policies are out of the scope of this paper, thus
CAdES-EPES has not been cited as well as examples do not
mention the signature policy identification.

First, there is CAdES-BES format, which carries no val-
idation data (Figure 1). It is the minimum format for an
electronic signature.

Signer's
document

Signed

attributes Digital signature

Figure 1: CAdES-BES and absence of validation
data.

In CAdES-BES, a signature is accepted as valid only un-
til a certificate in the signer’s certificate chain expires or is
revoked. To overcome this restriction, there is CAdES-T
format in which a time-stamp can be included as shown in
Figure 2.
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Figure 2: CAdES-T format.

As a conventional signed document can be widely dis-
tributed and there is no embedded reference to validation
data in both CAdES-BES and CAdES-T, the previous ap-
proaches often becomes useless in many scenarios. Thus, one
could choose two alternative formats: CAdES-C or CAdES-
X Long, which are respectively illustrated in Figures 3 and 4.
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Figure 3: CAdES-C format.
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Figure 4: CAdES-X Long format.

The difference between these two formats is the inclu-
sion of complete validation data, which is only included in
CAdES-X Long. Both alternatives have advantages and dis-
advantages related to efficient means for storing and validat-
ing a signed document.

Taking CAdES-C as an alternative, one can have a signed
document whose size is as small as possible since valida-
tion data is not included. Thus, this approach saves storage
space. However, a means is required, for example a public
directory, through which the signers’ validation data is avail-
able for whoever wants to verify a signature at any time and
from anywhere. Therefore, that scenario demands high net-
work availability otherwise signers could neither verify their
certificates before signing nor could verifiers check signed
documents. Moreover, significant bandwidth usage and cost
due to signatures verification, whose rate are pretty high in
some cases, can be pointed out.

Besides validation data reference, CAdES-X Long brings
validation data itself which makes it possible to verify a sig-
nature without performing external queries if it is acknowl-
edged that CAs’ keys cannot be compromised. Whereas this

approach offers a faster signature verification, its main dis-
advantage is a greater final size of signed document, since the
validation data may even demand more storage space than
the signed client’s content. Furthermore, this approach may
cause data replication when different documents signed by
the same signer keep their own copy of validation data, e.g.
the signer’s certificate.

In both cases, when CAs’ keys compromise is a possibility,
an additional time-stamp must be included over the valida-
tion data as a means to prove that it has been gathered in
time, i.e. before an attacker is able to forge these informa-
tion. The signature in question (CAdES-X-Long Type 1 or
2), however, will be accepted as valid until any certificate
from the certification path of Time-Stamp Authority (TSA),
which issues that time-stamp, expires or is revoked.

Finally, for those signatures supposed to be valid even
after TSA’s certificate expiration or revocation, a new time-
stamp must be included, which originates the CAdES-A for-
mat, as illustrated in Figure 5. This time-stamp is known
as an archive time-stamp and it embraces all the signature
elements, including the document, the signed and unsigned
attributes as well as the signature itself. However, whenever
the archive time-stamp is near to becoming invalid due to
its cryptographic algorithm weakness or limits in the validity
period of the TSA certificate, a new one must be included.
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and rev. refs
Archive Time-stamp

Figure 5: CAdES-A format.

2.3 Example

This subsection presents a real example to illustrate the
validation of signed documents. We have chosen an elec-
tronic document in CMS format that was signed using a dig-
ital certificate from ICP-Brasil [16], the Brazilian national
PKI, as illustrated in Figure 6. First, there is a signer’s cer-
tification path which is composed of four certificates: User,
Serasa SRF' CA, SRF CA and Brazilian Root CA. Also, CAs
issue CRLs that are named as CRL1, CRL2, CRLs.

CRL Brazilian
! Roo‘t CA
CRL2 SRF CA
[
CRL Serasa
3 SRF CA
\
User

Figure 6: ICP-Brasil user’s certification path.



First, validation data and a signature using a 2048 bits
RSA key were measured and their sizes in DER codification
are shown in Table 1. Note that C'RL3 has a significant size,
since it is a large Certificate Revocation List containing 7442
revoked certificates, which was issued on 14 August 2008. It
is important to mention that long CRLs such as CRL3 are
often present in PKIs, mainly those which remain revoked
but expired certificates as a means to support users to verify
a signature created before the signer’s certificate expired.

Table 1: Validation data’s and signature’s size.

Element Size (Bytes)
Signature 256
User 1076
Serasa SRF CA 1301
SRF CAs 1109
Brazil Root CA 1212
CRIL, 534
CRL> 487
CRLs 201,390
Total 207,109

In the next step, the creation of a CMS whose encapsu-
lated content is the Serasa SRF CA’s CPS, a PDF document
of 263,503 bytes, was simulated. Then, that CPS is signed
by a 2048 bits RSA key and the whole signer’s certification
path and related CRLs are included into the CMS archive.

As a consequence, that CMS file measured 471,098 bytes.
Therefore, note that only 56% of total size (263,503 of 471,098
bytes) corresponds to the PDF document which highlights
a great amount of data spent for the sake of signature veri-
fication. Additionally, it is important to point out that the
signed content is not a small document and the signature
was not time-stamped which means the inclusion of another
signed document. In this case, the percentage of signed con-
tent would decrease even more.

Finally, from this example one can comprehend the high
cost of validation data on the size of the signed document.
Then, users will choose the best signed document format in
accordance with their domain requirements and their expec-
tations of the signature verification process efficiency.

3. RELATED WORK

The main drawback in the use of certificates to bind signer’s
ID of an electronic document to his public key is the re-
quirement of including into the data structure of the signed
document evidence that the certificates were valid when the
document was signed. This makes the document large and
inefficient to verify due to the great number of cryptographic
operations that are performed each time its signature is
checked. Moreover, to keep the signature time anchored,
it is periodically necessary to add time-stamps to the doc-
uments. This makes the size of the document increase over
the time.

From the signer’s point of view, the ideal scenario would
be using a self signed digital certificate to sign electronic
documents. In this scenario, each recipient of the electronic
document should trust only in the signer’s certificate. From
the recipient’s point of view, the ideal would be only one
trusted root certificate issuing all signer’s certificates. And,
each one with a validity period as small as possible. Both
scenarios are unpractical and unreal.

Thus, more complicated certificate arrangements are used
to deploy a PKI. It is usual to find in each user application
a set of root certificates that the user trusts. And, subordi-
nate to each root certificate, many certification authorities
are created to be responsible for policies and issue certifi-
cates to final users. To securely manage these structures
many components are necessary, like time-stamp, registra-
tion and certification authorities. Each one of these com-
ponents issues information that is included in the electronic
documents to make them verifiable.

To overcome the problems that arise in the use of this
more complicated scheme, different strategies in the litera-
ture were proposed. One of the most know is the short-term
certificates.

Short-term certificates are certificates issued to be valid
for a short period of time, making it unnecessary to re-
voke [17]. Thus, the data structure can be small since is not
necessary to include certificate revocation lists (CRLs) in
the electronic document. However, even though the signer’s
certificate is not required to verify its validity against a CRL,
all other certificates of the path between the signer’s certifi-
cate and a root certificate maintain earlier revocation scheme
requirement.

Nested certificates, introduced by Levi[18], is another pro-
posal to optimize the number of cryptographic operations to
verify a document signature. They are new certificates that
are issued for the certificates, resulting in a nested certificate
path whose validation is performed by attesting the signa-
ture of the first nested certificate in the chain, and then
easily verifying others by computing and comparing only
hashes.

All known proposals have advantages and disadvantages
and, until now, there are no large scale implementations
using them. Besides theses proposals, an efficient scheme to
sign and validade signed electronic document using digital
certificates is still an open problem.

4. OPTIMIZED PKI

In this section, the Optimized PKI (OPKI) architecture is
presented. The main target of this architecture is twofold:
a) to minimize the signature size in existing documents; b) to
reduce the effort for certificate path verification. The main
assumption of this work is that more efficient revocation
techniques are an adequate methodology to improve signed
electronic documents. It is worth mentioning that this pro-
cess is an expensive task and it often involves a large amount
of data, as CRLs increase constantly.

The OPKI has been proposed to be a conventional PKI
that also issues a new kind of X509 certificate: the Opti-
mized Certificates (OC). It is based on a well known solu-
tion to avoid revocation schemes, called short-term certifi-
cate [17]. This original proposal defines a short period for
the certificate validity, for example, a day. As a consequence,
the probability that a revocation occurs is very low. In this
work, we are proposing to set the certificate validity only to
a particular time instant k, i.e., the validity field of a X509v3
begins at k and ends at k. In other words, the validity refers
to the moment when the OC was issued. Therefore, there
is no reason to revoke an OC, since if it was issued, it was
valid.

The OC has been proposed to replace the conventional
signer’s certificate and additional validation data in a signed
document, in order to make up a certification path that is



verified more quickly. However, an OC should not optimize
an invalid certification path, therefore the signer’s certificate
is verified. Once it is attested, all its information useful to
identify the signer and to verify his signature, such as the
distinguished name and public key, are embedded in the
OC, which is issued. Therefore, the OC issuance is a kind
of proof of a document’s signature validity which may also
be attested using the signer’s information embedded in OC.

Additionally, another remarkable advantage of OC is that
it could eliminate time-stamps, as the OC validity is speci-
fied for a particular time instant. It is achieved by including
the signed document’s hashcode into OC. Furthermore, an
OC whose signature algorithm is going to phase out soon
may be replaced by another OC with a stronger hash al-
gorithm. Thus, it is possible to make a document’s signa-
ture lifetime longer without raising the amount of validation
data.

The OPKI architecture proposes a simple and effective
solution to implement the OC issues, it is composed of an
Optimized Certificate Certification Authority (OCCA) and
a Crypto Time (CT) service (Figure 7). This Figure illus-
trates an OPKI architecture that operates together with a
traditional PKI, it can be observed that there are tradi-
tional (Uy,Usz,Us) and optimized certificates (OCy, OC3).
Numbers ranging from 1 to 6 highlight the relationship be-
tween certificates and its revocation status source. Num-
ber 5 shows OCCA acquiring Novomodo proofs from Crypto
Time in order to verify its revocation status. These proofs
have been made available by the Root CA. However, note
that 6 shows that Root CA may retrieve it revocation sta-
tus from Crypto Time or CRL;. Number 7 points out the
relationship of traditional end user’s certificates, which are
valid for a period, and OCs that are valid for a specific time
instant. Finally, there are three values inside of an OCCA
certificate. Such values are related to Novomodo parameters
- validity target (Xy),revocation target (Y1) and granularity
(1). More details about this architecture are given below.

The OCCA is an online service specially developed for
users to submit all signed document’s information, such as
hashcode, signature and its time-stamp, signer’s certificate
path, as well as the respective CRLs or OCSP responses.
The OCCA’s duties are used to validate the signature and
return an OC to the requester. Considering that a long
certificate path verification demands higher resources for the
validation task, the distance between an OC and a Root CA
must be as short as possible. Thus, the OCCA might be
placed on the top of a PKI, being a Root CA. However,
online Root CA strategy to issue certificates for end users is
not a secure choice. Therefore, aiming at both PKI security
and shortest certificate path validation, an OCCA directly
subordinated to a Root CA, which can be kept offline, is
proposed.

Another important aspect of the OPKI architecture is
that both OCCA and Root CA revocation status are re-
quired. Then, aiming at an efficient revocation solution, the
use of the Novomodo method that deploys small and fixed-
size revocation status proofs [19] is proposed. This method,
that is described in details in the next subsection, quickly
determines whether OCCA'’s certificate is valid through hash
function evaluations. The Novomodo revocation status data
is produced by an offline “Root CA”, safely stored in an on-
line entity named here as Crypto Time and later used by
the OCCA.

Finally, it is important to mention that the OC keeps
the compatibility with X509v3 standard, because there is no
field modification nor new information inclusion, as Novomodo
parameters and time-stamp characteristics are implemented
through X509v3 extensions.

4.1 OPKI Revocation Scheme

Requiring an efficient revocation scheme, OPKI employs
Novomodo. This method was proposed by Micali as an at-
tractive alternative for CRL or OCSP when dealing with
signed documents. The main advantages of this method are
related to validity and revocation proofs, which can be eas-
ily produced by hash functions, being their output size fixed
and significantly smaller than a CRL or an OCSP response.
Thus, these proofs are easily fetched and stored by OPKI
users.

Additionally, status verification in Novomodo method con-
sists of evaluating hash functions and comparing short and
fixed-size hashcodes. These operations are significantly faster
than extracting revocation status from CRLs and OCSP re-
sponses whose content is signed and therefore a signature
must be attested.

Based on the original idea of the Novomodo method and
the OPKI scenario (Figure 7), it works as follows: the Root
CA chooses a hash function F', the OCCA’s certificate life-
time ¢, a granularity [ and two random values Xy and Yp,
keeping these last two private. Finally, [ is the time inter-
val between two consecutive revocations and the number of
time intervals is given by n = t/I.

The Root CA applies n times the value Xy to the func-
tion F' resulting in the value X, called validity target. Yy is
applied once to F', resulting in Y7, named revocation target.
Afterwards, the Root CA issues OCCA’s certificate includ-
ing both targets and the granularity encoded as a X509v3
extension named Novomodo Targets (Section 4.5). Later, for
each k ranging from 1 to n — 1, Root CA published the va-
lidity proof (Xn_r), evaluating F"~%(Xy), whether OCCA’s
certificate is still valid, otherwise the revocation proof (Yo).
Later, as a means to attest the OCCA’s validity both OCCA
and users just need to acquire the last proof from Crypto
Time as well as the Novomodo parameters (X,, Y1 and 1)
from OCCA’s certificate and assure that F*(proof) equals
X,,. If the comparison fails, it means that OCCA status is
revoked which can be assured by comparing F(proof) and
Yi.

It is important to point out that due to security reasons
Root CAs are often kept offline and they are turned on just
for issuing certificates or CRLs. Moreover, the Root CA of
an OPKI is also responsible for publishing Novomodo proofs,
which are supposed to be issued at the same time and in
the same frequency as CRLs for the sake of the Root CA
being turned on as little as possible. However, that premise
can not be followed as OPKI policy may require Novomodo
proofs to be issued in a higher rate, e.g. daily.

Therefore, in order to overcome that drawback, the use
of an online entity called Crypto Time is proposed. It in-
corporates a slight modification on Novomodo’s method, in
which before the Root CA goes offline, all the proofs will be
produced and securely stored into the Crypto Time instead
of Root CA going online to publish each of n — 1 proofs.
The Crypto Time is responsible for keeping secret the k"
validity proof until OCCA’s auditors have assured OCCA’s
integrity on the k*" day and consecutively allowing Crypto
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Figure 7: Optimized PKI.

Time to reveal X,,_r. Once OCCA’s private key’s com-
promise is detected by auditors, they ask Crypto Time to
publish Yy which revokes OCCA’s certificate - note that to
produce a fake validity proof X, _j from the previous one
(Xn—(k—1)) is unfeasible since X,,_ = Ffl(Xn,(k,l)).

Figure 7 also shows that both C'A2 and RootC A check
CRL; in order to verify their validity. Since RootCA is
responsible for revoking itself and C' A2, we can figure out the
same scheme in Novomodo’s method: a Novomodo proof can
assure validity for both OCCA’s and RootC A’s certificates.
Therefore, it is possible to eliminate all CRLs in the OC’s
certification path.

4.2 Time of Signature Validation

The main characteristic of the OC is the absence of revo-
cation, as its validity corresponds to a specific time instant k:
the moment the OCCA issues the OC. However, an OC at-
tests the signature of a document and the respective signer’s
certificate, therefore the time reference used to validate that
certificate prior the OC issuance should be embedded in the
OC. Then, this information is encoded as a X509v3 exten-
sion named validation Time that has been defined in Section
4.5.

There are five alternatives for the time reference used to
attest the certificate of the document’s signer and they are
related to the time sources listed in Table 2. In the first
case, the signer’s certificate is verified at the particular time
when an OC is requested. This corresponds to N = 1 in
Table 2. In the second case, the signer’s certificate is verified
at the time encapsulated by a time-stamp (N = 2). In the
third case, a signature has already been optimized in the
past but it is submitted again for the sake of replacing its
OC. This refers to the time-source N = 3. In the fourth
case (N = 4), the time reference means the signing time
and it should only be provided by the document’s signer
who proves key ownership through challenge-reply protocol.
Finally, N = 5 is given by a verifier who holds a signed

document and wants to improve the signature.

Table 2: Time reference for signature validation.

N Reference Source Trust

1 | OC request | The OCCA’s internal | Trusted

instant clock.

2 | Past A time-stamp of doc- Trusted
ument’s signature.

3 | Past Another previous | Trusted
OcC.

4 | Past The document’s | Untrusted
signer.

5 | Past A document’s veri- | Untrusted
fier.

Finally, it is important to mention the trust in these five
alternatives. Besides time sources N = 4 and N = 5, others
can be trusted. The first one (N = 1) takes the internal time
from the clock of an OCCA, which is supposed to employ the
same synchronization and security measures that a trusted
TSA maintains. The following two time sources, N = 2 and
N = 3, are based on artefacts emitted by trusted entities.
Time source N = 4 corresponds to a signing time claimed
by the signer. In general, however, verifiers do not relie on
it, except for particular contexts such as the notary one.
The last one (N = 5) is not accepted as trusted because an
attacker, who is aware of the revocation date of the signer’s
certificate, may ask OCCA to validate a forged signature at
an earlier time when the signer’s certificate was valid.

4.3 OC’s Relative Time-stamp

Although the OCCA is supposed to work in a proper way,
measures should be taken to guarantee or at least to re-
duce the chances of a malicious OCCA issuing fake OCs.
Therefore, a relative time-stamp [20] scheme is proposed as a
means to support auditors to track OCCA’s operations. Fur-



thermore, OCs carry relative time-stamp information, which
is encoded as a X509v3 extension named relative TimeStamp
that has been defined in Section 4.5.

The relative time-stamp scheme is deployed in order to
chain all OCs issued by an OCCA. Each OCCA has its own
chain of hashcodes whose initial value is the Novomodo va-
lidity proof X,,—x with £ = 0, i.e. the first validity proof in
the OCCA'’s lifetime that is also the validity target (Xn).
Each OC and validity proof is included in the chain in the
same order they are issued by OCCA and Root CA, respec-
tively. Finally, this process ends when the OCCA’s certifi-
cate expires.

Figure 8 presents the chaining of OCs issued through-
out three periods of ! length, where [ is the granularity of
Novomodo method. The first interval refers to the time
k = 0, thus the chain is initiated with the value X,,. Then
OC(C is issued and bound to X,,, subsequently OC is issued
and also linked to OC1’s hashcode computed with F' func-
tion. As soon as the second period (k = 1) begins, hashcode
of the concatenation of the new validity proof (X,—1) with
the hashcode of the last OC from the previous period (OC;)
is computed and then it is pushed in the chain. Thus, the
same linkage process is repeated for k = 2 and k£ = 3. Note
that in £ = 4 period no OC can be issued anymore, since
the OCCA’s certificate has expired and the lack of proof
blocks OCs’ issuance. Finally, the chain is marked as closed
through the inclusion of the secret value Xo, which may have
been disclosed by Root CA or Crypto Time.

Root CA

Crypto Time

long period. Those signatures are generally preserved using
the successive time-stamping approach, such as those em-
ployed in CAdES-A. This approach, also used in XML Ad-
vanced Electronic Signature (XAdES) and Evidence Record
Syntax (ERS) [21], is the most widely used method to achieve
long term preservation of digital signatures, and it has been
subject of normative initiatives in several countries, includ-
ing Brazil.

However, this method has costs that are unacceptable
in many scenarios, especially, resource-constrained environ-
ments. The ever-growing storage and processing require-
ments for these signatures validation, although, could be
reduced by replacing all signature validation data, i.e. cer-
tificates, certificate revocation data, and time-stamps; with
an OC and its certification path.

As time goes by, however, the OC itself, as an archive
time-stamp, may become invalid due to its cryptographic
algorithm weakness or limits in the validity period of the
OCCA certificate. In this case, if the signature still needs
to be validated, the current OC and its certification path
must be replaced by new ones. This task could be done by
sending the old one to the OCCA, and receiving a new OC.

By doing so, differing from the successive time-stamping

approach, we get relatively fixed requirements and a lightweight

method for verifying digital signatures on a long term basis.

4.5 X509v3 Format and OC’s Extensions

One of the main concerns of this work is to preserve the
X509 certificates’ standard for the purpose of making OC
interoperable with existing X509 based applications. There-
fore, besides OC’s validity which is carried in X509 validity
field, all other information is embedded in OC using X509v3

OCCA ) .
XV period / extensions.
i Figure 9 illustrates the X509 ASN.1 syntax that defines
keO < OC, OC, oC, the Optimized Certificate, whose fields structure is described
= n — eeoe®
X, F(oc,) F(oc, ) afterwards.
k=1 F(F(OC)-Xu1) OCs 9C..z oc
— XKoo — eoe
Cab F(OC .X,.1) Foc ) F(oc,) OptimizedCertificate ::= SEQUENCE {
‘ version [0] EXPLICIT Version DEFAULT vi,
oc ocC oc s?rialNu.mber CertificateSer%a:!.Number,
k=2 F(F(OC ) Xy2) Y1 2. | eee z signature AlgorithmIdentifier,
* F (OC/XM) F (Ocy«l) F (OCH) issuer Name,
| validity Validity,
subject Name,
k=3 F(F(OC ) Xya) OCzu OCuz L eee OCW subjectPublicKeyInfo SubjectPublicKeyInfo,
- F(OC,Xs) Foc,) Foc, ) issuerUniqueID [1] IMPLICIT UniqueIdentifier OPTIONAL,
‘ -- If present, version MUST be v2 or v3
subjectUniqueID [2] IMPLICIT UniqueIldentifier OPTIONAL,
k=4 FG%OCWLX@ -- If present, version MUST be v2 or v3

OCCA
expired

Figure 8: OC linking.

Novomodo validity proofs in the chain are useful to give
further information to the relative time-stamp scheme, thus
it is possible to know in which of n Novomodo periods an
OC was issued. Also, those proofs work as checkpoints that
guarantee OCCA’s integrity until that time, which makes it
possible to identify which OCs were issued before OCCA’s
compromise, for example.

4.4 Long Term Archiving Benefits

The benefits of Optimized Certificate employment are even
more significant for signatures that must be verifiable for a

extensions [3] EXPLICIT Extensions OPTIONAL
-- If present, version MUST be v3

Figure 9: ASN.1 syntax of OC.

version version 3.
serialNumber unique identifier for OC.

signatureAlgorithm indicates the algorithm used to cal-
culate the digital signature.

issuer OCCA Distinguished Name (DN).

validity t1 = t2 = t. It means the time of OC’s issuance.



id-ce-novomodo-validity-proof OBJECT IDENTIFIER
::= { id-ce not defined yet }
Novomodo-proof ::= OCTET STRING

Figure 12: ASN.1 syntax of extension novomodo-
validity-proof.

subject copied from the traditional certificate of the docu-
ment’s signer.

subjectPublicKeyInfo copied from the traditional certifi-
cate of the document’s signer.

extensions a sequence of extensions which carry informa-
tion related to the digest of the signed document (Fig-
ure 10), the time of document’s signature validation
(Figure 11). and relative time-stamp information (Fig-
ure 13). These extensions are respectively defined bel-
low using ASN.1 syntax.

id-ce-signedDocDigest OBJECT IDENTIFIER
::= { id-ce not defined yet}

SignedDocDigest ::= SEQUENCE {
digestAlgorithm OBJECT IDENTIFIER,
docHash OCTET STRING

}

Figure 10: ASN.1 syntax of extension SignedDocDi-
gest.

id-ce-validationTime OBJECT IDENTIFIER
::= { id-ce not defined yet }
ValidationTime ::= SEQUENCE {
timeSource INTEGER,
time TIME }

Figure 11: ASN.1 syntax of extension Validation-
Time.

id-ce-relativeTimeStamp OBJECT IDENTIFIER

::= { id-ce not defined yet }

RelativeTimeStamp ::= SEQUENCE {
algorithmId OBJECT IDENTIFIER,
previous OCTET STRING }

Figure 13: ASN.1 syntax of extension Relative-
TimeStamp.

Note that in order to deploy the proposed Novomodo
method it is needed to publish wvalidity target, revocation
target and granularity. Therefore, those information are em-
bedded in OCCA’s certificate as a X509v3 extension whose
ASN.1 syntax in Figure 14

id-ce-novomodoTargets OBJECT IDENTIFIER
::= { id-ce not defined yet }

NovomodoTargets = SEQUENCE {
algorithmId OBJECT IDENTIFIER,
validityTarget OCTET STRING,
revocationTarget OCTET STRING,
granularity INTEGER }

Figure 14: ASN.1 syntax of extension Nowvomod-
oTargets.

S. OPKI DEPLOYMENT

In practice an Optimized PKI can be seen as a way of
reducing digital signature storage requirements and its vali-
dation processing as well as bandwidth costs within a given
domain.

For instance, Figure 15 illustrates two domains in the same
PKI. Domains are distinguished by their participants’ color.
Users, which are placed on the botton of PKI, can optimize
their signatures within their domain through OCs. Also,
each domain has its particular OCCA for the purpose of
attending its users’ requests.

9
G 28

o000

Domain 1

Domain 2

. O AC/User Certificate
[ | occacertiicate
@ () optimized Certificate

Figure 15: Two domains in a PKI.

Moreover, a signed document entering a domain may have
its validation data replaced by an Optimized Certificate and
its certification path. If the OCCA does not belong to the
domain, this procedure may be followed by an one-time dig-
ital signature validation with the original validation data in
order to attest OC’s accuracy.

Once an OC is recognized as valid within the domain,
either because of the OCCA is trusted, or because its re-
sponse accuracy were evaluated, subsequent validations of
the signature are optimized by the OC’s employment. This
optimization is relative to the minimized storage require-
ments for the digital signature, the reduced processing in
its validation, and the minimal bandwidth costs in gather-
ing revocation information as well as in transferring the new
validation data to others within the domain.

In the long term however, an archive may be needed to
preserve the digital signature with the original validation
data in order to maintain its validity in case of it being re-



quired outside of this domain. Moreover, preserving original
validation data allows a user who contests an OC accuracy
to validate the original signer’s certification path at the time
the OC attests a document’s signature. Thus, users of a do-
main choose to trust or not in an OCCA since they are able
to check OCs.

Figure 16 illustrates a domain in which users do not trust
in OCCA, consequently they only consider an OC to be valid
if the traditional signer’s certificate related to that OC can
be verified. Thus, numbers 1 and 6 show signed documents
coming into a domain. Number 6 brings an OC that is
rejected since the traditional signer’s certificate is not avali-
able for validation. Number 1 brings the whole traditional
validation data and it is submitted to an OCCA and the do-
main’s archive which has long term archiving duties. Once
OCCA attests the document’s signature an OC is issued
and attached to the signed document replacing the tradi-
tional validation data (number 2). Afterwards, users receive
the signed document (number 3) but they need to check
the OC’s accuracy. Then, users acquire from the domain’s
archive the traditional validation data (number 4) and val-
idate the document’s signature. Once it is validated, users
accept OC. Later, whenever users deploy the signed docu-
ment, they verify the signture using the optimized validation
data with Novomodo proofs from Crypto Time (number 5).

[ D

Doc
Doc

Sig
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X509
Signer

I,

CRL

Time

_/_/' Users

3

Domain

Figure 16: Untrusted OCCA in a domain.

Futhermore, a domain may offer an OCCA in which users
can trust and use it as an online service (Figure 17). This
scenario is quite similar to the previous one (Figure 16), how-
ever, users do not need to verify the document’s signature
as shown in number 4 before accepting an OC. Moreover,
a user, who desires to send a signed document to another
outside the current domain, should replace the optimized
validation data as shown in Figure 17. Number 1 highlights
users sending a signed document in which is embedded an
OC. Number 2 and 3 shows the replacement of optimized
validation data by the traditional one gathered from do-
main’s archive.

6. SIGNATURE VALIDATION COST

An OPKI compares favorably to a traditional PKI in anal-
ysis of performance validation processes, as the number of
signature validations during the lifetime of an electronic doc-
ument is greatly reduced.

Crypto

Time
Users
1oy

Domain

Figure 17: A signed document leaving a domain with
a trusted OCCA.

In contrast to the signature generation process which oc-
curs only once, the signature verification is normally re-
peated innumerable times. This validation can be made
by different entities at different times. Thus, in evaluation
terms, the cost functions of a conventional signature and sig-
natures using OCs are in terms of the computational effort
demanded by verifiers and signers.

Most of the processing power in traditional PKI deploy-
ments is used to validate digital certificates. With OPKIs,
only two additional certificates need to be verified, the OCCA
certificate and the OC. The OCCA certificate is verified
by the user through the hash function of Novomodo, by
F*(X,_1), where k is a specific instant of OCCA’’s lifetime.

The values of the Novomodo targets (X, and Y1) are con-
tained in the OCCA certificate and the proofs (X, or Yo)
are obtained from Root CA’s publications or Crypto Time,
as discussed in Section 4.1.

After simple calculations the revocation status can be con-
firmed. This is sufficient to verify the signature without con-
sulting any additional information. The OCs do not need to
be verified for revocation since it is only validy for an instant
and then it could not be revoked.

6.1 Complexity in the classical scheme

The signatures of electronic documents consist of a data
set, which allows the verification of the integrity and authen-
ticity of an electronic document. These are the following
sequences of bits; the signer’s private key Sig, the signa-
ture’s time-stamp T'S; the chain of digital certificates C'C,
and the list of CRLs RR, each list associated to a particular
certificate.

Signature validation includes verifying if the subscribers’
digital certificates and the entire certification chain were
valid on the date contained in the time-stamp, and also the
validation of the time-stamp itself.

Using a traditional PKI, in the lifetime of an electronic
document, the total number of digital signatures used for
verification is given as S = 2m(ni +n2+ 1), where n1 > 2 is
the number of certificates in the CC, na > 2 the number of
certificates in the chain used to verify the time-stamp T'S,
and m > 1 is the number of times that the signature of the
document is verified. According to this equation, using the
conventional method, the complete validation of one signa-



ture demands the checking of the document signature and
all the respective certificates and CRLs of the certification
chain each time the document needs to be verified.

6.2 Complexity in the optimized scheme

The total number of digital signatures that should be per-
formed to verify an electronic document - in an OPKI con-
text - is given by S = 4m where m is the same as stated
in Section 6.1. This takes into account that four signature
verifications are necessary: the document signature; the OC
signature; the OCCA’s certificate signature and the Root
CA certificate signature.

However, considering the OCCA’s certificate publication
and confidence in the Root CA, it may also not be neces-
sary to verify the Root CA certificate. This means that
less computational power is required. In this way, the to-
tal number of digital signatures needed for verification is
reduced to S = 3m, which is significantly lower than the
classical scheme.

The amount of memory used for storage of the data struc-
ture of a electronic document’s digital signature in a classical
PKI is given by E = 2(n1 + n2). In comparison, an OPKI
requires only 4, which means a reduction of at least 50%.

7. CONSIDERATIONS

The signer must validate his digital certificate when he is-
sues the signatures of electronic documents. And, the recipi-
ents must validate the signatures each time they need to ver-
ify the documents’ authenticity. These tasks require many
cryptographic signature validations. A reasonable strategy
to avoid an overload on the recipients’ computers would be
to delegate those computations to an external service.

The delegation of the digital certificates validation to a
third party entity is not a new idea. Peifang Zheng [22] calls
this entity a verifier. The protocol Online Certificate Status
Protocol (OCSP) [10] is considered a verifier. OCSP is an In-
ternet protocol used for obtaining the revocation status of a
digital certificate. It was created as an alternative to certifi-
cate revocation lists (CRL), specifically addressing certain
problems associated with using CRLs. However, this proto-
col cannot be used as evidence that a certificate was valid in
the past without additional services like time-stamping. The
verifier could be used either by the signer or by the recip-
ients to improve the speediness of certificate and signature
validation. Although this strategy may appear attractive,
external queries are needed as a means to consult verifiers,
whose responses require signature validation to guarantee
authenticity and integrity.

The OCCA is similar to the conventional verifier and
the OC is compared to the conventional verifier’s response.
However, the OC can work as an evidence that a document’s
signature and the respective signer’s certificate were vali-
dated in the past without a time-stamp. This is because the
time and the accuracy of that validation have already been
attested by the OCCA at the time it signes the OC. Also,
the OC’s signature is easier to verify than the conventional
verifier response’s due to the OC’s short certification path
and fast revocation scheme.

The fact that the OC is valid for only one k instant gives
the OC the same positive features described by Rivest [17],
where a certificate has low probability of revocation soon
after its emission. Moreover, the method does not present
the problems of short-term certificates [23, 24, 25] as a gen-

eration of new cryptographic keys and certificates each time
that the subscriber needs to renew its certificate.

A positive point of the OPKI approach is that even having
the OCCA’s private key at any k instant, an attacker can
only issue false OCs until k£ ends since he can not forge a
fake proof of OCCA’s certificate validity in k& 4+ 1. Therefore,
to compromise the OPKI an attacker needs to compromise
both the OCCA’s private key and the source of Novomodo
proofs: the Crypto Time or the Root CA.

In the case of any fraud that should occur, the attacker
may use a compromised Root CA’s private key to create a
false OCCA. However this problem is easily countered by
publication of the hash of the true OCCA certificate in a
public directory.

Users should register the trusted OCCAs by taking hashes
from the public directory and saving them into their com-
puters before beginning to use the OCCAs.

Besides the OC optimizes signed document’s verification,
it also improves signature format that has been discussed in
Section 2. The proposed approach requires a short certifica-
tion path for an OC as well as dismisses CRLs. Moreover,
the OC replaces time-stamps, which also requires verifica-
tion data like the Time-Stamp Authority’s certification path
and related CRLs.

8. CONCLUSION

This paper has described the Optimized PKI in which
signed documents can take advantage of the Optimized Cer-
tificate: a new kind of X509 certificate that improves both
the signature’s format and validation. These improvements
are achieved because OCs are based on short-term certifi-

cates, short certification paths and efficient revocation schemes,

therefore signed documents are easily verified and require a
lightweight validation data. Thus, OPKI is an attractive so-
lution to domains where signed contents could not be used
due to resources restrictions.

The next step in this work is to design a revocation solu-
tion in which the revocation status of Root CA and OCCAs
can be attested without external query. Once this scheme
is designed, the OC will embedded revocation status of its
certification path and then signed document will be self-
verifiable. Furthermore, OCCA and OC based applications
will be implemented for the sake of evaluating OPKI in prac-
tice.
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