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Abstract. In this paper, we study security for a certain class of permutation-based compression
functions. Denoted 1p231 in [12], they are 2n-bit to n-bit compression functions using three calls
to a single n-bit random permutation. We prove that |p231 is asymptotically preimage resistant
up to (2%"/n) queries, adaptive preimage resistant up to (2%/n) queries/commitments, and
collision resistant up to (2% /n'*€) queries for ¢ > 0.

1 Introduction

A cryptographic hash function takes a message of arbitrary length, and returns a bit string of
fixed length. The most common way of hashing variable length messages is to iterate a fixed-
size compression function according to the Merkle-Damgard paradigm. The underlying com-
pression function can either be constructed from scratch, or be built upon off-the-shelf cryp-
tographic primitives. For example, the Whirlpool hash function, adopted as ISO/IEC 10118-3
standard, is based on the Miyaguchi-Preneel construction using a modified version of AES [1].
Compression functions based on blockciphers have been widely studied [4,6,7,9,10,16,17].
Recently, researchers has begun to pay attention to building compression functions from fixed
key blockciphers, where just a small number of constants are used as keys [2,3,11,12, 14,
15]. Since each key of a blockcipher defines an independent random permutation in the ideal
cipher model, such compression functions are often called permutation-based. Permutation-
based compression functions have an obvious advantage over conventional blockcipher-based
ones, since fixing the keys allows to save computational overload for key scheduling.

In earlier work, Black, Cochran and Shrimpton showed that any “highly-efficient” com-
pression function using exactly one permutation call for each message block allows a query-
efficient collision-finding attack [3]. Rogaway and Shrimpton extended this result to a wide
class of compression functions that map mn bits to rn bits using k calls to n-bit permuta-

tions [13]. Such compression functions, denoted m k, r, allow collision-finding attacks with
about 2n1=(m=051)/k) (yeries, and preimage finding attacks with about 2*(1=(m=")/k) queries.

In [12], the authors focused on the security of a special class of permutation-based com-
pression functions, where the input to each permutation is given by a linear combination of
the inputs to the compression function and the outputs of the previously called permutations.
Such compression functions are called linearly-dependent permutation-based, and denoted by
LPmkr if the compression function is based on independent random permutations, and by
Ipmkr if the compression function is based on a single random permutation. Taking into ac-
count the attacks presented in [13], they investigated the security of LP231, LP241, LP352,
LP362 and their “Ip variants”. From a practical point of view, it is obvious that Ip compression
functions are more efficient compared to LP ones since an Ip compression function uses its
basing blockcipher with only one fixed key. However, [12] gives a concrete analysis only for



LP231. The analysis of the other compression functions rest on computer-aided approxima-
tion. Especially, the authors say that analyzing 1p231 by hand would require about 30 times
as much paper as LP231.

In this paper, we give a concrete analysis for the security of Ip231 in terms of preimage resis-
tance, adaptive prelmage resistance and collision resistance. Spemﬁcally, we prove preimage re-
sistance up to (2 i /n) queries, adaptwe preimage resistance up to (22 /n) queries/commitments,
and collision resistance up to (22 /n'*€) queries for € > 0. Our analysis is not only simpler
than the authors of [12] estimated, but also elegant based on a recursive approach.

The notion of adaptive preimage resistance is first introduced in [8]. A compression func-
tion that is collision resistant and adaptive preimage resistant can be composed with a public
random function to yield a hash function that is indifferentiable from a random oracle. In
addition, the Merkle-Damgard transform preserves adaptive preimage resistance as long as
the underlying compression function is collision resistant. For this reason, we believe that
adaptive preimage resistance would be one of the desirable properties of a secure compression
function. We note that a similar security notion, called preimage awareness, was indepen-
dently introduced in [5]. Since any compression function that is both collision resistant and
adaptive preimage resistant is preimage aware, our result can be regarded as the proof of
preimage awareness for 1p231.

2 Preliminaries

General Notations For a positive integer n, let I,, = {0,1}" and [1,n] = {1,2,...,n}.
We write II,, for the set of permutations on I,,. We let Fon denote a finite field of order 2".
Throughout our work, we will identify Fa» and I,,, assuming a fixed mapping between the
two sets.

For positive integers s and t, we let MFXt denote the set of all s x ¢ matrices over Fan.
Given s x t matrices A and B, [A, B| denotes the s x 2¢ matrix obtained by the concatenation
of A and B. The concatenation is similarly denoted for more than two matrices. For a nonzero
matrix A € M2X1 A* denotes a nonzero matrix in M1X2 such that A*A = 0. Such a matrix
is unique up to scalar multiplication. Note that [A, B] 1s 1nvert1b1e if and only if A*B # 0 for
A, Be ML

For a set U, U denotes the complement of U. We write u £ U to denote uniform random
sampling from the set U and assignment to u. For a miltiset U, mult(U, u) is the multiplicity
of win U, and mult(U) = max,cy mult(U, u).

Linearly-dependent Permutation-based Compression Functions For positive integers
m, k and r with m > r, let Mp,, (m,k,r) be a set of (k+r) x (m + k) matrices A = (a;;)
over Fon such that

a;; =0for 1 <¢<kandj>m+i.

Then each matrix A € M, (m, k,r) defines a compression function Ip7t,. with oracle access
to a random permutation w € II, as follows.

A

(01, 0m) — (w1, .. W),



where (wy, ..., w,) is computed by the algorithm described in Figure 1(a). A function Ip2,
is called linearly-dependent single-permutation-based, and often simply denoted as lpmkr or
Ip?. A compression function Ipay, for A € Mr,,. (2,3, 1) is separately described in Figure 1(b).

Algorithm Ip2, (v1,...,vm) Algorithm Ipsy, (v1,v2)

for i — 1 to k do _ 1 < @111 + Q1202

Ty = 3T @ijv + 35T @imt )Y y1 — m(1)

yi «— m(xi) T2 < G21V1 + G20V2 + A23Y1
for i — 1 to r do Y2 — m(x2)

w; — Z;nzl Akti)j V5 + Zle Aleti) (mt5) Y T3 < 3101 + a32V2 + a33y1 + asay2
return (w wr) ys — m(xs)

Lo W W — a41V1 + @422 + a43y1 + aa4y2 + aa5y3
return w
(a) Ip2,,. for A € Mz, (m,k,7) (b) Ipgs, for A € Mg, (2,3,1)

Fig. 1. Compression function Ip2,

Collision Resistance and Preimage Resistance For simplicity of notations, we will define
security notions including collision resistance, preimage resistance and adaptive preimage
resistance for linearly-dependent single-permutation-based compression functions. However,
we note that these security notions can be extended in an obvious way to any hash function
based on public ideal primitives.

Let Ip2 1. be a compression function for A € Mp,, (m, k,r). Given an information-theoretic
adversary A with oracle access to m and 7!, we execute the experiment Expfj’” described
in Figure 2(a) in order to quantify the collision resistance of Ipﬁlkr. The experiment records
the query-response pairs that the adversary A obtains into a query history Q. A pair (z,y)
is in the query history if A makes m(z) and gets back y, or it makes 7~ 1(y) and gets back .
Given a query history Q, then Map|pA(Q) C I" x I is defined to be the set of pairs (v, w)
such that there exist evaluations (z;,y;) € Q satisfying the following equations.

m i—1
j=1 j=1
m k
w; = Z Q(k+i); V5 + Z Q(k+4) (m+5) Y5> 1=1,...,7, (2)
j=1 g=1
where we write v = (v1,...,vp) and w = (w1, ..., wy). Informally, Map, 4 (Q) is the set of the

evaluations of |mekr that are determined by the query history Q. Now the collision-finding
advantage of A is defined to be

The probability is taken over the random permutation 7, and A’s coins (if any). For ¢ > 0,

we define Advlc;,!;' (¢) as the maximum of Advlcg’,'qI (A) over all adversaries A making at most ¢

queries.



The preimage resistance of Ipﬁbkr is quantified similarly using the experiment Expi{e de-
scribed in Figure 2(b). The adversary A takes as input a random w € I before it begins
making queries to 7+, The preimage-finding advantage of A is defined to be

Advlpprf‘ (A) = Pr [Exp®® =1]. (4)
For ¢ > 0, Advlpprf,(q) is the maximum of Advlpgf, (A) over all adversaries A making at most
q queries.
Experiment Expr” Experiment Exp®°
T i I, s ﬁ 11,
rtl $
A updates Q w < I7
if 3v# v, ws.t. (v,w), (v, w) € Map,4(Q) then Aﬂil(w) updates Q
output 1 if 3 v s.t. (v,w) € Map,4(Q) then
else output 1
output 0 else
output 0
(a) Quantification of collision resistance (b) Quantification of preimage resistance

Fig. 2. Experiments for quantification of collision resistance and preimage resistance

Adaptive Preimage Resistance In this section, we define a notion of adaptive preimage

resistance. Given a compression function IpZ, ~for A € Mp,, (m,k,r) and an information-

theoretic adversary A with oracle access to %!, the adaptive preimage resistance of Ipﬁkr
a—pre

is quantified by the experiment Exp’ described in Figure 3. At any point during the
experiment, the adversary A can choose a “commitment” point w € IfL\RangemA(Q), where

Range 4 (Q) = {w € I, : (v,w) € Map,;a(Q) for some v € I;”} .

Then the experiment Expi‘_pre records the element w into a commitment list £ C I],. At the
end of the experiment, A would like to succeed in finding a preimage of some element in the
commitment list. Now the adaptive preimage-finding advantage of A is defined to be

Adv2P(A) = Pr [Exp} ™ = 1} _ (5)

a—pre

For g1, q2 > 0, we define AdV|pA (g1, g2) as the maximum of Adv

a—pre
IpA
A that makes at most ¢; queries to 7 and 7~ and makes at most ¢ commitments.

(A) over all adversaries

3 Auxiliary Events

In order to analyze the security of 1p231, we need to define some auxiliary events. Suppose
that an adversary A makes ¢ adaptive queries to a random permutation 7 and its inverse



a—pre

Experiment Exp’,

T L1 11,
A™ updates Q and L (in an arbitrarily interleaved order)
if 3 v such that (v, w) € Map,,4(Q) for some w € L then
output 1
else
output 0

Fig. 3. Experiment for quantification of adaptive preimage resistance

71, and records a query history Q = {(27,9/) € I2 : 1 < j < ¢}, where (27,17) denotes the
query-response pair obtained by the j-th query. Then we define the following multisets.

t
Ut (a17b17"‘7at7bt) = {Z (alle +bzyjl) : (jla‘- . 7jt) € [17q]t}7 (6)
i=1

t t
UL (a1,b1, ... a;,b;) = U' (a1, b1, ..., ag, b) \U* (Zai,ZbZ) : (7)
=1 =1

t

Vt (Al,Bl,...,At,Bt) = {Z (AZ.CCJZ —|—Biyji) : (jl,.. . ,jt) S [1,q]t}, (8)

i=1

where t > 0 and, a;, b; € Fon and A;, B; € M]%:nl for i € [1,t]. For a positive integer [, these
multisets are associated with the following events.

Ea1,b1,...,az, b 1) & Asets mult(U(ay, by, ..., a¢ b)) > 1, (9)
Si(al,bl, coya b l) & A sets muIt(U;(al,bl, ceya b)) > (10)
FU Ay, By, ..., Ay, B l) & Asets mult(VH(Ay, By, ..., Ay, By)) > 1. (11)

We often write (1) = £ (a1, b1, ..., as b l), S;(l) = 5;(611, bi,...,as,b;l) and Fi(l) =
FY(Ay, By,. .., Ay, By;l). The rest of this section is devoted to the estimation of the probability
of auxiliary events needed for the analysis of 1p231. First, we prove recursive formulas for the
probability of the auxiliary events £¢, 5; and F°.

Theorem 1. Suppose that an adversary A makes q (< 2"°1) adaptive queries to a ran-
dom permutation T and its inverse w1, and records a query history Q. For t > 1, let
(loyl1,y ..., li—1,1) be a sequence of positive integers with ly = 1, and let A = Zi;%) (i)ls.

Let a; and b;, i € [1,t], be elements in Fon that satisfy the following conditions for every
nonempty subset I = {i1,...,is} & [1,t].

Al. > igra;i #0 and 320 bi # 0.

A2. Pr [58 (ail,bz-l,...,ais,bis;ls)] < Ps (ls)

Then,
I+1
q ot gt—1 [7_1} t—1
Pr (€ (a1, b, ap, b 1y)] < 2H<Pt+ﬂ> ( i > +Z< >p8(ls) (12)
A-1 s=1



If ZE:I a; #0 and Zf;f:l bi # 0, then

l4+1

Pr & (a1,b1, ... a, by le)] < 2”({&31}) (2;Zt__11> = + t_i (Z) ps(ls).  (13)

s=

Proof. Here we give a proof for inequality (13). Inequality (12) can be proved similarly. For
c € Fon and j € [1, q|, we define events

t

E'c,j) & A sets Z (aixji + bz-yj") = ¢, where j € {j1,...,7:} C[1,7], (14)
i=1

Elc;ly) & A sets mult(U', ¢) > Iy, (15)

where we simply write U = Ut(ay,by,...,ab;). Note that £(c,j) occurs when the j-th
query increases the multiplicity of ¢ in U? at least by one. In order to estimate Pr [St(lt)],
we decompose E¢(1;) as follows.

U &) c | (Esl) néea) U, (16)

c€Fon c€Fon
where
Eop = U g, and &, = U E% iy, biys oy a5, b ). (17)
1<s<t—1 {i1,isYC[L,]

From condition A2, it follows that

Pr e < g ({)p-00. (13)

We now analyze the event £(¢; ;) NE&., for a fixed é € Fan. Since each query increases the
multiplicity mult(U?, ¢) at most by

A- z_% (t) L, (19)

without the occurrence of &, the number of queries that increase mult(U?, &) should be at

least l .
et
U )

Therefore, we obtain

E@lntac |J | (E@)NE) |- (21)
|JC|[Lq] jedJ
J|=d

In order to compute Pr [ﬂjEj (€t(é J) 0575,3)} for a fixed J = {71,---,Ja} C [1,q], suppose

that A makes the j-th query 7 (&) for j € J. Then we upper-bound the number of y = m(Z)
that contributes the equation

t
Z (a;z?i + biy’t) = ¢, (22)
1=1



with 7 € {j1,...,7¢:} C[1,]]. Consider the case where the j-th query-response pair contributes
t — s terms in equation (22) for s € [0,¢ — 1]. Taking into account symmetry, assume that
ji = jfor i € [s 4+ 1,t]. Then the equation (22) is reduced to

S
D (aiad + biy?) + @k + by = ¢, (23)
i=1
where a = ZEZS—FI a; #0and b = Z§=s+1 b; # 0 by condition A1l. The number of y satisfying
(23) is at most ¢°. With an analogous argument for 7~!, we conclude that

/ d
Pr|() (e nEa)| < (2nA1> , (24)

jeJ
where
N-y () < (Z (t)) g1 =2 (25)
s=0 \ s=0 \7
Now the proof is complete from (16), (18), (21), (24) and (25). O

Theorem 2. Suppose that an adversary A makes q (< 2"~1) adaptive queries to a random
permutation © and its inverse 71, and records a query history Q. Fort > 1, let (ly,...,l;)
and (I, ..., l;_,) be sequences of positive integers with lo = I = 1. Let A; and B;, i € [1,1],
be matrices in M%an that satisfy the following conditions for every nonempty subset I =

(i1, iy G114,
Bl. A; = ZiﬂAi #0 and By = Zi¢[ B; #0.
B2. Pr[F® (A, Bi,,..., Ai,, Bi.;1s)] < P (l).
B3. Pr [&% (A5 A, A}B;,,..., AT A;, , A;B;; 1) < ps (1L).
B4. Pr [ (BiA;,,BiBi,,...,BjA;,,BiBi;1.)] < ps (IL).
IfFSE A #0 and Yo B; #£ 0, then

q yaY W%ﬂ =
petrn o <2 ) ()58 () e,
A s=1
(26)
where
t—1 + t—1 "
A= <S>z5 and A’:Z(S)z;. (27)
s=0 s=0

Proof. The proof is essentially the same as Theorem 1. For C € M]%;l and j € [1,q], we
define events

t

FUC,j) & Asets S (A + Biy) = C, where j € {j1,...ji} € [1L7],  (28)
i=1

FHC; 1) < A sets mult(VE,C) > 1y, (29)



where we simply write V! = V¢(Ay, By,..., Ay, By). The event F*(C, j) occurs when the j-th
query increases the multiplicity of C' in V! at least by one. In order to estimate Pr [}' t(lt)],
we decompose Ft(l;) as follows.

Fiiy= | F@wc | (FUCW) N TFep) UFua, (30)
ceMyx CeMzx
where
few = U fgx U U gesx ; (31)
1<s<t—1 1<s<t—1
}—esarz U F* (AZUBM?'"aAisaBis;l8)7 (32)
{1,585 YC[1,1]
£ = U & (A7 A4, AjByy, ..., AjA;  A3B; ;1))
T={i1,.yis }C[1,t]
U U & (Bj Ay, B{Bi,...,Bj A, B;B;,; 1) . (33)

I={i1,...;is }C[1,4]

From conditions B2, B3 and B4, it follows that

Pr (£, <z() )+ 24(0s)). (34)

We now analyze the event F(C'; ;)N Fe, for a fixed C' € ./\/lf,;l. Since each query increases
the multiplicity mult(V*,C) at most by

A= 2 @ L, (35)

without the occurrence of Ut ! F5_, the number of queries that increase mult(V?, C’) should

ex’

be at least _—
+
d= |~ :
{ A —‘ (36)
Therefore, we obtain
FHC1) N N (FCnnFa) . (37)
JC[l,q JjeJ
|J|=d

In order to compute Pr [ﬂ c ( ﬂ for a fixed J = {7,734} C[1,q], suppose

that A makes the j-th query 7 (&) for j Then we upper-bound the number of y = 7(%)
that contributes the equation

(Aiz¥ + Biy’') = C, (38)
1

t
1=



with 7 € {j1,...,7¢:} C[1,]]. Consider the case where the j-th query-response pair contributes
t — s terms in equation (38) for s € [0,¢ — 1]. Taking into account symmetry, we can assume
that j; = j for ¢ € [s+ 1,¢]. Then the equation (38) is reduced to
i . .
> (Ain?' + Biy’') + Az + By = C, (39)
i=1

where A = ZE:SH A; #0and B = E§:8+1 B; # 0 by condition B1. By multiplying B*
on both sides of (39), we observe that each y satisfying (39) is associated with a solution
(J1,---,7s) € [1,7 — 1]® to the following equation.

S

Z (B*Aa¥' + B*Byy’') = B*C + B* Ai. (40)
i=1
The number of solutions (j1,...,Js) to (40) is at most I, without the occurrence of £5,. With

1

an analogous argument for 7~", we conclude that

t (A T AN
pr | (FChnFa) | < (50) (41)
jeJ
where
=1,
A=) <s> . (42)
s=0
Now the proof is complete from (30), (34), (37) and (41). O

Corollary 1. Suppose that an adversary A makes q (< 2"~1) adaptive queries to a random
permutation © and its inverse 7Y, and records a query history Q. Let a; and b;, 1 <1 < 3,
be nonzero elements in Fon, and let

B on q 2 l1+1

fi=fillh) =2 <l1 n 1) <2n> ; (43)
q 8¢q (%W

fo = fa(ln,1 :2”< )(n) : 44

2 2(l1,12) UZTJ 5 (44)

2\ [T |

o = o, oIy :2"<[ o l) () , (15)

3l1+3l>+1

for positive integers 1, lo and l3. Then the following hold.
1. Pr [Sl(al,bl;ll)] < fl(ll)

2. Pr [572&(@17171,@2752;52)} < fa+2f1.
3. If a1 + a3 # 0 and by + bs # 0, then

Pr [£%(ay, b1, as,b2;12)] < f2+2f1.



4. Ifay+as#0,a3+a3#0, a3 +ay #Z0, by +by #0, bs + b3 # 0 and bg + by # 0, then
Pr (€3 (a1, b1, a2,ba,a3,b3;l3)] < f3+3fo+9f1.

Proof. Here we only give a proof for the first inequality. The other inequalities can be proved
by recursive application of Theorem 1.

Fix ¢ € Fan. When A makes the j-th query (), the probability that az+bm(Z) = ¢, which
is equivalent to 7(2) = b~! (¢ + a#), is not greater than 1/ (2" — (j — 1)). Similarly, when A
makes the j-th query m—!(j), the probability that ar=1(§) + bj = ¢ is not greater than
1/(2" — (j — 1)). The event £ (a1, by;l1) occurs when there exists a set {j1,...,7511} C [1,q]
such that

a1$j1 + blyjl S al$jl+1 + blyjl“ =c,

for some ¢ € Fon. Since 1/(2" — (j — 1)) < 1/(2" — q) < 2/2", it follows that

1 q 2\
. < 9n .
Pr [5 (al,bl,ll)] _2 (ll—|—1> (2n>

Definition 1. Fort > 0, a matric M = [Ay,B1,..., A, By] € Mf,;?t 1s called column-sum
independent if M satisfies the following conditions.

1. [Zieh Ais Y ier, A, [Eieh Aisd el B;| and [Eieh BiyY e, B;| are invertible for ev-
ery pair (I1,I3) of nonempty subsets of [1,t] such that I; N Is = 0.
2. [A;, Bi] are invertible fori=1,...,t.

O

Definition 1 is needed for compact statement of the following corollary. We point out some
useful properties of column-sum independent matrices.

— If[A4, By, ..., Ay, By] is column-sum independent, then [A;,, By, , ..., 4;,, B;,] is also column-
sum independent for every subset {i1,...,is} C [1,¢].

— If [A1, By, ..., Ay, By] is column-sum independent, then ) .., A; # 0 and ), ; B; # 0 for
every nonempty subset I C [1,1].

— Column-sum independence of M stipulates nonsigularity of (2 3 —4. 2t 4t + 2) matri-
ces determined by M.

Corollary 2. Suppose that an adversary A makes q (< 2"~1) adaptive queries to a random
permutation m and its inverse 1, and records a query history Q. Let [A1, By, Aa, Ba, A3, Bs]
be a column-sum independent matriz in M2<%, and let

Fon 2
flzfl(lll)a f2:f2( ,1¢l/2)7 f3:f3( llaléalé)7 (46)
lo+1
, N 4 + 2\ %7
g2 = 92(l1712) =2 o1 on ) (47)
=
) {4 61, + 61 + 2\ | 551
03 = a1t ) =2 (1 ) (ST S ERY I (19)
’7312+4—‘

for positive integers I}, 15, 15, lo and l3. Then the following hold.



1. Pr [F'(Ay, Bi;1)] =0.

2. Pr[F2(Ay, By, Ag, By 1o)] < g2 + 41

3. If [A1 + Ay, By, [A1 + Ag, Bs], [B1 + Ba, A1] and [By + Ba, As| are invertible, then
Pr [F%(A1, B, A, Bo;1)] < W

4. Pr [fs(Al,Bl7A27B2,A3,B3; lg)] < g3+ 3g2 + 6f2 + 30f1

+6f2 + 12f1.

Proof. The proof of the first equality is straightforward. Due to the first equality, we can
always set [; = 1 in recursive application of Theorem 2. Here we only give a proof for the
third inequality, since the proof of the other inequalities is straightforward.

First, we define the following events.

F2.() & Asets Ajx?t 4 Bya?t + Aga?? + Boa?? = A1x% 4 Bya?® + Aga’t + Boxt
where j3 < j1 < J, ja < jo < J, and j € {j1,j2}, (49)
and
Eeo = &% ((B1 + Ba)* Ay, (By + B2)* By, (B1 + Ba)* Ay, (B1 + Bs)* B lh)
U 535 (A1 + Ag)"Aq, (A1 + A2)* By, (A1 + Ag)" Ag, (A1 + A2)*Ba; 1)
U EZ (B} Az, Bf By, Bi Ay, Bi By; ly) U EZ (A Ay, A} Ba, A1 A, A} B ly)
UEZ (Bs A1, B3 By, B5 A1, B3 By ly) UES (A5 A, A3By, A5 A1, AsByily) . (50)

Then, it follows that

‘7:2(141731>A27B25 1) C U fczoll(j) C U (fgoll(j) ﬂTm) Ugerv (51)
1<5<q 1<j<q
and
Pr [5622] <6 (f2 + 2f1) s (52)

by Corollary 1.
We now estimate the probability Pr [.7-' 2 ()N Q . Suppose that A makes the j-th query

coll
7(Z), and consider the following three cases where y = 7(Z) contributes the equation

A1zt + Bya?t + Asx?? + Box?? = Ay27® + Bya?? + Asxdt + Boxdt. (53)
Case 1: j1 = jo = j. The equality (53) is reduced to
(A1 + A2)@ + (B1 + Ba)y = A12% + B1y’® + Asa?* + Boy’*. (54)
Any response y satisfying (54) corresponds to a pair (js,j4) € [1,j — 1]? such that

(By + B2)*A127% 4 (By + Ba)*B1y’® + (By + Ba)*Aga?* + (By + Bz)* Bay’*
The number of such pairs is at most I; without the occurrence of &.. Note that if jz = ja,

then (55) is reduced to (By + Bg)*(Aj + Ag)a?% = (By + Bs)*(Aj + A2)#, which contradicts
to the condition 273 # &.



Case 2: j1 = j and jo # j. The equality (53) is reduced to
Az + Bly = AQ[BjQ + Bgyj2 + Al.%'j3 + Blyj3 + A2$j4 + B2yj4. (56)
Any response y satisfying (56) corresponds to a triple (ja, j3,j1) € [1,5 — 1]® such that
Bf Ay2%3 + (B Ayx?? + B} Boy’? + B} Aga’* + B} Boy’*) = Bj Aj4. (57)
For each js € [1,5 — 1], the number of pairs (j2,74) € [1,j — 1]? satisfying (57) is at most I}
without the occurrence of &.,. Therefore the number of the triples satisfying (56) is at most
ql}, without the occurrence of &;.

Case 8: jo = j and j1 # j. The analysis of this case is essentially the same as Case 2.

To summarize, we conclude that

N (2¢+ 1)1
Pr [fgoll(]) N gea:} < Tlg (58)

The proof is complete from (51), (52) and (58). O
4 Concrete Security Bounds for 1p231
For A € My, (2,3,1), the system of equations (2) is rewritten as follows.

T1 = a11v1 + a1202

T = G2101 + A2202 + a23Y1

T3 = a31v1 + 3202 + a33y1 + az4y2

W = a41v1 + 42v2 + a43y1 + a44y2 + a45Y3. (59)

If we regard every variable in the system of equations (59) as constant except v, ve, 3 and
y3, then we obtain the following system of equations in the four variables.

a1 a12 00 U1 I

as aze 0 0 v2| _ x2 + a3yi (60)
azrazz 1 0 | |x3 azsyr +azyz |

asy as2 0 ags| (Y3 a43y1 + a44Yy2 + W

If aj1a90 + aj2a21 # 0 and aygs # 0, then we can solve the system of equations (60) to obtain
an equation of the following form.

Arz1 + Biyr + Aswa + Baya + Azzs + Bays = Cw, (61)
where A;, B; and C are matrices in Mle;l. We write M(A) = [A1, By, Ag, By, A3, B3] and
C(A) = C, since these matrices are determined by the matrix A. Note that B3 = AC for some
A € Fon. When (z;,v;), i = 1,2,3, and w satisfy the equation (61), we write

($1ay1;1’2,y2;1’3,y3) Fw. (62)



Assuming that M(A) is column-sum independent, we will use the following events in the
analysis of [p231.

Geal115) = | €' ((Aig1 + Aig2)" Ay, (Aig1 + Aiso)*Bis 1)
1<4i<3

U U €' ((Bin1 + Bis2)* A, (Bisa + Biva)"Bis 1)
1<:i<3

U U & (AfAz‘Jrl’AfBHl,AfAi+27AfBi+2§lé)

1<i<3

U |J &€ (B} Ait1, Bf Bit1, Bf Aita, Bf Biya;1h) (63)
1<i<3

where [} and [}, are positive integers and indices ¢ are interpreted up to modulo 3. Note that

Pr [Ge (11, 15)] < 6f2(13,15) + 18f1(11)

d I +1
q\ (8¢ q 2\
=627 - 18 - 2" =
6 (d <2”> s <Z’1+1> <2”)

244> d 6q Ij+1
<6-2" 18- 2" | -—— 4
=0 <d2n) 18 <(l’1+1)2n : (64)

_ | B+l
for d = {21,1“—‘.

4.1 Preimage Resistance

Theorem 3. Suppose that an adversary A makes a total of q(< 2"~ 1) queries to a random
permutation m and its inverse 71, and records a query history Q. Let A = (aij) be a matriz in
Mr,, (2,3,1) such that aj1a +aiza21 # 0 and ass # 0. If M(A) is column-sum independent,
then for positive integers I} and I},

q(3l) + 315+ 1)
on—1

AdvPs (A) < + 6211, 15) + 18 1(1h). (65)
Proof. For w € Fon and j € [1, q], we define events
P(waj) < A sets (mjl?yjl;xj2ayj2;$j37yj3) + w, where ] € {jlaj??j?)} - [17]] (66)

The events P(w, j) are identical with F3(Cw, j) as defined in (28). Since the occurrence of
P(w, j) means that the j-th query determines a preimage of w, it follows that

AdvPS(A) < max Pr | ] P(w,j)]. (67)
Ip wEFon -
1<j<q
For a fixed w € Fan, we have

Pr| |J P@g)| <Pr| J (P@.)NGullB))| +Pr[Gulb)].  (68)

1<j<q 1<j<q



Since the number of responses that determine a preimage of w is at most 31} + 315 + 1 for
each query without the occurrence of Ge,(1},1}), we obtain

q(317 + 315+ 1)

Pr| {J (P.)nGu(i )| < T205 (69)
1<j<q
The proof is complete from (64), (67), (68) and (69). O

Corollary 3. Let A = (a;;) be a matriz in Mg, (2,3,1) such that ar1a22 + aizaz1 # 0 and
ags # 0. If M(A) is column-sum independent, then

. T 2n
lim AdvP'S (2 5 /n) —0. (70)

Proof. Let ¢ = 22?71/71, I' =2and I, =5-25 — 1. Then it follows that
q(317 + 315+ 1)

tim ML iy 01, ) = him 1) = 0. (71)
The proof is complete from Theorem 3. O

4.2 Adaptive Preimage Resistance

Theorem 4. Suppose that an adversary A makes a total of q1(< 2"~1) queries to a random
permutation © and its inverse 71, and makes qga commitments. Let A = (aij) be a matriz in
Mg, (2,3,1) such that aj1a +aiza21 # 0 and ass # 0. If M(A) is column-sum independent,
then for positive integers I} and 1},

5 3 +3l5+1
AdV,ppA (A) < q192( 12n_1 5+ 1) +6£2(11,15) + 18f1(17). (72)

Proof. Let Q@ = {(27,47) € I? : 1 < j < 1} and L denote the query history and the
commitment list, respectively. Let £; denote the set of commitments made before the j-th
query. For w € Fan and j € [1, ¢1], we define events

D(j) & A sets (asjl,yjl;J:j2,yj2;a:j3,yj3) Fw,
where j € {j1,J2,73} C [1,j] and w € L;. (73)

Since the occurrence of D(j) means that the j-th query determines a preimage of an element
in L, it follows that

Advy F°(A) = Pr U pu)

1<i<a

<Pr| U (PG)NGalLB))| +Pr[Gulisiy)] . (74)

1<i<aqn

For a fixed j € [1, ¢1], we have

(31 + 3154+ 1)
2n—1 )

Pr[D() N G0, 1) <



with a similar argument as the analysis of preimage resistance. Therefore it follows that

= T TRETAY Q1231 + 315 + 1
Pe| U (PU)GaD)| < 209ttt (76)
1<j<q
The proof is complete from (64), (74) and (76). O

Corollary 4. Let A = (a;;) be a matriz in Mg,, (2,3,1) such that ai1a22 + aiza1 # 0 and
ags # 0. If M(A) is column-sum independent, then

lim Adv? " (2% /n, 2% /n> —0. (77)
n—oo
Proof. Let qi = qo =22 /n, I} =1 and I, = 3n — 1. Then it follows that

34+ 31 +1
tim DL EILEY o 5,11 = tim £1(03) = 0 (78)

n—0

The proof is complete from Theorem 4. O

4.3 Collision Resistance

Theorem 5. Suppose that an adversary A makes a total of q(< 2"1) queries to a ran-
dom permutation m and its inverse m—, and records a query history Q. Let A = (ai;) be
a matriz in Mr,,(2,3,1) such that ajiaz + aiza21 # 0 and ass # 0, and let M(A) =
[A1, B1, Aa, By, Az, B3] and C(A) = C satisfy the following conditions.

1. M(A) is column-sum independent.

2. [A1 + Ag, Bi], [A1 + Az, Bo), [A2 + As, Bol, [A2 + A3, B3], [As + A1, B3] and [As + Ay, Bi]

are invertible.

3. [B1 + By, Ai], [B1 + B2, A3, [B2 + B3, Az, [Ba + Bs, As], [Bz + B1, As] and [Bs + By, A{]

are invertible.

4. [f_l, Bl] , [f_l, BQ] , [/_1, Bg] , [/_1, By + Bg} , [A, By + Bg] and [/_1, Bs + Bl] are invertible,
where A = A; + As + As.

5. [B,Al], [B,Ag], [B,Ag], [B,Al —i—AQ], [B,Ag—i—Ag] and [B,A3+A1] are invertible,
where B = By + By + Bs.

6. [A1,C], [A2,C], [A3,C], [B1,C] and [Ba, C] are invertible.

7. The following 2 x 6 matrices are column-sum independent.
D' = [[A3,C) ' [A1, B1), [A3,C] ' A2, B, [A1, C) 7' [As, Bs]]]
D2 = [[A37 C]_l[Ala Bl]a [A37 C]_l [A27 32]7 [A2> C]_l [A37 B3H:| )
D3 = “A27 C]_I[Ala Bl]’ [A17 C]_I[A27 BQ]a [Ala C]_I[A37 B3Hj| )
D* = [[By, C]7'[A1, B1], [B1,C) A2, Bs], [B1, C] [ A3, Bs]]] .



Then for positive integers I, 15, l5, la and I3,

o oo (31 +31+ 1\ 3q(l4 + q) + 3¢ max(ql, 1)
Advigh () < 2t (L) BB i
12¢° + 6q) 14
i ( q q) 2

on +4g3 + 12g9 + 2f3 + 37f2 + 194 f1, (79)

where fi = fi(11), fa = fo(11,15), f3 = f3(11,15,15), g2 = g2(l},12) and g3 = g3(1],15,12,13).

Proof. For j € [1,q] and p', p? € I = I3\{0}, we define the following events.

C2(j: ", p?) A sets (a7t ;2?2 72 295, y75) 1w and (a1, 7t 2%,y 298 75 1w,
where w € Fan, (71,3, 53) # (71,73, 73) € [1,5]°, and
g; =jifand only if p; =1 fori =1,2,3 and s =1, 2. (80)

The occurrence of C2(j; p', p?) means that the single j-th query determines a collision for
Ip‘2431. Here, p' and p? specify the positions where the j-th query-response pair contributes
within the two-way collision. Let

¢c'= |J (Pwi)nPw,j)) and C*= [J Cjip' p%). (81)
1<51<52<q 1<5<q
weFaon pl,pQGIS_

Then it follows that

Adviil(A) =Pr[c'UC?] < Pr[C'] +Pr[c?]. (82)
Estimation of Pr [C!]. If events P are defined as (66), then

Pr [Cl] S Pr U (P(w,]1) N P(w,JQ) N ge:c<l/1a ZIQ)) + Pr [gea:( ,17 ZIQ)] . (83)

1<51<52<q
wEFon

With a similar argument as the analysis of preimage resistance, we obtain

. o —— 30+ 3l + 1) 2
Prpmwnmpmdam%am%ﬂs(le’), (84)
for fixed w € Fan and 1 < j; < J2 < gq. Therefore, we have
) ) —— n 31+ 3, +1\?
Pr U (P(wajl) N P(wa]2) N gex(l,17l/2)) é 2 q2 (12,1_?> . (85)

1<51<525¢
wEFon



Estimation of Pr [CQ] . Let
Cew = F2(Ay, By, A3, B3; 1) U F2 (A, By, A3, B3; 1) U F2 (Ay, By, As, By 1)
UEL (A*Ay, A" By, A* Ay, A* By, A* A3, A*Bs; 1)
UEL (B*Ay, B*B1, B* Ay, B*By, B* A3, B*Bs; 1)
u |J 72 (D';1s) UE? (B3 Ay, By By, B3 Ay, B3 Bys ly) . (86)

1<i<4

By Corollary 1 and 2, we obtain

4¢% +2q) 1

Pr(Ce;] <3 <( o +6f2+12f1> +2(fs +3f2+9f1)

+4(g3 + 392 +6f2+30f1) + (f2 + 2f1)
(12¢* + 6q) 1

=" n T 493 + 1292 + 2f3 + 31 f2 + 176 f1. (87)
Since
Pric’] < Y Pr[C(jip' p*) NCes) + PrCel, (8)
1<j<gq
plpPelf

we now focus on the estimation of Pr [C? (j; p', p?) N Ces| for each (pt, p?) € (I5)*.

Case 1: We estimate the probability Pr [62 (j; ot p2) N @ for p! and p? such that p' N p? #
(. Suppose that p! = p? = (1,0,0). If the event C%(j;(1,0,0),(1,0,0)) occurs, then it holds
that

A2 + Biy + Aga?t + Boy” + Aga’ + Bay’ = Cu, (89)
Ar27 + By + Aoz’ + Boy® + Asa®s + Byy’s = Cw, (90)
for some 33, 33, 73, 73 < j and w € Fan. The equations (89) and (90) imply that
Apx? + Boy’ + Asa% + Byy’h = Aga’t + Boy’t + Asa?t + Byy's, (91)
Therefore, it follows that
C?(j:(1,0,0),(1,0,0)) € F* (A2, By, A3, Bs; 1) C Cea, (92)

and hence,
Pr [C?(j;(1,0,0), (1,0,0)) N Cey| = 0. (93)
The same argument applies to any event C? (j; o, p2) such that p' N p? # 0.
Case 2: We estimate the probability Pr [CQ (j; o, ,02) N @ for p! and p? such that p'Np? =
0, wt(p') = 2 and wt(p?) = 1. (Here wt(p) denotes the number of 1’s in p.) Say p' = (1,1,0)
and p? = (0,0, 1). Suppose that A makes the j-th query 7(z). There are (2" — (j —1)) possible
responses for y = w(2). We now need to upper-bound the number of y = 7() satisfying
(A1 + Ag) & + (By + By) y + Asz’s + Bay’s = Cw, (94)
A2t 4+ Byy’t + Aoz’ + Boy® + Asé + Bsy = Cw, (95)



for some 33, 7%, 73 < j and w € Fan. Adding (94) and (95), we obtain
Ad + By + A1a®t + Bry®t + Asa®® + Boy® + Aza® + Bay® = 0, (96)
which implies the following equation.
B*Ay2% + B*Biy’t + B* Ayx® + B*Boy® + B* Asa? + B*Bay’s = B*4i.  (97)

The number of solutions (53,72, 73) to (97) is at most I} + ¢ without the occurrence of Cey.
(The number of solutions (33,72, 73) to (97) such that 3} = 2 = 53 is at most ¢.) With the
same argument for events C? (j; (0,1,1),(1,0,0)) and C? (5; (1,0, 1), (0,1,0)), we have

li /
< Bte _bLra
(1) 2

Pr [C* (j;p', ") NC (98)

Case 3: We estimate the probability Pr [C2 (j; Pl ,02) N m for p' and p? such that p'Np? = 0
and wt(p') = wt(p?) = 1. Say p' = (1,0,0) and p? = (0,1,0). Suppose that A makes the
j-th query mw(z). There are (2" — (j — 1)) possible responses for y = 7(&). We now need to
upper-bound the number of y = 7w (Z) satisfying

A2+ By + AQQZJ% + Bzyj% + Angili + Bgyjé = Cw, (99)
Ayz7 + Byt + Aoi + Boy + Asa® + By = Cuw, (100)

for some 73, 73, 72, 73 < j and w € Fan. Removing variables y and w from this system of
equations, we obtain the following equation.

[B1,C) ' Aga? + By, C) ' Boy’2 + By, C] " Az’ + [By, O] ' Bay”
+ By, C) " Ay’ + [By, C) ' Byy’t + ([3270]711439!7]g + [Ba, C]le3yﬁ>
= Gfﬁ,(ﬂilAi-+[£b,6ﬂ71A2>£. (101)

For each 33, the number of solutions (3,73, 7%) to (101) is at most I3 without the occurrence
of F3 (D4; lg). Therefore, the number of solutions (73, 73, 73, 73) to (101) is at most gl3.

One special case is when p! or p? is (0,0,1) and A makes a forward query y = 7(%). Say
p! = (0,0,1). Then the response y = 7(%) should satisfy

Aya?t 4 Byt + Aga?? + Byy’t + Asi + Bsy = Cu, (102)

for some 31, 53 and w € Fan. By multiplying Bj on both sides of (102), we observe that each
y satisfying (102) is associated with a solution (51, 3) to the following equation.

BiAya?t + BiByy't + BjAgxs + B Byy’s = BjAsi. (103)

Here we note that B;C = 0. The number of solutions (31, 73) to (103) is at most I} without
the occurrence of €2 (B} Ay, BBy, B} Aa, B} Ba; ly). Therefore, we have

max(qls, 1)
2n71

max(qls, 1)

2 (.. 1 2
Pr [C* (j;p', p*) NCes] < 1)

< (104)



To summarize the analysis for the three cases, we conclude that

3q(l5 + q) + 3qmax(qls, l5)

Y Pr[C(j;p',p*)NCe) < = . (105)
1<5<q
plpPely
Now the proof is complete from (64), (82), (83), (85), (87), (88) and (105). O

Corollary 5. Let A = (a;;) be a matriz in Mr,, (2,3,1) such that ai1a + a12a21 # 0 and
ags # 0. If M(A) satisfies the conditions described in Theorem 5, then

Tim Adv) (2% /n1+f) =0, (106)
for e > 0.

Proof. Let ¢ = 22 /n'*e, (I},15,15) = (1,3n — 1,(9 + 1/n)2"?) and (ls,l3) = (11,147). Then
it is easy to check that

n—0 on—1 n—0 on—1

2
lim <2nq2 (31'1+3V2+1> ) i 3905 + ) + 3qmax(qls, 1)

. (12¢ + 6q) 1} _
n—0 2n

0. (107)
Since

lim Ay = Lim f( 11g) = lim f5( 115, 05) = iii%fh(l,blz) = iig})g:z(llpllgab,ls) =0, (108)
Theorem 5 completes the proof. O

Ezample 1. Let n = 128 and let Foizs = F[¢]/(¢1® + (7 + (% + ¢ + 1) be a finite field of order
2" where f(¢) = (28 + (7 + ¢? + ( + 1 is an irreducible polynomial over Fs. For simplicity
of computation, assume that asg = 0, ag5 = 1, and

aipaiz| _ (10
asi az| 01"

_ |as1azzazzaz 10 |0
M) = [resemen (0L o= [j].

Then we have

If we set a3] = a44 = C, a33 = a4 = C3, azo2 — 43 = CZ + C, and az4 — a41 = 1, then

1 0 0 00
0 1 0 00
CCP+¢ ¢ 10
1 ¢ 2+¢cl

A=

and the corresponding matrices M (A) and C(A) satisfy all the conditions described in The-
orem 5.
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