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Abstract: A blind signature scheme is a cryptographic protocol for
obtaining a signature from a signer such that the signer’s view of the
protocol cannot be linked to the resulting message signature pair. In this
paper we have proposed two blind signature schemes using braid groups.
The security of given schemes depends upon conjugacy search problem
in Braid groups.
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1. Introduction: The concept of blind signatures was introduced by D. Chaum [6]. A blind
signature scheme is a cryptographic primitive in which two entities a user and a signer are
involved. It allows the user to have a given message signed by the signer, without revealing
any information about the message or its signature. Blind signatures are the basic tools of
digital cash payment systems, electronic voting systems etc.

In this paper we have proposed two blind signature schemes over Braid groups. The
foundation of construction is conjugacy search problem in braid groups. In 2000 Ko et a
[10] proposed a new public key cryptosystem on braid groups based on the difficulty of
solving conjugacy search problem. The foundation of this system is quite different from
widely used cryptosystems on number theoretic aspects as RSA .

The paper is organized as follows:

In section 2 we give a brief description of braid groups and computationally hard problems
regarding conjugacy. In section 3 we have given the blind signature scheme by Boldyreva
[4] in 2003. In section 4 we have given our proposed schemes and in section 5 we have
discussed the security analysis of our schemes.

2. Braid Group and Conjugacy Problem: In this section we give a brief description of
the Braid groups and discuss some hard problems related to conjugacy search problem. For
more information on Braid groups, word problem and conjugacy problem please refer to [2,
3].

2.1. Definition: For each integern>2, the n-Braid group B, is defined to the group
generated by o,,0,,........ o, ,Wwith therelation

(1) c,0; =0,0, Where |i—j|22

(i) 0.0.,,0. =0.,,0.0,, otherwise

Theinteger niscalled braid index and each element of By is called an n-braid.

Two braids are equivalent if one can be deformed to the other continuously in the set of
braids.



B, is the set of all equivalence classes of geometric n-braids with a natural group
structure. The multiplication ab of two braids a and b is the braid obtained by positioning a
on the top of b. The identity e is the braid consisting of n straight vertical strands and the
inverse of a is the reflection of a with respect to a horizontal line. So a™can be found by
switching the over strand and under strand.

2.2. Conjugacy Search Problem (CSP): In this section we describe some mathematically
hard problems related to conjugacy.

We say that two braids x and y are conjugate if there exist an a such that y = axa™*.

For m<n, B, can be considered as a subgroup of B, generated by o,,0,,........ o,
1. Cojugacy Decision Problem (CDP):

Instance: (X, Y) € B, x B, suchthat y=axafor someae B, .

Objective: Determine whether x and y are conjugate or not.
2. Conjugacy Search Problem (CSP):

Instance: (X,Yy) € B, x B, suchthat y=axa ' for someae B, .
Objective: Find be B, such that y =bxb™.
3. Generalized Conjugacy Search Problem:
Instance: (X,Y) € B, x B, suchthat y=axa ‘for someacB_, m<n.
Objective: Find be B_suchthaty =bxb™.
4. Conjugacy Decomposition Problem:
Instance: (x,y) € B, x B, suchthat y=axafor someae B, m<n.
Objective: Find b, b, € B, suchthaty = b xb, .
We consider two subgroups LB, and RB,, of B2, for some integer n, where LB,
(respectively RB, ) consisting of braids made by braiding left n (respectively right n)
strands among 2n strands. LB, is generated by o,,0,,........ o, ,and RB,, is generated by
1 o,,,- Forany ae LB and be RB ab = ba.
f:LB,xB,, — B,,xB,,suchthat f(a,x)=(axa™,x)
This function is a one way function, because it is easy to compute axa ™ from a and x but it
is exponential time to compute a from axa™ and x.
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3. Blind Signature by Boldyreva [4]: For more detail please refer [4].

* Key generation: Let H :{0,1}" — G, be amap to point hash function. The secret key of
signer is X e, Z,and the public key isP,, = xP.

Signing Protocol: Given secret key x and amessage me{0,1}" to be signed.

* Blinding: The user chooses r € Z, and computes M’ =rH (m) and sends to signer.

* Signing: The signer computes o’ = XM ' and sends back to user.

* Unblinding: User computes r ‘o’ = o and (m, ) isasignature.

Verification: The verifier accepts the signature iff e(P,,,, H(m)) =e(P, o).



4. Proposed Schemes: In this section we are giving two blind signature schemes both are
based on conjugacy search problem on braid groups.

4.1 Simple Conjugacy Blind signature scheme: In this section we are giving the simple
conjugacy signature scheme and then we are giving our proposed blind version of the
scheme.

Simple Conjugacy signature scheme[11]: Let G be anon commutative group where CSP

ishard and CDPisfeasible. Let H :{0,1}" — G be a hash function.
Key Generation: A public key isa CSP hard pair (x,X)in G and asecret key isa
forx' =axa™.
Signing: Given amessage m, asignature cisgivenby o =a'yawherey=H(m).
Verifying: A signature o isvalidif and only if o ~ yandX'o ~ xy.
Our Scheme:
L et the message to be signed be me{0,1}" and let H :{0,1}" — B_be aone way hash
function.
* Key Generation: Signer chooses u € B, anda e LB, . Then computes U’ = aua*and
then makes public (u,u’) and a secret.
* Blinding: The user selects « €, RB,and computes t = aya ‘where y=H(m) and
sendst to signer.
* Signing: Signer computes ¢’ = ata™* and sends back to user.
* Unblinding: User computes ¢ = o 'o’a and then (o, m) be the message
signature pair.
* Verification: verifier accepts the signature iff o ~ yandou' ~ yu .
* Proof of verification: Verification works because
oc=a"'ca=a(ata )
=a (a(aya™HaNa
=a (a(ayaNaNa
—aya™
4.2: Blind signature scheme:
In this section we are giving blind signature scheme based on the signature scheme given
by Ko et a [11]. The parameter n, |, d are same asin [11].
Scheme by Ko et al [11]:
Let me{0,1} bethe messageto besigned and H :{0,}" — B, (I)
be is an one way hash function .

Key Generation:
1. Select abraid x e B, (l) such that x e SSS(x);

2. Choose(X = axa*,a) e, RSBG(x,d) ;
3. Return pk=(x,X' =axa)andsk =a.



Signing:

1. Signer chooses(a = b™xb,b) e, RSSBG(x,d) ;

2. Compute h=H (m|| &) for amessage mand let #=bhbandy =b'aha™'b;
3. Return asignaturec = (a, B,7) € B,(1)x B, (I + 2d) x B (I + 4d) .
Verification:

1. Verifier computesh=H(m|| «).

2. Return accept if and only if « ~ X, 8~ h,y ~h,af ~ xhand ay ~ xh.

Our Scheme: Let me{0,1} be the message to be signed and H :{0,}" — B (I) beisan

one way hash function asin [11].
Key Generation:
1. Select abraid x e B, (l) such that x e SSS(x);

2. Choose(X = axa*,a) e, RSBG(x,d) ;

3.Return pk=(x,x' =axa )andsk =a.

Signing:

* Signer chooses (a = bxb™,b) e, RSIBG(%,d) and sends « as acommitment.

*Blinding: User chooses 6 € B, (1) and computes o' = dad *andh = (m|| «') , then sends
h to signer.

* Signer computes £ =bhb™ andy =ba*hab™, sends fand » to user.

* Unblinding: User computes 8’ = 535 “and ' = 6y5 " then (&', B',7') isasignature on
m.

Verification: Verifier accepts signature iff o’ ~ x, 8/~ h,y' ~ h,a'f’ ~ xhanda'y' ~ X'h.

Proof of Verification: Verification works because
a' =8bxb™6™ = (Sb)x(db) ™, B’ =bhb "6 = (Sb)h(sh)™
y' =obathab™6 ™ = (sba )h(sba™)™
a'B' = ((5b)x(sb) )((sb)h(sb)™) = (Sb)xh(sb) " and
a'y' = ((6b)x(sb) *)((sba™)h(sba™) ™)
= (sb)xah(sba™")™
= (sba Haxa ‘h(sba™)™
= (sba ) x'h(sba™)™

5. Security Analysis: The notion of security of blind signatures captures two properties.
The first is “blindness” meaning the signer in the blind signing protocol should not learn
any information about the messages, the user obtained signatures on. The second property
is a specia form of unforgeability, namely, the user that has been engaged in | runs of the
blind signing protocol should not be able to obtain more than | signatures. The standard
notion of unforgeability under chosen message attack of digital signatures cannot be used
as anotion of unforgeability for blind signatures since by their construction a user has to be
able to produce a valid signature of a previousy signed message. The accepted

formalization of security for blind signature is security against one more forgery [12].



Definition 5.1: Let S= (K, S V) be a signature scheme and let BS = (BK, BS, BV) be the

corresponding blind signature scheme. An adversary A learns the public key pk randomly

generated by BK. A is alowed to play the role of a user in the runs of the blind signing

protocol. After interactions with the signer A outputs some number of message signature
blind

pairs. The advantage of the adversary Advyg) (A)is defined as the probability of A to

output a set L of valid message signature pairs, such that the number of invoked blind
signing protocols with the signer is strictly less than the size of L.
We say that the blind signature scheme BSis secure against one more forgery under chosen

message attack or just secure blind signature scheme if there does not exist a polynomial
blind

time adversary A with anon-negligible advantage Advgg) (A) .

Known target Conjugator search problem (CSP) and assumption: Let B be a braid
group of index n. Let a be arandom braid from B, and let y = axa™ for some braid x and y.
Let H be a random instance of a hash function family{{0,3" — B} . The adversary A is
given (X, y, H) and has access to the target oracle T, that returns random braid zin B, and

the helper oraclea(.)a™. Letq,, (respectively g, ) be the number of queries A made to the
target oracle (respectively helper oracle). The advantage of the adversary attacking the
chosen target CSP Adv§n’°s"(A) is defined as the probability of A to output aset V of, say |

pairs ((Vy, Ji)s.eeeeees (v, j;)) Where all 1<i<I,31< j, <qsuch thatv =a(z)a™, dlv,’s are
distinct andq, <, .

The chosen target CSP assumption states that there is no polynomial time adversary A with
non negligible Advg “F (A).

Theorem: If the chosen target CSP assumption is true in group B, then our proposed blind
signature scheme is secure against one more forgery under chosen message attack.

Proof: Let B, be abraid group where Conjugacy Decision Problem is easy and Conjugacy
Search Problem is hard and let | = (x, H) be the global info. Let A be any polynomia time

adversary attacking the conjugacy search blind signature scheme against one more forgery
under chosen message attack. We will present a polynomial time adversary B for the

chosen target CSP such that Advecys , (A) = Advg “*(B).

BCS(B, ),

The statement of the theorem follows:

We note that since the signer in blind signing protocol of given scheme has only one move,
it is enough in the definition of security of definition of 5.1 to give A access to a blind
signing oracle a(.)a‘where a is a secret input by the signer. Since we analyze the security
of given blind signature scheme in the random oracle model, the adversary A is also given
access to the random hash oracle H (.).

We now describe the algorithm of B which will simulate A in order to solve chosen target
CSP. The adversary B is given (B,,X,y,H) B hasto simulate the random hash oracle and
the blind signing oracle for A. Each time A makes a new hash oracle query, that is distinct
from the previous hash queries, B forward it to its target oracle, returns the reply to A and
add this query and the reply to the stored list of such pairs. If A makes a hash query that it
already made before, B replies consistently with an old reply. When A makes a query to the
blind signing oracle, B resends it to its helper oracle a(.)a*and forwards the answer to A.



At some point A outputs alist of message signature pairs((M,, o), ......... (M,,0,)) . For each
1<i<IBfinds M,inthelist of stored hash oracle queries and replies. Let j; be the index of
found pair B returnsthelist ((j,,0,),...c..... (J,,0,)) asitsown output.

It is easy to see that the view of A in the simulated experiment isin distinguishable form its
view in the real experiment and that B is successful only if A is successful. Then

AdVg(ss 1 (A) = Advg(B).

6. Conclusion: In the proposed paper we have introduced a blind signature scheme using
conjugacy search problem on braid groups. We have also discussed the security of our
blind signature scheme.
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