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Abstract

This document consists of a collection of attacks upon RFID protocols
and is meant to serve as a quick and easy reference. This document will be
updated as new attacks are found. Currently the only attacks on protocols
shown are the authors’ original attacks with references to similar attacks
on other protocols.

The main security properties considered are authentication, untrace-
ability, and — for stateful protocols — desynchronization resistance.
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Preliminaries

Terminology

In this paper, reader refers to the actual RFID reader as well as a potential
database or server communicating with the reader, since in all protocols con-
sidered this communication takes place over a secure channel. An agent can be
a tag or a reader, while a role refers to the protocol steps a tag or reader is
expected to carry out. A run is the execution of a role by an agent. A nonce is
a fresh random number or a random string.

Notation

The exclusive or (zor) operator is a commutative, associative operator, denoted
by @®. The zor operator has the property that equal terms cancel each other
out, i.e. (a®b)®a => for any a and b.

We use message sequence charts for the description of protocols as well as
attacks on protocols', since they allow for a concise and intuitive description.
We add textual explanations only when the message sequence chart is ambiguous
or insufficient in some form.

Every message sequence chart shows the role names, framed, near the top
of the chart. Above the role names, the terms known to the role are shown.
Actions, such as nonce generation, computation, verification of terms, and as-
signments are shown in boxes. Messages to be sent and expected to be received
are specified above arrows connecting the roles. It is assumed that an agent
continues the execution of its run only if it receives a message conforming to its
role. Other conditions that need to be satisfied are shown in diamond boxes.
Such conditions will include security claims made by the protocol’s authors,
such as untraceability or authentication claims, which will appear typically at
the bottom of the chart. There are two types of condition boxes that represent
security claims. The first type is a crossed-out diamond box, representing a
security claim we invalidate. Such an invalidated claim will be accompanied by
an explicit attack on the security claim. The second type is a normal diamond
box, representing a security claim we have not invalidated nor proven.

For example, in Figure 1, the role names are R and 7', both know the secret
term k, only T knows T'Sj,s:- The picture represents the following execution
flow. R generates the timestamp TS before sending the first message. After
reception of the first message, T verifies the condition T'S > TS;,s before
continuing its run. 7" generates a nonce r and sends the second message to R.
The reader hashes the key k and the second part of the message (r) and verifies
that the hash is equal to the first part of the message (h(k,r)). If not, the reader
stops its execution, else it continues by hashing r and k and sending the third
message to T. The tag verifies that the received value matches h(r, k) and if so
it sets T'Sjus¢ to T'S. The protocol has been claimed to satisfy untraceability of

INote that attacks can be viewed as protocols in which the intruder’s role has been specified.



the tag role and authentication of the tag role towards the reader role but the
latter claim can be shown to be false.

k7 Tslast

N

TS > TSiast
nonce r

timestamp T'S

Ts

TSlast = TS

Figure 1: Example protocol

Finally, when several runs of a protocol are shown, the terms used in the
second run are primed, the terms in the third run are double primed, etc.
Similarly, in stateful protocols, the variables whose values are being updated
are shown with a prime after the update.

Conventions

To simplify references, we name the presented protocols with the citation key
which consists of the first letters of the last names of the protocol’s authors and
the year of publication appended. Thus for instance, the Diffie-Hellman key
exchange protocol would be named [DI76].

We simplify the presented protocols whenever possible by leaving out irrele-
vant steps, communications, and terms. The description given suffices to recon-
struct the attacks on the original protocols. When referring to the untraceability
property of a protocol, we mean the tag’s untraceability. Furthermore, for the
reader’s convenience, when describing a protocol, we consistently use the nota-
tion shown in Table 1. Whenever additional functions and variables are needed
we use the notation that was originally chosen by the authors of the protocol.

Security Properties

In terms of Lowe’s authentication hierarchy [LLow97], we consider recent alive-
ness to be the most appropriate authentication requirement for RFID protocols.



Table 1: Notation

Symbol Meaning

A, B,R,T agent names

h cryptographic hash function

, concatenation

@ exclusive or operator

ID, k,kq,ky,... | shared secret between reader and tag
rre, 1,7 ... random numbers

Recent aliveness captures the fact that the tag needs to have generated a mes-
sage as a consequence of a reader’s query. More formally, a protocol guarantees
to an agent a in role A that any corresponding agent b in role B has been re-
cently alive, iff whenever a completes a run, there has been an event of b during
that run. What recent aliveness does not capture, is the requirement that the
tag needs to be in the vicinity of the reader at the time of the communication.
We do not consider this issue in the present paper.

We consider the notion of untraceability as defined in [DMRO08] which cap-
tures the intuitive notion that a tag is untraceable if an adversary cannot tell
whether he has seen the same tag twice or two different tags. In this paper, we
restrict ourselves to the two aforementioned properties.

Other properties which are relevant to the RFID setting, are desynchro-
nization resistance and scalability. Desynchronization resistance ensures that a
reader and tag agree on all the mutable, shared information stored in the tag.
Scalability ensures that the reader can efficiently authenticate any tag and is is
therefore only tangentially related to the security of an RFID protocol.

Intruder Model

We assume a standard Dolev-Yao intruder model in which the adversary controls
the “network”. More explicitly, we assume that the adversary can observe,
block, modify, and inject messages in any communication between a reader and
a tag.

From this general description of the adversary’s capabilities we derive three
types of attack strategies for the adversary which are meant to enhance the
intuition for the attacks and simplify their description.

The simplest strategy is to eavesdrop on messages transmitted between tag
and reader. The adversary may then deduce information and combine messages
to later impersonate or trace a tag.

The second strategy is to spend some “quality time” with a tag. In such an
attack, to which we refer as a quality-time attack, an attacker may either isolate
a tag from its environment and interact with it arbitrarily or briefly query a tag
that happens to be in the vicinity for a short period of time. In both cases,
by sending carefully designed challenges to the tag, the adversary may obtain
information he can later use on his own to impersonate or trace the tag. In case



tags and readers share secret keys, a quality time attack might be mounted on
the reader as well.

The third strategy involves modifying messages transmitted between a reader
and a tag. This attack works best when the adversary has simultaneous access
to a legitimate reader and a tag which is not in the reader’s vicinity. The
adversary may modify transmitted messages and then observe the evolution of
the communication session.

For each of the three strategies, the feasibility of an attack depends on many
factors. In general, it is obvious that the fewer interactions an adversary needs
to engage in, eavesdrop on, or modify, the more feasible the attack becomes.



1 [CHO7]

1.1 Description

The reader R and tag T share secrets k and ID. The reader starts by sending a
random bit string r1. The tag generates a random string 75 and hashes the zor
of r1, r9, and the secret k. This hash and I D are used as input for a function in
which the ID is rotated by a value depending on the hash. The tag computes
the zor of the rotated ID and the hash, before sending the left half of the
resulting bits and r5 to the reader. The reader performs the same operations
on every pair of ID and k until it finds the corresponding tag. It then sends
the right half of the corresponding bits to the tag.

k. ID k,ID
T
nonce rq Query.r

NONce ro

g:= h(?“1 EBTQEBIC) ‘
[
‘ ID2 := rotate(ID, g) ‘

ro, Left(ID2 & g)

find ID

gi=h(r1®re®k) ‘

‘ ID2 := rotate(ID, §) ‘

Right(ID2 © §)

<auth(T)> auth(R)
untrac

Figure 2: The protocol

1.2 Claimed Attacks
1.2.1 Tag authentication

To impersonate a tag, it suffices to notice that the tag’s response to the reader’s
challenge only depends on 7 @ ro and a shared secret. The adversary can



challenge a tag with any 7 to obtain a valid combination of r1, e, Left(ID2®g).
This information suffices for the adversary to be able to respond to any future
challenge 7] received from a reader. When challenged, the adversary sets 1}, =
r] &1 B re and sends 15, Left(ID2 & g).

1.3 Related Protocols

We have found the same attack on the protocols [LAKOG, KCLLOG, SMOg].
k,ID k,ID
[ R ] [T ]
nonce i Que’r’y,?“l

nonce ro

g = }L(T1 Dro® k) ‘
[
‘ ID2 := rotate(ID, g) ‘

ro, Left(ID2 & §)

nonce 14

Query,r}

Thi=T1® 1] Dro

rh, Left(ID2 & g)

find ID

‘g::h(ri@réeék) ‘

‘ I1D2 := rotate(ID,§) ‘

Right(ID2 & g)

Guk(T)>

Figure 3: Attack on tag authentication



2 [DMO7]

2.1 Description

This is an authentication protocol which not only aims to keep tags untraceable,
but also to limit the damage a compromised reader can cause.

In the protocol, depicted in Figure 4, the function DPM (x) is defined as
the parity of majority functions of consecutive bit-triplets of . The size of its
output is therefore one bit. The protocol begins with the reader sending its name
and a nonce ry to the tag. The tag replies with the message aq,...,aq, V,w,
where a; = k @ r; for randomly chosen r; (a bit-string of length ¢, ¢ = 117
suggested by authors), the i-th bit of V' (a bit string of length ¢) is DPM (r;), and
w = h(k,ro,r1,k). The reader has a database of all tags’ keys it is authorized
to identify. The reader can find a particular tag’s key k& with the help of the
vectors «; and values DPM (r;) by going through all the keys in its database
and iteratively excluding the impossible ones, namely those for which DPM (k@
a;) # DPM (r;). Tt is expected that each «; reduces the number of possible keys
by approximately one half. At last, the reader uses w to uniquely identify the
correct key and authenticate the tag. The last message of the protocol allows
the tag to authenticate the reader.

k k
T
nonce rg
R7 To

nonce ri,...,7q

V := DPM(r4),...,DPM(r,)

‘ w:= h(k,ro,71, k) ‘

Oél,---70éq,‘/7w

find &
n h(k, 1, k)

auth@ auth(R)
upsc >

Figure 4: The protocol
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2.2 Claimed Attacks
2.2.1 Authentication and Untraceability

In the following we show that over several rund, the protocol leaks %é bits of k.
This allows an attacker to brute-force the remaining bits of k for the suggested
parameter ¢ = 117.

Let ¢ = x1xo--- x4 be a bit string of length ¢, for some positive integer ¢
divisible by three. Then DPM (z) = M (x1,x9,23) ® -+ & M(xpe—2, 201, 2¢),
where M (a, b, ¢) is the majority function on three bits. Let &; denote the com-
plement of the bit x;. It is easy to see that M (Zq,xe,x3) = M (21,22, x3) if and
only if xo = x3. Analogous equations hold for the complements of x5 and x3.
It follows that

DPM (z1,22,23,...) = DPM (21,29, 23,...) < x2 = T3, (1)

again with analogous equations for any other bit of z.

The adversary can take advantage of the property (1) as follows. Suppose
the adversary intercepts the tag’s message, flips the first bit of as =79 ® k to
obtain @y and forwards the modified message to the reader. If the second and
third bit of ro are equal, then DPM (k@ a2) = DPM (k@ as) = DPM (r2). In
this case, the reader will still be able to find the correct key k and answer the
tag with the third message of the protocol. However, if the second and third bit
of ry are not equal, then DPM (k@ &s) # DPM (r3) and the reader will remove
the key k from the list of possible keys. No other key will pass the verification
with w, thus the reader will not answer with the third message. The adversary
can therefore distinguish the two cases.

It follows that by selectively flipping bits of aiy an adversary may, after several
protocol executions, determine for each consecutive bit triplet of & which bits
are equal to each other. In other words, the adversary may determine the bits
of k up to complements of consecutive bit-triplets.

This information can be used to reduce the complexity of computing all bits
of k to a brute force search of a space whose size is the cubic root of the full
key space. For the parameters of the system suggested by Di Pietro and Molva,
this brute force search becomes feasible (239 keys). The knowledge of the secret
key k then allows the attacker to also impersonate the tag to the reader, thus
breaking the authentication claim of the protocol. By sufficiently increasing the
key length, however, this attack becomes infeasible.

To break untraceability, the brute force search is not necessary. The prob-
ability that two keys are equal up to complements of consecutive bit-triplets
is vanishingly small [DMRO8]. Increasing the key length does not prevent this
attack.

The attack outlined above is not efficient. In [DMROS8] we describe an ef-
ficient quality-time attack on this protocol which reveals the same information
about k as the attack described above.
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2.3 Related Protocols

The presented attack is similar to the active attack on the HBT protocol [JW05]
discovered by [GRS05] in that it exploits an algebraic property by modifying
messages and observing the reader’s behavior.

12



3 [HMNBO7a]

3.1 Description

The protocol starts with the reader querying the tag with a nonce ry. The
response of the tag depends on the value of a state variable S. In case the
previous run ended successfully the value of S is 0 and the tag will respond
with h(ID). In case it did not end successfully the value of S is 1 and the tag
will respond with A(ID,r9,71). In either case, the tag will set its S to 1. The
reader will authenticate the tag if the response is equal to HID, h(ID,rs,11)
or h(PID,re,r1) for any stored value of HID,ID or PID. The reader will
then update the information for the particular tag according to Table 2. The
reader then sends h(PID,ry) to the tag, after which the tag replaces its ID by
h(PID,ry) and sets S to 0. The protocol is depicted in Figure 5.

Table 2: Reader’s verification and update procedure

Tag response Reader action

h(ID),rs ID":=h(ID,ry); HID' := h(ID); PID" := ID;
h(ID,ro,71), 19 ID":=h(ID,ry); HID' := h(ID); PID' := ID;
hPID,ro,r1),ro | ID' := h(PID,ry); HID' := h(ID); PID' := PID;
other reject tag

3.2 Claimed Attacks
3.2.1 Tag authentication

Note that if no messages are blocked or lost, the tag always responds with
h(ID) allowing for an efficient lookup by the reader. An attacker can thus
impersonate any tag which is in state 0 by sending a query to it and replaying
the tag’s response before the tag has been queried by an authorized reader. The
attack is depicted in Figure 6.

3.2.2 Untraceability

The tag’s response depends on the value of S, i.e. the state the tag is in. If
= 0 the tag responds with h(ID),ry and otherwise the tag responds with
h(ID,ry,73). Because the attacker does not know ID, he can not conclude
from the response in which state the tag is. However, the attacker may use the
fact that if the tag is in state 0, changing ro does not result in a rejection of
the response by the reader. If the tag is in state 1, changing r5 would lead to a
rejection of the response and a termination of the execution of the reader.
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3.2.3 Desynchronization resistance

Any tag that is in state S = 0 can be desynchronized from a reader by a
man-in-the-middle attack. In a communication between the reader and a tag,
the adversary intercepts and modifies the reader’s challenge r; to any value
r} # r1. The adversary then sends the modified value to the tag and forwards
all other messages between reader and tag without modification. Since in the
case S = 0 the reader does not verify that the tag received the correct value
r1, the adversary’s modification goes by unnoticed. Thus, at the end of the
protocol execution, reader and tag update I D to different values. The reader
stores h(ID,ry), while the tag stores h(ID,r}]). Therefore, the reader and tag
will be in a desynchronized state and future authentication of the tag becomes
impossible. The attack is depicted in Figure 7.

ID,PID,HID ID,S
T
nonce 1

T1

nonce ro

if S=0 then P:=h(ID)
else P:= h(ID,r9,71)

Shi=1
P7T2

verify P,ry
update 1D, PID, HID

h(PID',r3)

if h(PID',r3) = h(ID,r3)
then
ID' :=h(ID,r1), S":=0

QuR(T)> Quth(R)>
unicc >
desynchronizatienTesistance
— —

Figure 5: The protocol
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3.3 Related Protocols

The protocols in [LY07¢, LY07a, LYO7h, HMO04] are challenge-response-based
protocols with a similar authentication flaw.

A similar untraceability flaw in [HMO04] was found by [Avo05]. There a
quality time attack is used to increase a tag’s internal counter to an abnormal
level in order to recognize the tag later.

ID,PID,HID ID,S =0

[ R ] [T ]

nonce 1} /

P7 T2

nonce i
T

P7r2

verify P,ro
update
ID,PID,HID

h(PID',ry)

Guk(T)>

Figure 6: Attack on tag authentication
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ID,PID,HID ,
[ & ] [T ]
nonce 11

1
nonce 14 o
P7 T2
P7 )
verify P,ro
update
ID,PID,HID
h(PID', )
h(PID', )
ID' :=h(ID,ry) — ID':= h(ID,r})
[ nce

—

Figure 7: Attack on desynchronization resistance
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4 | ]

4.1 Description
The protocol is depicted in Figure 8.

k,ID k,ID
T
nonce 1

T

nonce ro

ID (&) T2, h(Tl, k) @ )

auth@

< untrac >
—

Figure 8: The KCLO7 protocol

4.2 Claimed Attacks
4.2.1 Untraceability
k,ID
T

nonce 11

1

nonce ro

ID® T2, h(T‘l, k) D ro

™

nonce 1}

ID®rh, h(ry, k) ®rh

Cupeac>

Figure 9: The attack on untraceability

To attack untraceability, the adversary challenges the tag twice with the

17



same nonce. He can then calculate the zor of the two parts ID & ro and
h(r1, k) @ ra of the responses, the adversary then twice obtains ID @ h(rq, k), if
and only if it was twice the same tag that he challenged. The attack is depicted
in Figure 9.
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5 [KCLLOG6]

5.1 Description

The protocol is depicted in Figure 10. In the original specification, the protocol
control bits (PC) and a CRC are transmitted in the fourth message. These are
irrelevant to any of the considered security properties and are therefore left out.

EPC, S, PIN1,PIN? EPC,S,PIN1,PIN2

[ R ] [T ]
TLOTLCEZ|

Query request

r @ PIN1

nonce ro

ACK (M1), 7y

M2=ro®PIN2®
M3 = f(M2)

T = 0| M2|M3
(minus last bit)
E:=(T+S)®EPC

E
PIN @ f(ry® PIN2@®ry)

auth@

Figure 10: The protocol

5.2 Claimed Attacks
5.2.1 Reader authentication

The adversary can impersonate a legitimate reader by sending a nonce 7% that
allows him to replay a message he previously observed as a last message. In
order to be able to replay PIN @ f(ro & PIN2 & 1) in another session, the
following condition must be satisfied: 71 @ ro = | @ r}. This can be done by
setting 75 to r1 @ ro @ r}. The attack is depicted in Figure 11.

5.3 Related Protocols
We have found a similar attack on the protocols [CHO7, LAK06, SMOS].
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obtain PIN®
flra® PIN2®rq)

Query request

EPC,S,PIN1,PIN?

[T ]

ri® PIN1

nonce ry

ACK (M1), (ry & PIN1) & (r} & PIN1) & 1y

PC,E,CRC16

M2 = PIN2& v, &rs
M3 = f(M2)

T = 0frj||M2|M3
(minus last bit)
E:=((T+S)® EPC

PIN @ f(ro ® PIN2® 1)

<Quth(T2)>

Figure 11: Attack on reader authentication
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6 [KNO3]

6.1 Description

The protocol is depicted in Figure 12. Note that rg is chosen from a small
domain, and can therefore be brute-forced from h(ID,rq) if ID is known.

k,ID k,ID
R T
[ R ] Query [T ]
nonce rq
nonce 11

h(ID,To), h(T‘l, k), ID @ 71

nonce ro

h(Tl,T2)7 ID EB T2

r1 + 1o mod 2™

‘ k' := 71 + 19 mod 2" ‘ k' :=r1 + 1o mod 2"

‘ID’::IDeBn@rz

‘ ID = ID®r & ro

)

*

Figure 12: The protocol

6.2 Claimed Attacks
6.2.1 Tag authentication

An eavesdropping adversary is able to find bits of the I D by combining h(ID, rg),
ID @& ry, ID @ ry, and r1 + 75 mod 2™ observed in the last three messages
of the protocol. For convenience, we set V.= r; 4+ ro mod 2" and W =
ID®ri @ ID ®ry = 14 & re. We compare the i-th bit V[i] of V to the
the i-th bit W[i] of W, for 1 < i < n, where the bits V[1] and W/[1] are the
least significant bits of V' and W, respectively. By comparing modular addition
tables to an zor table, it follows that V[i+4 1] # Wi+ 1] only if the computation
of Vi] lead to a carry bit. In this case r[i] # r2[i] if and only if W[i] =1 and
r1[i] = rofi] = 1 if and only if W[i] = 0. Since the latter case determines 7]
and r2[i] uniquely, it follows that it can be used to find the é-th bit of ID. More
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bits from ID can be obtained by noticing that a carry bit in V[i] followed by
no carry bit in V[i + 1] implies r1[i + 1] = r2[i + 1] = 0.

Since r; and r9 are chosen at random, on average, every communication
session leaks roughly an bits of ID. Revealing all bits of I D, once sufficiently
many bits are known, can be achieved with a brute-force search over possible
values for ID and 7y and comparing their hash to h(ID,ry). Revealing all
bits of ID is complicated by the fact that reader and tag update ID at the
end of every protocol execution by setting it to ID @ r1 & ro. The adversary
would therefore need to keep track of approximately four consecutive protocol
executions between the tag and reader before performing the exhaustive search
in order to completely reveal the tag’s I D. Revealing the tag’s I D, breaks the
protocol’s tag authentication.

6.2.2 Reader authentication

Revealing the tag’s I D as in Section 6.2.1 breaks reader authentication as well.

6.2.3 Untraceability

Revealing the tag’s ID as in Section 6.2.1 breaks untraceability as well.

6.2.4 Desynchronization resistance

Revealing the tag’s ID as in Section 6.2.1 breaks desynchronization resistance
as well since the adversary can falsely authenticate to either the reader or the
tag. The result is that reader and tag are desynchronized.

6.3 Related protocols

Many similar flaws have been documented in the literature. [CLL0O5] uses a
counter in conjunction with zor. In [[IMNBO7b] the predictability of the counter
and its interaction with zor are used to break the protocol. In [PLCETROGD,
PLCETRO06a, PLHCETRO6] logical and and or operators are used in addition
to zor and modular arithmetic leading to flaws described in [ALP07, LW07]. The
cyclic redundancy check function is used with zorin [CC07] making the proposed
protocol vulnerable to impersonation of tags and readers, and traceability of tags
discovered in [PLHCETRO7]. Finally, [DF.J07] breaks authentication in [VB03]
where zor is used with bit-permutations.
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7 [LAKO6]

7.1 Description
The protocol is depicted in Figure 13.

k. ko k
T
nonce ro

To

nonce 11
1, h(ro @ r1 D k)

h(h(ro®ri @ k)® ko)

desynchronization resistant

*

|

Figure 13: The protocol

7.2 Claimed Attacks
7.2.1 Tag Authentication

The attack is depicted in Figure 14. The adversary may replay h(ro ® r1 @ k)
if he ensures that ro @1 = r{ @ r}. To satisfy this condition the adversary sets
i torg®r dry.

7.3 Related Protocols
We have found a similar attack on the protocols [CTI07, KCLLO6G, SMOS].
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k, ko

nonce 11

T1, h(T‘O @ T1 EB k’)

rii=ro®rydr

7"1, h(ro Dr @ k)

h(h(ro®r @ k) ®kdr))

Figure 14: Attack on tag authentication
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8 [LBVOT7]

8.1 Description

The protocol, shown in Figure 16 aims to efficiently authenticate a tag to a
reader while keeping the tag untraceable. The protocol is based on a fixed,
system-wide elliptic curve over a finite field. P, yP, z1P, xoP are publicly
known points on the elliptic curve, the scalar y is only known to the reader, and
the scalars x1, x5 are unique to each tag and only known to the tag. The elliptic
curve is assumed to have been chosen such that it is difficult to compute, z1, x2,y
from x1 P, zoP,yP. The reader challenges the tag with a random number 71,
the tag responds with two points Ty = roP, To = (r2 + 21)Y on the elliptic
curve and a scalar v = ry(xo + r9) + 1. The reader infers the tag’s identity
and authenticates it from the points and the scalar as follows. Since the reader
knows ¥ it can compute y 175 — T} = 21 P to obtain the identity of the tag and
then compute (vP — le)rfl — T1 = x5 P to authenticate the tag.

Y, P,x1 P, xo P x1, 22, Y =yP
T
nonce 71

1

nonce o

vi=ri(ra+re) + 1

T17T27U

find l‘lp = y_lTQ — Tl

[
(vP — a:lP)rfl — T, = 2P

Quth(T)> {upic>

Figure 15: The protocol.

8.2 Claimed Attacks
8.2.1 Untraceability

e If the tag is challenged with r; = 0 the tag always responds with v = x.
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e If the tag is challenged with r; = 1, the information obtained from the
tag’s response, Ty = roP, To = (21 +1)yP, v = (z2+72) + 1, can be used
to compute a constant, unique value for the tag vP — Ty = (z1 + 22)P.

e If a tag is challenged twice, once with a random value 7 and once with
ry = r1 + 1, then the information received from the tag in the two runs
can be used to compute the constant term —xoP as follows. Recall that
primes indicate terms transmitted in the second run. Observe that

v—1v = 1"1(12 —+ 7’2) — (T‘1 + 1)(1’2 + 7"/2) = —T2 — T/Q +T1(T2 - Tl2)7
thus we can compute
—x9P = (v —v)P+T] —r(Ty —T7})

since the terms on the right-hand side are known.

8.3 Related Protocols

[LBVO08] is an improvement over [LBV07] but only addresses the first two flaws
listed in section 8.2.1 but not the third one.
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9 [LBVOS]

9.1 Description

The protocol, shown in Figure 16 aims to efficiently authenticate a tag to a
reader while keeping the tag untraceable. The protocol is based on a fixed,
system-wide elliptic curve over a finite field. P, Y = yP, x1 P, 2P are publicly
known points on the elliptic curve, the scalar y is only known to the reader, the
scalars x1, xo are unique to each tag and only known to the tag. The elliptic
curve is assumed to have been chosen such that it is difficult to compute, z1, x2,y
from x1 P, xo P, yP.

Y, P,z P, xo P x1, 32, PY = yP
T
nonce T
T2

nonce 11

Vi=11T1 + roZo

Tl,Tz,’U

find .’ElP = y_1T2 — T1

[
(vP — :vlTl)rgl = a9P

Quth(T)> {uprec>

Figure 16: The protocol

9.2 Claimed Attacks
9.2.1 Untraceability

An attacker carries out two sessions with the tag sending the same nonce r5 in
both sessions. The attacker then computes (using primes for the second session)
v—ov" = (r;y —r))xy and T — T = (r1 — r})P. Thus computing the inverse of
v — v’ modulo the order of the elliptic curve, the attacker obtains xl_lP which
identifies the tag uniquely.
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9.3 Related Protocols

This is an improved version of [LBV07].
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10 [LDO7]

10.1 Description

The [LDO07] protocol was designed for use in supply chains. Each supply chain
consists of a chain of partners, each of which is represented by a reader. Reader
R; and tag T share a secret ky. Additionally, reader R; knows secrets k; and

ki.}rl.
ko, ki, ki1 a=koDk;
T
nonce r
r
hr & a)

a:=k; ® kit

‘ bim h(a @ ko @ k)

a,b

if b="h(a® ), then ' :=ada

Figure 17: The protocol

10.2 Claimed Attacks
10.2.1 Untraceability

The protocol does not satisfy untraceability for the tag role, which is acknowl-
edge by the protocol’s authors and hence not claimed. This is because between
any two updates of «, an adversary that twice sends the same challenge r to
the same tag, will twice receive the same response. The author’s do claim a
weak form of untraceability, namely untraceability after updates. This claim is
not satisfied either. The attack is shown in Figure 18 and works as follows. By
observing the authentication session the adversary learns r, h(r ® «), a, and b.
The adversary can now query the tag with ' = r & a, to which the tag will
respond with h(r’ @ o). This response is equal to the previously observed one:

h(r'®a')y=h(r®ada®a)=h(rda). (2)
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10.3 Reader Authentication

Reader authentication can be broken by setting a = r and b = h(r @ a). The
tag accepts a and b, because b = h(a ® o) = h(r ® «). The attack is shown
in Figure 19. This attack also results in desynchronization of the database and

the tag.

ko, ki, kig1 a=ky®k;

R; T E
nonce r
r
h(r ® )
a:=k; ®kip1
‘ bi=h(a® ko ® k) ‘
a,b
o =ada
rda
h(r ® a)
| |

Figure 18: Attack on untraceability

Oc:ko@k‘i
T

nonce r

Figure 19: Attack on reader authentication
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10.4 Related Protocols

We have found similar attacks on untraceability in [YPL™05, OTYT06, KCLOT].
The protocol [LCULOG] is vulnerable to a simpler form of this attack which has

been shown in [CHOT7].
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11 [OTYTO6]

11.1 Description
The protocol is depicted in Figure 20.

k k
T
nonce 11
T1
h(k®ry)

" desynchronization Tesistance

Figure 20: The protocol

11.2 Claimed Attacks
11.2.1 Reader authentication

Since the tag does not know the new key k1, the tag is not able to verify whether
the third message is indeed k@ k1. Since no check can be performed by the tag,
the adversary may send a random message r to the tag which will cause the tag
to replace k by k @ r.

11.2.2 Desynchronization resistance

e The attack on reader authentication desynchronizes the secret key k,
shared between the tag and the reader, rendering future authentication
impossible. Note that the attacker is the only one who can re-synchronize
the secret information between reader and tag since he is the only one who
knows k @ r.

e Modifying the third message leads tag and reader to carry out different
key updates, leaving them in a desynchronized state.
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e Blocking the last message from reader to tag leads the reader to update k
while the tag does not carry out the update, leaving tag and reader in a
desynchronized state.

11.2.3 Untraceability

An attacker observing a protocol run obtains a triple (r, h(k @ r),k @ k1). He
may now challenge a tag with r® k@ ky giving him the same response he already
observed, provided that the tag is the same as the one which was eavesdropped
on before. The attack is depicted in Figure 21.

k k
£ T
nonce i
1
1
h(k ® 7‘1)
h(k @7”1)
k@ ki
k@ ki
k/ = kl k/ = kl
T1 (&} k D kl
h(k @b 7‘1)
{uprec>
I I

Figure 21: Attack on untraceability

11.3 Related Protocols

We have found similar flaws in the protocols [YPL™05, KCLO7].
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12 [LYO0T7a, LY07c, LYO07b, HMO04]

12.1 Description

The protocols have a challenge-response structure as depicted in Figure 22. The
reader challenges the tag, the tag computes a function over one or more terms
in its knowledge and sends the result to the reader. However, the challenge is
not used by the tag as an input to the function.

Qu(T)>

Figure 22: General protocol structure.

12.2 Claimed Attacks
12.2.1 Tag authentication

Because the tag’s response does not depend on the reader’s challenge, an adver-
sary may query a tag and later replay the response to a reader when challenged.
Therefore, none of these protocols satisfy the recent aliveness claim with respect
to the tag role. The general structure of the attack is depicted in Figure 23.

Figure 23: Attack on tag authentication

12.3 Related Protocols
The protocols [SLEK06, TMNBO7a] suffer from the same problem.

34



13 [SLIK06]

13.1 Description

The protocol assumes that the reader and tag share the secrets k, ID, and PIN.
While ID and PIN are unique to each tag, k is equal for all tags the reader is
allowed to authenticate. The tag further stores the timestamp T'S;,4: of the last
successful mutual authentication initialized to 0 at the factory. The protocol is
depicted in Figure 24.

k,ID,PIN k,ID,PIN,TSiqst

N

timestamp T'S

h(k,TS), TS

< TS > TSlast >
h(ID)

h(ID,PIN)

‘ 1D’ := h(ID, PIN,TS) H ID' := h(ID, PIN, TS) ‘

e

~ desynchronization Tesistant
**

Figure 24: The protocol

13.2 Claimed Attacks
13.2.1 Tag authentication

To attack the protocol, it suffices to note that the challenge of the reader and
the response of the tag are not related. See Section 12 for the attack.

13.2.2 Desynchronization resistance

The attack described in section 13.2.1 leads to a situation in which the reader
updates I D, but the tag does not. The same result can be achieved by blocking
the last message from a reader to a tag. This essentially kills the tag since the
reader will not accept the tag’s h(I D) message in a future protocol run.
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13.2.3 Untraceability

The fact that a reader and tag do not agree on the value ID, i.e. are desyn-
chronized, is observable, since in such a case the reader terminates the protocol
early. Thus the adversary can trace such tags. Furthermore, when a tag becomes
desynchronized, it will not be able to update ID and T'S;,s; anymore, thus its
response to any valid challenge h(k,TS), TS with T'S > T'S;4s+ will remain con-
stant allowing an adversary to distinguish between recently desynchronized tags
and earlier desynchronized tags.

13.3 Related Protocols

The same authentication problem exists in the protocols [LY07c, LY07a, LY07b,
HMNBO07a].

In [Avo05] a quality-time attack on the untraceability claim of the stateful
protocol [ITMO04] is presented. The attack involves increasing a tag’s internal
counter to an abnormal level in order to recognize the tag later.
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14 [SMOS]

14.1 Description

The protocol is depicted in Figure 25. Bit rotations are denoted by > and <
where a > b means a shifted cyclically to the right by b bits. The function f;
that is used to compute M, is a keyed hash function, where ¢ is the key.

u7t7u07t0 t
T
nonce 11
1
nonce 3
M1 =tP T2
]\/[2 = ft(T1 [S2]
7‘2)
My, My
Mz :=u (ry>>0/2)
M;
uy = u u = Mz® (rg > £/2)
to =t if h(u") =t then
v = (u < L/4)B(t > t = h(v < €/4) @
L/4) D ri Dry t>1l/4)®r®rs)
t' = h(u)

) TG
G

desynchronization resistant

* *

Figure 25: The protocol

14.2 Claimed Attacks
14.2.1 Tag authentication

The attack on tag authentication is depicted in Figure 26. The attacker uses
the fact that he may replay My for M if he ensures that r; @ ry = ) ® 15, To
satisfy this condition he sets M] to My &1 & r].

14.3 Related Protocols
We have found a similar attack on the protocols [CT07, LAKO06, KCLLOG].
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u, t, up, to

nonce 11
71
nonce o
]Lfl =1tDry
My = fi(r1 @
7“2)
My, M
nonce 1
,,,,/
1
Al{ = ]\/[1 @ T1 @ 7"1
M} = M,
M}, M}
Mi:=u® (ro@r @1y > L/2)
M},
uy =
to:=t
u = (u << /) (t >
/) ®ri@rs
t' = h(u)
W
Qun(T)>
I

Figure 26: Attack on tag authentication
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15 [YPL05]

15.1 Description
Figure 27 depicts the protocol.

k, ki, ko k, k1, ks

T

nonce 11

T1
hkr®rek)
h(k2)

K =k @ K = k@
h(k2) h(kz)
khy = ko @ Ky = ko @
h(ki®riek) h(ki®riek)

G
 desynchronization resistant

Figure 27: The protocol

15.2 Claimed Attacks
15.2.1 TUntraceability

An attacker observing a communication session of the protocol obtains the mes-
sages 11, h(k1 @ r1 @ k), h(ks). Reader and tag then update their secrets. The
attacker can recognize the tag by challenging it with 71 @ h(ks) to which the
previously observed tag will respond with h(k; @ ry ® k). Figure 28 depicts the
attack.

15.2.2 Desynchronization resistance

Blocking the third message in the protocol from the reader to the tag, leads
to the reader updating its secrets while the tag does not update them. There-
fore, the secret information between the reader and tag will be desynchronized,
rendering future authentication impossible.

15.3 Related Protocols

We found similar flaws in the protocols in [OTYT06, KCLO7].
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ky k1, ko LN )

[ F ] [T ]
nonce 11
71
T1
h(kl Dr1 b ]C)
h(k‘l @ T1 EB k’)
h(kz)
h(k‘z)
K} o= h(ks) ky == h(kz)
]{‘/2 = k’z@ k‘; = ]{‘2@
h(ky®r k) h(ky®r k)
71D h(kg)
h(kl Dr1 b ]C)
>
I I

Figure 28: Attack on the untraceability
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