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ABSTRACT. Bilinear pairings derived from supersingular elliptic curves of em-
bedding degrees 4 and 6 over finite fields Fom and F3m, respectively, have
been used to implement pairing-based cryptographic protocols. The pairing
values lie in certain prime-order subgroups of the cyclotomic subgroups of or-
ders 22 4+ 1 and 32™ — 3™ 4+ 1, respectively, of the multiplicative groups

Fl4m and Fis., . It was previously known how to compress the pairing val-

ues over characteristic two fields by a factor of 2, and the pairing values over
characteristic three fields by a factor of 6. In this paper, we show how the
pairing values over characteristic two fields can be compressed by a factor of
4. Moreover, we present and compare several algorithms for performing expo-
nentiation in the prime-order subgroups using the compressed representations.
In particular, in the case where the base is fixed, we gain a 59% speed up
over the fastest previously known exponentiation algorithm that uses factor-6
compressed representations.

1. INTRODUCTION

The Diffie-Hellman key agreement protocol [7] can be used by two parties A and
B to establish a shared secret by communicating over an unsecured channel. Let
G = (g) be a prime-order subgroup of the multiplicative group F} of a finite field .
Party A selects a private key a and sends g* to B. Similarly, B selects a private
key b and sends ¢g® to A. Both parties can then compute the shared secret g2.
Security of the protocol depends on the intractability of the problem of computing
a from ¢%; this is called the discrete logarithm problem in G. If ¢ is prime (say
q = p), then the fastest algorithms known for solving the discrete logarithm problem
in G are Pollard’s rho method [15] and the number field sieve [10]. To achieve a
128-bit security level against these attacks, one needs to select #G =~ 226 and
p ~ 23972, Note that even though the order of G is approximately 22%6, the natural
representation of elements of G, namely as integers modulo p, are approximately
3072 bits in length. This brings an overhead both to the efficiency of the protocol
and to the number of bits that need to be stored or transmitted. In recent years,
there have been several proposals for compressing the elements of certain subgroups
of certain finite fields.

The first proposal was by Smith and Skinner in 1998 [21]. They showed that el-
ements of the order-(¢ + 1) subgroup G of IFZ2 could be identified by their traces
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over [F,. More precisely, the elements of G' can be uniquely identified up to conju-
gation over IF,. Moreover, they showed that exponentiation in G can be efficiently
performed using the trace representation. Their construction yields a compression
factor of 2.

Gong and Harn [9] obtained a factor-3/2 compression and efficient exponentiation
for the compressed form of the elements in the order-(p? +p+1) subgroup G of Fs-
Elements of G are represented by a pair of elements from F,. Similarly, Brouwer,
Pellikaan and Verheul [5] obtained a factor-3 compression by representing elements
of the order-(p?> — p + 1) subgroup G of Fs by a pair of elements from F,. Even
though they did not give an algorithm to exponentiate the elements in G in their
compressed form, they noted that to exponentiate an element in G, it suffices to
know its compressed form and the exponent. In 2000, Lenstra and Verheul [13]
showed that elements of the order-(p? — p + 1) subgroup G of IE‘;B can be uniquely
represented (up to conjugation over F,2) by their traces over Fj2. Note that the
compression factor is the same as in [5]. An important contribution of Lenstra
and Verheul was a very efficient algorithm for exponentiation in G using the trace
representation. More recently, Shirase et al. [19] observed that the elements of the
order-(¢ — /3¢ + 1) subgroup G of FZG, where ¢ = 3™ for some odd number m,
can be uniquely represented (up to conjugation over F,) by their traces over Fy,
thereby achieving a factor-6 compression. They also presented an algorithm for
exponentiation in G. If g € G and c is its factor-6 compressed form in F,, they
first lifted c to the trace of g in Fj» and used an analogue of the Lenstra-Verheul
algorithm to exponentiate g.

Rubin and Silverberg [16] introduced a compression/decompression method for fi-
nite field elements by using a rational parametrization of an algebraic torus. For a
positive integer k and a prime power ¢ the algebraic torus Ty is a ¢(k)-dimensional
algebraic variety over Fy, and its group Ty (F,) of F,-rational points is isomorphic
to the order-®4(q) subgroup of sz. Here, ®x(q) is the kth-cyclotomic polynomial
evaluated at ¢, and ¢ is Euler’s totient function. Rubin and Silverberg noted that
one would hope to use only (k) elements in F, in order to (uniquely) represent
elements of Ty(F,). For the cases k = 2 and k = 6, they presented explicit com-
pression/decompression algorithms for the elements of Ty(F,), and showed that
the Smith-Skinner, Gong-Harn and Lenstra-Verheul representations are based on
certain quotients of the algebraic tori, To, T3 and Tg, respectively, thus explaining
the compression ratios of 2/¢(2) = 2, 3/p(3) = 3/2 and 6/¢(6) = 3. Later, Dijk et
al. [8] gave an explicit parametrization of T3o(FF,) and obtained compression by a
factor of 30/ (30) = 15/4.

We provide more details about some of the previous work in Appendix A.

Let ¢ = 2™, where m is odd, and note that
¢' =1 = (¢-1)(q+1)P4(q)
= (¢—D(g+1(a—v2¢+1)(g++/2q+1).
In this paper, we achieve a factor-4 compression for the subgroups G of T4(F,) of
orders g + v/2q + 1. We show that the elements of G can be uniquely represented

(up to conjugation over F,) using their traces over F,, and that exponentiation in
G can be efficiently performed using the compressed representations. Our method
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gives a better compression factor than the Smith-Skinner system. We note that our
factor-4 compression does not contradict the Rubin-Silverberg observation about
the necessity of using (k) Fg-elements for representing elements of Ty (F,) since
our construction is based on subgroups of relatively small order of Ty4(F,).

Let ¢ = 3™, where m is odd, and note that
¢ ~1 = (¢ —1)(¢+1)Ps(q)
= (¢ =D+~ 3a+1)(g+ /3¢ +1).

As mentioned earlier Shirase et al. showed that using traces over F,, one can achieve
a factor-6 compression (up to conjugation over F,) for the elements of the order-
(¢ — v/3q + 1) subgroup G of Ts(F,) by using traces over F,. Moreover, exponen-
tiation in G can be efficiently performed when elements are represented by their
traces over 2. We observe that a similar compression technique and efficient ex-
ponentiation also applies to the order-(g+/3¢+ 1) subgroup G of Ts(F,). Suppose
that ¢ € G and c € Fy is its factor-6 compressed representation. We present six
exponentiation algorithms. The first works directly with the compressed element
c. The second algorithm first lifts ¢ to the trace of g over F s, and employs an
exponentiation algorithm of Scott and Barreto [18]. The third algorithm first lifts ¢
to g, and then uses a conventional exponentiation method. In the fourth algorithm,
we first determine fo(x), the minimal polynomial of g over IF,2, by partially decom-
pressing ¢ to an element in F2. Then we construct Fys = F2[x]/(f2(x)), and use
a conventional exponentiation method. The idea of the fifth and sixth algorithms
is similar to the fourth algorithm except that we use the minimal polynomials of g
over Fys and Iy, respectively. In the case where the base is fixed, the first algorithm
is 59% faster than the XTRg algorithm presented in [19].

Besides reducing transmission costs in the Diffie-Hellman and related protocols, we
observe that compression techniques have applications in pairing-based cryptogra-
phy where bilinear pairings derived from supersingular elliptic curves of embedding
degree 4 and 6 over finite fields Fom and F3m are employed. The pairing values lie
in prime-order subgroups of orders dividing ¢ + v/2¢ + 1 and ¢ + /3¢ + 1 (where
qg=2"or ¢g=3m) of F34 and Fgﬁm, respectively, and thus it can be beneficial to
compress these pairing values.

The remainder of the paper is organized as follows. We begin in Section 2 by
describing some cryptographic applications of our compression methods. Section 3
introduces some terminology and sets the notation that we will use throughout the
paper. Sections 4 and 5 describe our compression and exponentiation techniques for
the characteristic two and three fields. The exponentiation methods are compared
in Section 6. We make some concluding remarks in Section 7.

2. CRYPTOGRAPHIC APPLICATIONS

In this section we give some examples of cryptographic protocols where our com-
pression techniques can be beneficial.

As described in Section 1, compression is useful in Diffie-Hellman and related key
agreement protocols where the underlying group is a prime-order subgroup of the
multiplicative group of a finite field. Indeed, Koblitz [12] studied the efficiency of
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discrete logarithm protocols when the underlying group G is a subgroup of T¢(F,)
for ¢ = 3™, and where #G divides g £+ /3q + 1.

Beginning with the seminal work of Joux [11] and Boneh-Franklin [4], bilinear
pairings have been widely used to design protocols for various cryptographic tasks.
These protocols can be described using symmetric bilinear pairings e : G xG; — G
where 1 and G are groups of prime order n. A necessary condition for the security
of these protocols is that the discrete logarithm problems in G; and G should be
intractable. Such pairings can be realized by selecting GG; to be a group of points
in Fy(F,), where ¢ = 2™ and E; : Y>+Y = X3 + X + b where b € {0,1} is
a supersingular elliptic curve over F, with #E;(F,) = ¢ = /2¢ + 1. This elliptic
curve has embedding degree 4, i.e., the smallest positive integer k for which #E (F,)
divides ¢ — 1 is k = 4. Then G is the order-n subgroup of ]F;4. For example, if a
128-bit security level is desired, then one could use By /F, : Y24+Y = X3 + X with
q = 2'223 [1]. This curve has the property that #E; (F,) = 5n, where n is a 1221-bit
prime, and so Pollard’s rho method for solving the discrete logarithm problem in
G4 or G has running time approximately 261, Moreover, Coppersmith’s algorithm

[6] for solving the discrete logarithm problem in G has running time approximately
2128_

Symmetric bilinear pairings can also be realized by selecting G; to be a group of
points in E5(F,), where ¢ = 3™ and E : Y? = X3 - X 41 is a supersingular elliptic
curve over F, with #F5(F,) = ¢++1/3¢+1. This elliptic curve has embedding degree
6, and G is the order-n subgroup of Fys. For example, if a 128-bit security level is
desired, then one could use Ey/F, : Y? = X3 — X + 1 with ¢ = 359 [1]. This curve
has the property that #Es(F,) = Tn, where n is a 804-bit prime, and so Pollard’s
rho method for solving the discrete logarithm problem in GGy or G has running time
approximately 2402, Moreover, Coppersmith’s algorithm for solving the discrete
logarithm problem in G has running time approximately 2128,

In the Waters signature scheme [23], party A has a private key Z = zP and a public
key ¢ = e(P, P)*. In order to sign a message M, A first computes H = Hash(M) €
G1, where Hash is a cryptographic hash function, and chooses a random integer
r € [1,n —1]. Then A computes « = Z + rH and 8 = rP and sends (o, ()
as her signature on M. A party B accepts A’s signature on M if and only if
e(a, P) =(-e(fB, H). Our compression technique reduces the size of A’s public key
¢ by a factor of 4 or 6. More precisely, at the 128-bit security level, the size of
the public key is reduced from 4892 bits to 1223 bits if F; is used, or from 4841
bits to 807 bits if Fy is used. In order to verify A’s signature, B can check if the
compressed value of e(a, P)e(3, —H) is equal to the compressed value of (.

Another pairing-based application is the identity-based key agreement protocol of
Scott [17]. In Scott’s protocol, party A first computes a particular pairing value
g € G, and sends P4 = ¢ to party B. Similarly, B computes the pairing value
g € G and sends Pg = g to A. Finally, both A and B compute the shared secret
P& = P4. (For details of the computations, please refer to [17].) If the symmetric
bilinear pairings described above are employed, then messages exchanged can be
compressed by factors of 4 or 6, and moreover the computations can take place over
smaller fields rather than Fg4 or Fge.
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3. PRELIMINARIES AND NOTATION

Let g be a prime power, and let I, denote a finite field with g elements. Let n be a
prime such that ged(n,q) = 1, and let k be the smallest positive integer such that
¢* =1 (mod n). Then F,» has a multiplicative subgroup of order n which cannot
be embedded in the multiplicative group of any extension field Fy: for 1 <14 < k.
For such a triple (g, k,n) we denote the multiplicative group of order n by p, and
call k the embedding degree of p,, over F,.

Let g € Fx and let s be a positive divisor of k. We assume that g is not contained

in any proper subfield of Fyx. The conjugates of g over Fys are g; = gqis for
0 <i < k/s. The trace of g over Fys is the sum of the conjugates of g over Fys, i.e.,

E_1q
(3.1) Try(g) = Y 9i € Fye.
i=0
The minimal polynomial of g over Fys is the monic polynomial
!
(3.2) fo.s(x) = H (x —gi).
i=0

Note that f, s(z) € Fys[z]. When s = 1 we simply use Tr(g) and f,(z) by abuse of
notation. Also, we will assume that the conjugates of g over s are well defined
for any integer i by setting gi = g mod k/s-

We fix some notation for finite field operations that will be used in the remainder
of the paper. We will denote by A;,a;,C;, F;, I;, S;, M; and m; the operations of
addition, addition by 1 or 2, cubing, exponentiation by a power of the characteristic
of the field, inversion, squaring, multiplication, and multiplication by 2 in [F,: for
i =1,2,3. SR;; will denote the cost of finding a root of a degree ¢ irreducible
polynomial over F,;. We use soft-O notation O(-) as follows: a = O(b) if and only
if for some constant ¢, a = O(b(log, b)°).

4. MULTIPLICATIVE GROUPS WITH EMBEDDING DEGREE k = 4

In this section we concentrate on multiplicative groups u,, with embedding degree
k = 4 over F,,. In other words, we fix parameters (¢, n) such that ¢ is a prime power,
n is a prime, ged(q,n) = 1, ¢* =1 (mod n), and ¢ # 1 (mod n) for 1 < i < 4.
Finally, we let h be a positive integer and define t, = g+ 1 — h-n to be the trace of
i over F, with respect to the cofactor h. Throughout the rest of this section we
will assume that the cofactor h is fixed and we simply denote the trace of u,, by t,
instead of ty,.

Lemma 4.1(iii) below shows that g € p, together with its conjugates can be
uniquely represented by the pair (Tr(g), Tr(g")) of F,-elements. This already gives
us compression by a factor 2. Furthermore, we will show in Corollary 4.5 that in
characteristic two finite fields it is possible to write all the coefficients of the mini-
mal polynomial of g over F in terms of Tr(g) alone and hence achieve compression
by a factor 4.
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Lemma 4.1. Let u,, be the multiplicative subgroup of Fla of order n with embedding
degree 4, trace t, and cofactor h. Let g € u, and let g;, for i = 0,1,2,3, be the
conjugates of g over Fy. (Recall the convention that g; = g; mod a.) Then

(i) gigiv1 = gt fori=0,1,2,3.

(ii) gigiv2 =1 for i =0,1.

(iii) fo(2) = 2" — Tr(g)a® + (Tr(g") + 2)2° — Tr(g)z + 1.

Proof. (i) gigis1 = g = g! since g; is of order n and ¢ +1 — ¢ =0 (mod n).
2

(i) gigiy2 = g 1 =1 since g; is of order n and ¢+ 1 =0 (mod n).

(iii) Using (i) and (ii) gives
3

@) = [@-g9)

i=0
3
= z'- (Z 9i> a4 Z 9i9; | =% — Z 9959k | v +1
i=0 0<i<j<3 0<i<j<k<3
= o' = Tr(g)x® + (Tr(g") +2)a® — Tr(g)z + 1.
([

Suppose we fix a generator g € Fyr of i, that is p, = (g). In order to simplify the
notation we define ¢, = Tr(g*) for any integer u. Note that ¢ = k, ¢; = Tr(g) and
Cu = Cy mod n- Moreover, if char(F,) = p then ¢,, = ¢&. In particular, cq, = c,.

Lemma 4.2. Let p, = (g) be the multiplicative subgroup of IE‘;4 of order n with
embedding degree k = 4 and trace t. Then for all integers u and v we have

(i) cu = C—y.

(“) CuCy = Cytv + Cy—p + Cuto(t—1) + Cotu(t—1)-

Proof. (i) This follows from Lemma 4.1(ii).
(ii) By Lemma 4.1(i) and (ii) it follows that

CuCy (go + g7 +92 +93)(98’+gi’+g§+9§)

= Zg”” + Zgl 9l + Zgz 9o + Zgz 943

3

3
= Cutot Z 970 (grg) + Y 9T (g gte) + Y gV gt
=0 =0

3
= Cytot ng”“‘” + Zg?*” + 3 gyt
=0 =0 =0
= Cuytv t Cutu(t—1) T Cu—v + Coqu(t—1)-
(]

Theorem 4.3. Let u, = (g) be the multiplicative subgroup of IE‘;4 of order n with
embedding degree 4 and trace t. Then for all integers u and v we have

(41) Cy4v = CyCy — Cufv(ct'u + 2) + Cyu—20Cy — Cy—3u-
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Proof. First start with

cuCo = (g0 +97 +95 +93)(90 +97 +95 +95)

3 3
=  Cu+v —|—ZZQ;LQ}-}

i=0 j=0
j#

= Cu+v+zzg glg]

=0 j=0
J#i

= Cupo—t Z 947 (gt + gl%5 + 1), by Lemma 4.1(i) and (i)

3

(42) = Cyitov + Cy—v T Cu—vCiv — Zg gz+1 + gz+2)
=0

Then observe that
43 Zgu vgfil — Zgu u;]fv

(4.4) = ngu_%qu since gt =¢* +q=q—1 (mod n)
i=0

and
Zgu vgfi2 Zgu v ;tv

(4.5) = Zggu_%)_qv, sincet=¢+1 (mod n).
i=0

Substituting (4.3) and (4.5) into (4.2) we obtain
(4.6) CuCy = Cytp + Cuy—n + Cy—yCtyy — (C(u_gv)+qv + C(u_gv)_qv).
Now, let v’ = u — 2v,v’ = qu. Then
w4+ (t—1)=(u—20)+¢v=u—3v (modn),
vV4u(t—1)=qu+ (u—2v)g=q(u—v) (mod n),

and using Lemma 4.2 (ii) with «/,v" gives

Clu—2v)+qu + Clu—2v)—qv = Cu—20vCqv — (Cu73'u + Cq(ufv))
(47) = Cy—20Cy — (Cu—3v + Cu—v)~
Finally, (4.6) and (4.7) completes the proof. O

4.1. Characteristic two finite fields. Let r be a positive integer, and let ¢ =
22r+1 ¢ — 497+l The values of r for which ¢ + 1 —t = hn and n is prime lead
to a multiplicative subgroup p,, of IE‘;‘4 of prime order n with embedding degree 4.
Throughout this section we fix h,n,q,t and p, = (g) in this way, and also write
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¢y = Tr(g*). In particular, the following recursive relations follow from Theorem 4.3
and by noting that the characteristic of Iy is 2.

Corollary 4.4. Let u, be the multiplicative subgroup of Fea with embedding degree
4 and trace t. Then for all integers u and v we have
(Z) Cytv = CyCy + Cu—vcfj + Cy—20Cy + Cy—30-

(ii) cou = 2.

Corollary 4.5. Let u, be the multiplicative subgroup of IF:;4 with embedding degree
4 and trace t. Let fqu(x) be the minimal polynomial of g* € p, over F,. Then

fye(x) = 2* + cya® + cha® + cyz + 1.
Proof. The proof follows from Lemma 4.1(iii) and Corollary 4.4(ii). O

4.2. An exponentiation algorithm in p,. Corollary 4.5 shows that the element
g" € p, can be represented uniquely (up to conjugation) by its trace ¢,. Our
next objective is to develop an efficient method for computing ¢, given ¢; and
a; this is the exponentiation operation in u,. We define s1 = [c_1,¢o,c1,02] =
[c1,0,¢1,c?] to be the initial state. For a given state s, = [cy_2, Cu_1, Cu, Cur1] With
u > 1, if we can efficiently compute the states o, = [C2u—2, Cou—1, Cou, Cou+1] and
S2u+1 = [C2u—15 Caus C2ut1, Caut2) then we immediately have an efficient double-and-
add algorithm for computing ¢, given ¢; and a.

Theorem 4.6. Let u,, = (g) be the multiplicative subgroup of IF:}; with embedding
degree 4 and trace t. Let ¢, = Tr(g"),

cic ¢g 0 0 Coy—3 (Cu+cu2)®+co icf
A= 0 ¢ c1 O X — Cou—1 y — (Cus1 + Cu—1)2 + 0305

0 1 Cﬁ 1 ’ Coy+1 ’ (Cu + Cu+1)261

1 Cﬁ 1 0 Coyu+3 (Cu—l + Cu)zcl
Then

(i) A is invertible and AX =Y.
(ii) If c1 is given then A and A~ can be efficiently computed.
(Z“) Coy—1 = Ci% ((Cu+1 + Cy + Cu—1 + Cu72)2 + (Cu + Cufl)Z(Cﬁ + C%)) .

(7,1}) Cout+1 = Coy—1 —+ é ((Cu+1 + Cu—1)2 + Cicﬁ).

Proof. (i) Noting that the characteristic of I, is 2, we can show that the determinant
of A is equal to c§+2. Hence A is invertible if and only if ¢; # 0. In fact, ¢;
is never zero as otherwise the minimal polynomial f,(z) = z* +1 = (z + 1)*
is not irreducible. This proves the first part. For the second part we combine
the four equations obtained from Corollary 4.4 with the following (u,v) values:
(2u —3,-1), (2u — 2,—1), (2u — 1, 1), (2u, —1), and also note that ¢z, = 2.

(ii) The proof follows from part (i) and from the definition of A.

(iii) The inner product of the second row of A~!, denoted A~1[2], and Y is equal
to cay_1. In fact, we can show that A='[2] = [1/¢iT1 1/¢171,0,1/¢4] and

_ 1
A2y = T ((Cu+1 4 Cu A+ Cu1 F cu2)? + (cu +cu1)?(ch + cf)) .
1
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(iv) The proof is similar to the proof of part (iii) and follows from the fact that
A7) = [/t (ef + 1) /e, 0,1/¢f]. 0

The formulas for ¢g,—1 and cgy 11 in Theorem 4.6 yield Algorithm 1 for exponenti-
ation in .

Algorithm 1 Computing ¢,
Input: ¢; and a
Output: ¢,

. V4 ;
1: Write a = >, a;2" where a; € {0,1} and ay = 1
2
2t 8y = [Cu—2acu—1vcuvcu+1] — [61,0,61,01]
3 my — 1/c’i"’1 and mo «— 1/¢;
4: for ¢ from ¢ — 1 down to 0 do
. 2 2/ 2
5: cou—1 — my ((Cut1 + Cu + cum1 + cu—2)? + (cu + cu—1)?(ch + ¢2))
6: Coq Cz
2, 2.t
7: Coutt1 — Cou—1+ma ((Cug1 + cum1)? + )
8: if a; =1 then
2
9: Cou+2 < Cyiq
10: Su — [C2u—1, Cous C2ut1, C2ut2]
11: else
12: Coy—9 Ci—l
13: Su — [C2u—2, Cou—1, C2u, Cou+t1)

14: end if
15: end for
16: Return (c,)

Remark 4.7. Algorithm 1 can be used to compute ¢4, given ¢, and b as follows.
We set ¢j = ¢, and the initial state becomes s = [¢'_,ch, ], ch] = [ca,0, ca, 2]
With input ¢} and b, Algorithm 1 outputs ¢}, = cap.

Since the cost of addition is negligible in finite fields of characteristic 2, we will
ignore addition costs in the performance analysis of the algorithms in this section.

If ¢ is positive then the cost of Algorithm 1 is:
Precomputation (steps 2 and 3): 1Fy + 111 + 1M + 15;.

Main loop (steps 4-15): (4My + 451)¢.

If ¢ is negative then we can compute m; in step 3 as m; = cllt‘mg and replace ¢}
in step 5 and step 7 by m‘;l. The cost of the algorithm is then the same as in the

case where t is positive.

We note that Algorithm 1 has built-in resistance to side-channel analysis attacks
because the same types of operations are executed whether the bit a; of the exponent
is 1 or 0.
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4.3. Other algorithms for exponentiation with compressed elements. Al-
gorithm 1 worked directly with the factor-4 compressed elements. In this section,
we describe four algorithms for computing ¢4, given ¢, and b. The first algorithm
partially decompresses ¢, to an element ¢, € F,2, and then uses the LUC method
for exponentiating in this representation. The second algorithm decompresses c,
to an element in Fg4, and then employs a standard window-NAF exponentiation
method. The third and fourth methods use the Brouwer-Pellikaan-Verheul idea (cf.
Appendix A.2) by using minimal polynomials over Fg> and I, respectively. The
five exponentiation algorithms are compared in Section 6.

First, we prove the following.

Lemma 4.8. Let pu, = (g) be the multiplicative subgroup of Fra with embedding
degree 4, trace t, and cofactor h. Let ¢,, = Tr(g") and &, = Tro(g"). Then {¢,,cl}
is the set of roots of the polynomial fyu(z) = 2% + cyz + .

Proof. Since g has order n and ¢+ 1=t (mod n) and ¢> = —1 (mod n), we have
(—Cu)(z— &) = (2= (9" +9"T))(z = (g"7+ g"0")) = 2% + cuz + ¢!, = fyu(z). O

4.3.1. An algorithm based on the LUC cryptosystem. We first describe an algorithm
to compute ¢, given ¢; and a. The idea of the algorithm is as follows. Let di = 1.
Suppose we know an element in the set {¢;, czl} If ¢, is known then we will compute
Cq, and if dy is known then we will compute d,. In both cases, we can determine
Cq, :6a+5g :Ja+dg'

Now, by Lemma 4.8 one can determine {517621} from c¢; by finding the roots of
the polynomial fg(x) =22+ +cin F,2. By the argument in the previous
paragraph, we may assume without loss of generality that ¢; is known. Note that
the minimal polynomial of g over Fy2 is fy2(z) = 2 + ¢z + 1, and for all integers
u and v we have the following recursive relation (see [21] or Appendix A.1):

Cutv = CyCy — Cy—v-

In particular, since the characteristic of the field is 2, we have ¢, = &2 and Coy1 =
Cus1Cu+C1. Thus, if we define s, = [y, Cyy1], then s1 = [¢1, 3], 20 = [¢2, Cut1Cu+
¢1), and Sau41 = [Cut1Cu + C1,Cayq). This leads to the double-and-add algorithm
described in Algorithm 2. We note that Algorithm 2 can be used to compute cgp
given ¢, and b (cf. Remark 4.7).

If t is positive then the cost of Algorithm 2 is:
Precomputation (steps 2 and 3): 1Fy + 155 + 1SRy 1.
Main loop (steps 4—13): (1Ma + 153)¢.

Step 14: 1F5.

The analysis also holds if ¢ is negative, except that an extra inversion in I is needed
while computing ¢} = (1/¢1)* in step 2.
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Algorithm 2 Computing ¢, based on the LUC cryptosystem
Input: ¢; and a
Output: ¢,

1: Write a = Zf:o a;2" where a; € {0,1} and a, =1

2: €1 « a root of the polynomial 2% + c;z + cﬁ, ¢ €Fgp
3 Sy = [6U75u+1] «— [51,6%]

4: for i from ¢ — 1 down to 0 do

5:  Coytl < Cut1Cy +C1
6
7
8
9

if a; =1 then
~ ~2
Cou42 < Cyq1
Sy [62u+1702u+2]

else
10: Coy “— Ei
11: Sy [621“ 62u+1]
12: end if
13: end for

14: Return (¢, + ¢%)

4.3.2. Decompressing and direct exponentiation in p, (Algorithm DDE). Given ¢,
and an ¢-bit integer b, in order to compute ¢y, we will decompress ¢, to g% (or to
one of its conjugates over F,). Then we will compute g® (up to conjugation over
F,). Finally, summing the four conjugates of g® over F, gives cqp.

In order to decompress ¢, we first construct the polynomial fga (r) = 2%+ cox + ¢,
(see Lemma 4.8) over F, and find a root in Fg2; without loss of generality, suppose
that this root is ¢,. Next we construct the minimal polynomial of g* over Fg2, i.e.,
fge2(z) = 2% + ¢,z 4+ 1 and find a root of fya o(z) in Fya. Hence we obtain g or
one of its conjugates over [Fy. If ¢ is positive the decompression can be achieved at
a cost of 1F1 + 1SRy 1+ 1SRy 5. An extra inversion in F, is needed if ¢ is negative.

Now, to exponentiate g* € u,, (or one of its conjugates over Fy) to the power b, one

first determines the width-w NAF representation of b, i.e., b = Zf;o b;2! where ¢ €
{0—1,0}, by # 0, each b; is odd, |b;| < 2*~!, and at most one of any w consecutive
digits is nonzero. The width-w NAF representation of b contains on average £/(w +
1) nonzero digits (see [14] for properties of width-w NAF representations). After
precomputing and storing elements g; = ¢g* for i € {£1,£3,£5...,+£2¥"1 — 1}
one can compute g%’ at an average cost of £ squarings and ¢ /(w+1) multiplications
in Fy4. Finally, we note that using Karatsuba’s technique multiplying two elements
in Fy« can be accomplished with 9 multiplications in Iy, and that squaring in
can be performed at a cost of 45;. Note that by choosing a suitable polynomial
for the extension g4 /F,, we may ignore the costs of polynomial reductions in the
extension field arithmetic.

Hence, the expected cost of computing cqp is 1Fy + 1SR + 1SR 2 + (451 +

ﬁMl)f + 3F, if t is positive. If ¢ is negative there is an extra cost of 117.
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4.3.3. Direct exponentiation in p, without decompressing (Algorithm BPV-I). This
algorithm is based on the idea of Brouwer, Pellikaan and Verheul (see [5] or Ap-
pendix A.2). Suppose ¢, and an ¢-bit integer b are given. By Lemma 4.8, we can
determine the minimal polynomial of g¢ or g*? over F2 at a cost of 1F7 + 1SRy ;
when t is positive. If ¢ is negative we need an extra inversion in F,. Without loss of
generality let’s assume that we know fye o(z) = 2?+¢,2+1. That is, we have a copy
of Fyu = Fp2[x]/(fge 2(x)) and next we compute z° modulo fa o(z) using width-w
NAF exponentiation. Since (112 +79)? = (76, )z + (78 + 1), the squaring step can
be achieved at a cost of 1M5 4 255. Using Karatsuba’s technique, multiplying two
elements in Fya = Fp2[z]/(fge 2(x)) can be accomplished at a cost of 4M5. There-
fore, computing 2° = wz +wo, w; € F 2 costs (1M +252) + ﬁMg)ﬂ. Finally,
we compute cqp = Tr(z?) = Tr(Tra(wiz) + Tra(wg)) = Tr(w1éq) = w1éq + (w1E,)9.
Hence, the total cost of the algorithm is 1Fy +1F5 + 1Mo+ 1SRs 1 + (1 M2+2S52) +

ﬁMg)f + 1F,.

4.3.4. Direct exponentiation in i, without decompressing (Algorithm BPV-II). The
idea of the algorithm is similar to Algorithm BPV-I, except that we work with a
minimal polynomial over F, instead of Fg.. Given ¢, and b, we first determine
foo(z) = 2" + cou® + cha? + c,x + 1 at a cost of 1Fy if ¢ is positive, and 1F; + 113
if t is negative. Now, we have a copy of Fya = Fy[z]/(f4e()) and next we compute
2° modulo fy«(z) using width-w NAF exponentiation. Since 8 = (¢ + ¢,)2® +
(B4 2+ 2+ 1)a? + (T + 3+ co)x + (¢f + ¢2) modulo fye(z), and (7323 +
rx? + T+ 70)2 = T§x6 + 722:v4 + lex2 + Tg, computing x’ (and hence computing
cap = Tr(z?)) costs at least 1Fy + (6M; + 455)¢.

5. MULTIPLICATIVE GROUPS WITH EMBEDDING DEGREE k = 6

In this section we concentrate on multiplicative groups u,, with embedding degree
k = 6 over F,,. In other words, we fix parameters (¢, n) such that ¢ is a prime power,
n is a prime, ged(q,n) = 1, ¢°® = 1 (mod n), and ¢* # 1 (mod n) for 1 < i < 6.
Finally, we let h be a positive integer and define t, = g+ 1 — h-n to be the trace of
in, over F, with respect to the cofactor h. Throughout the rest of this section we
will assume that the cofactor h is fixed and we simply denote the trace of u, by ¢,
instead of ty,.

Lemma 5.2(iv) below shows that g € p,, together with its conjugates can be uniquely
represented by the triple (Tr(g), Tr(g%), Tr(g?)) of F,-elements. In fact, it is easy
to show that Tr(g?) can be written in terms of Tr(g) and Tr(g). This already gives
us compression by a factor of 3 . Furthermore, first proven by Shirase et al. [19],
Corollary 5.6 shows that in characteristic three finite fields it is possible to write
all the coefficients of the minimal polynomial of g over F, in terms of Tr(g) alone
and hence achieve compression by a factor of 6.

Remark 5.1. Barreto and Naehrig [3, Section 3] suggested that pairing values
for the asymmetric pairing derived from Barreto-Naehrig (BN) elliptic curves can
be compressed to one-sixth of their length. BN pairing values lie in the subgroup
tn C Fpio where n = n(z) = 362* +362° + 1822 + 62+ 1, p = p(x) = 362 4 362> +
2472 + 62 + 1, and = € Z such that n(z) and p(x) are prime. Their compression
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method identifies the elements of the subgroup s, of Fys (where ¢ = p?) with their
traces over IFy. In fact, given ¢ = p? and n as above, one can writet =q¢+1—h-n
where ¢ is the trace of the corresponding BN curve over F,, p 1 ¢, and show that
itn, has embedding degree 6 over I, with trace ¢t. However, as one can see from
Lemma 5.2, Tr(g) does not suffice to identify an element g € u, uniquely up to
its conjugates over IFy. Hence, it is possible that there are collisions for the trace
function. That is, there may exist elements hq, hy € p, C Fzﬁ such that Ay and ho
are not conjugates of each other over Fy and Tr(hqy) = Tr(hs), in which case the
Barreto-Naehrig compression method fails. We searched for collisions in the case
x e {-41,-15,-7,-3,-2,—1,1,5,6,7,20} and discovered one when z = 6 (where
n = 55117 and ¢ = (55333)?). In Appendix B we list one BN and eight BN-like sets
of parameters (p,n,T,g,u,v) such that n | (p* — p? + 1), w, = (g) is the order-n
subgroup of Fys, and (g*, g*) is a collision with colliding value 7" = Tr(g") = Tr(g").

Lemma 5.2. Let p, be the multiplicative subgroup of IFZG of order n with embedding
degree 6, trace t, and cofactor h. Let g € u, and let g;, for i = 0,1,...,5, be the
conjugates of g over Fy. (Recall the convention that g; = g; mod 6-) Then

(Z) 9igi+1 = gf fO’f’i =0,1,...,5.

(’LZ) 9ig9i+2 = Gi+1 fO?” 1= 0, 5. ..,5.

(iii) g;givs = 1 fori=10,1,2.

(iv) fy(x) = 2° — Tr(g)a® + (Tr(g") + Tr(g) + 3)z* — (Tr(g®) + 2Tr(g) + 2)a3 +
(Tr(g") + Tr(g) + 3)z* — Tr(g)z + 1.

Proof. (i) gigi1 = g2t = g! since g; is of order n and ¢ +1 — ¢ =0 (mod n).
2

(i) gigity2 = g 1 = g1 since g; is of order n and ¢2 + 1 =g¢ (mod n).
3

(iii) gigiys = g7 7' =1 since g; is of order n and ¢* +1 =0 (mod n) .

(iv) By Lemma 5.2 (4i) we can write

5

@) = T -9

=0

5
% — <Z gi) z° + Z 9i9; | «* = Z 9i9i9x | «°
i=0

0<i<j<5 0<i<j<k<5

5
+1 > g xz—(Zm)xH.
=0

0<i<j<5

Moreover, by (i), (ii), and (iii) we have

5 5 3
Z 9i9; = Zgigi-H + Zgi9i+2 + Zgigi-‘r?)
0<i<j<5 i=0 i=0 i=0
5 5 3
= ng+zgi+1 +Zl
=0 =0 i=0

= Tr(g") + Tr(g) +3
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and

5 2 5 1

Z 9i9i9k = Zgi9i+1gi+2 + Z Z 9i9i+395 + Zgigi+29i+4
0<i<j<k<5 i=0 i=0 j=0 i=0
j#i,i+3  (mod 6)
5 5
= D ghat2) gi+2
i=0 §=0

which completes the proof. O

Suppose we fix a generator g € Fyr of ju,,, that is p, = (g). In order to simplify the
notation we define ¢,, = Tr(g*) for any integer u. Note that ¢ = k, ¢; = Tr(g) and
Cu = Cy mod n- Moreover, if char(Fy) = p then ¢,, = ¢&. In particular, cq, = cy.

Lemma 5.3. Let p, = (g) be the multiplicative subgroup of F;‘G of order n with
embedding degree 6 and trace t. Then for all integers u and v we have

(i) ¢y = C—y.-

(“) CuCy = Cytv + Cu—v + Cyqu(t—1) + Cotu(t—1) T Cuto(t—2) T Cotu(t—2)-
Proof. (i) This follows from Lemma 5.2 (iii).
(ii) First note that

CuCy = (98+91‘+9§ +95 + 95 +95)(90 + 91 + 95+ 95+ 94+ 95)

5 5
Z gD gt + ) 9iale
=0 1=0
5 5
- Z Gigls Y G Y 9 G
=0 =0 =0

Observing the equations below with the help of Lemma 5.2(i), (ii) and (iii)
5

5

) v +v(t—1
> glgl = E 9 (giglh) = > gt vlt-1),
1=0

=0

5 5

) — +o(t—2
Y otele = Zg’ *(979042) Zg“ gt =y g,
=0 =0
5
> gl = Zg "9V 9tss) Zgé‘*“v
=0 1=0
5

+u(t—2

Y giata = nggiﬁrz Zg” =
1=0 3

5

5
> gl = Zgzgz+1—zg”+“(t Y
=0

=0
leads us to the result. O

Theorem 5.4. Let p, = (g) be the multiplicative subgroup of Fio of order n with
embedding degree 6 and trace t. Then for all integers u and v we have

Cu+v = CuCy — (cuf'u + cuf?)v)(ct'u + Cy + 3) + Cu72v(20v + Coy + 2) + Cu—4vCy — Cy—5v-



FACTOR-4 AND 6 COMPRESSION OF CYCLOTOMIC SUBGROUPS

Proof. First we start with

CuCy = (g€+91“+g£‘+g§+92+9§)(96+gi’+g§+g§+gi+9§)
5 5
SIS 9 W
i=0 j=0
i
- CU+U+ZZQ gzgj
i=0 j=0
i

= Cyqo+ Zg (G +alls+ 90+ 905+ 1)

= Cy+o + Cyu—v T Cu—vCiv + Cyu—vCy

(Zg (9181 + 9850+ gits + 91-5—4))
(Zg (97 + 972 + 9i4s + gz+4)> :

Now, since

Zg“ Yot = Z g~ by Lemma 5.2(i)

= cq4(u71})+q5tv7 SINCE Cqqy, = Cy

= Cqu—20, by Lemma 5.3(i) and ¢*=—q (mod n),

Zgu Ugfiz = Zgu vttt , by Lemma 5.2(i)

= Clu—3v)+qu Since ¢*t = ¢ —2 (mod n),

Zgu Ygits = ngwﬂgw, by Lemma 5.2(i)
i=0
= Clu—20)—qu Since ¢ = =1 (mod n),
5
Zgu Ygity = Zg?_v+q4tv, by Lemma 5.2(i)
=0

= Cy—2qv;, by Lemma 5.3(i) and ¢'t=—-2¢+1 (mod n),
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5

5
>0 TGl = gl T, by Lemma 5.2()
i=0 i=0

= Clu—2v)+qu SiNCE *=q—1 (modn),

5 5
3
Zg?ﬂ’ghs = ng‘“‘q Y, by Lemma 5.2(i)
i=0 i=0
= C(u—2v) Since ¢ =-1 (mod n),
and
5 5 .\
Zg?*”gl’?H = Zgé“”” Y, by Lemma 5.2(i)
i=0 i=0
= C(u—v)—qv Since ¢*=—q (mod n),
we have
(51) CyCy = Cytv T+ Cu—nv + Cyu—vCto + Cu—nCy

_(Cqu—Qv + Cu—3v)+qv + Clu—2v)—qv + Cu—2qv)
_(Cu + Clu—2v)+qu + cy—20 + C(u—v)—qv)'

In order to eliminate some of the terms in equation 5.1 let us use Lemma 5.3(ii)
with «/ = u — 2v, and v' = quv. By noting that

Cy' = Cy, SINCE Cgy = Cy,
Cu' v’ = c(u—2v)+qvv
Cu'—v' = C(u—2v)—qu>
= since q(t —1)=¢*=¢—1 (mod n)

Cu/ 4o’ (t—1) Clu—3v)+quv> q =q =q n),
Cu'4v'(t—2) = Clu—3v),
Co'gul(t—1) = Cu—v, sincet —1=g¢q (mod n)and cqy = cy,
Co'tu/(t—2) =  Cq(g(u—v)—(u—2v))> since Cqu = Cy

= C(u—v)—qu, by Lemma 5.3(i),

we can rewrite (5.1) as
(52) CuCy = Cyto Tt 2Cy—y + Cy—uCiy + Cy—uCy

_(Cqu72v + Cy—2qu + Cy + Cu72v)

*(Cu—Qva - Cu—3v)~
By replacing v by —v in (5.2) we obtain another equation and summing this with
(5.2) gives

Cu+3v - QCucv - 3(Cu+v + Cu—v) - (Ctv + Cv)(cu-‘rv + Cu—v) + 2Cu +
Cy (Cu+2v + Cu72'u) + (Cu+2v + Cu72'u) — Cy—3v + Cqu—2v +

(53) Cyu—2qu + Cqu+2v + Cu+2qu-
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Also, using Lemma 5.3(ii) with ' = u, and v/ = 2v and noting that
Cugv/(t—1) = Cu—2qu, since (t—1)=gq (mod n),
Cuto'(t-2) = Cq(u+2(g—1)v)
= Cqu—20, Since ¢y = ¢, and ¢> = ¢ —1 (mod n),
Co'du/(t—1) = Couiqu, Sincet —1=gq (mod n),
Colgul(t—2) = Cq(2v—(qg—1)u), SINCE Cqy = Cy;,
= Cut2qus ?—q=1 (modn),

we can rewrite (5.3) as

Cu+3v = QCqu - 3(Cu+v + Cu—v) - (Ctv + Cv)(cu+v + Cu—v) + 2Cu +

(54) Cv(cu+2v + Cu—2v) — Cy—3v + CuC2y-

Finally, using (5.4) with v’ = u — 2v and v’ = v results in
Cytv = CyCy — (Cu—v + Cu—3v)(ctv + Cy + 3) + Cu—2v(2cv + C2p + 2) + Cu—4vCvy — Cy—5uv,

as required. O

5.1. Characteristic three finite fields. This section follows along the same lines
as Section 4.1. Let r be a positive integer, and let ¢ = 32"+!, ¢ = £37+1. The values
of r for which ¢ +1 — ¢t = hn and n is prime lead to a multiplicative subgroup .,
of Fre of prime order n with embedding degree 6. Throughout this section we fix
h,n,q,t and u, = (g) in this way, and also write ¢, = Tr(g*). In particular, the
following recursive relations follow from Theorem 5.4 and Lemma 5.3(ii), and by
noting that the characteristic of F, is 3.

Corollary 5.5. Let u, be the multiplicative subgroup of IFZG with embedding degree
6 and trace t. Then for all integers u and v we have

(i) cau = €2 + ¢y + ¢,

(”) Cutv = CyCy — (Cu—v + Cu—31))(cfj + Cv) + Cu—2v(cg + Cz + 2) + Cu—4vCy — Cyu—5v-

Corollary 5.6. Let u,, be the multiplicative subgroup of Fzﬁ with embedding degree
6 and trace t. Let fqu(x) be the minimal polynomial of g* € p, over F,. Then

fou (@) = 2% — e, 2® + (¢!, + cu)at — (2 +c, +2)2® + (¢, + eu)z? — cuz + 1.
Proof. The proof follows from Lemma 5.2(iv) and Corollary 5.5(1). O

5.2. An exponentiation algorithm in pu,. Corollary 5.6 shows that the ele-
ment ¢g* can be represented uniquely (up to conjugation) by its trace c¢,. Sim-
ilarly as in Section 5.2, our aim is to develop an efficient method to compute
¢q given ¢; and a. We define s; = [c_1,¢,c1,C2,c3,¢4] to be the initial state.
For a given state s, = [Cy—2,Cu—1, Cus Cut1s Cut2s Cuts] With u > 1, if we can effi-
ciently compute the states sg,, = [c2u—2, C2u—1, C2u; C2ut1, C2ut2, Couts) and Soyuq1 =
[Co2u—1; Cous Cout1, Cout2s Couts, Couta) then we immediately have an efficient double-
and-add algorithm for computing ¢, given ¢; and a.
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Theorem 5.7. Let p, = (g) be the multiplicative subgroup of Fio with embedding
degree 6 and trace t. Let ¢, = Tr(g"), Cip = c1 + ¢, Cipo = S+ +2,
M = (ch(c3 + T +2(ch +1) +2(ct +¢1 + 1), and

1 Cl,t Cl,t 1 0 0 Coy—3
0 1 Cip  Cig 1 0 Cou—1
0 0 1 Ciy Ci: 1 Cou+1
A = ' : , X = ,
c1 Ciptp c1 0 0 O Couts
0 a Cii2 < 0 0 Cout5
0 0 €1 Cite a 0 Cou+7

(cout2 + cau—2)c1 + c2uCrt2
(Couta + cau)c1 + cout2C1 12
v - (caut6 + Caut2)cr + c2444C1 12
(cou + cou—2)C1,1 + Couta + Cou—a
(cout2 + c2u)C1 ¢ + Couya + Cou—2
(C2uta + c2u12)C1 ¢ + Coute + Cou

Then

(i) A is invertible and AX =Y.

(ii) If ¢y is given then A and A=Y can be efficiently computed.

(ii) cou—1 = M(c3+2c34+2c1+ciT, c2,0,2(3 +ct) +er1+1,2(cF+c T +¢1),261)Y .
(i) caus1 = M(2¢3,2¢3,0,¢1,2¢t + i+ ep +1,61)Y.

(v) Cours = M(c}, 3 +2¢3+2c1+ci,0,2¢1, 2(cF+cTH) +¢1), 2(E +-ch) +e1 +1)Y.

Proof. (i) Noting that the characteristic of Fy is 3 and using Corollary 5.5(i), we can
show that determinant of A is equal to (¢; —1)?**2(cy —1). Hence A is invertible if
and only if ¢; # 1 and ¢o # 1. In fact we can show that ¢; # 1 and ¢y # 1 as follows.
If c; = 1 then fy(z) =a% —a25+ 22 — 23+ 22 —x+ 1= (2 + o+ 1)(2® —z+1)?,
and if co = 1 then f,(x) = (22 +1)(z* —c123 + (c1+ ¢} —1)2? — 12+ 1). Both cases
contradict the irreducibility of the minimal polynomial f;(x) over F,. This proves
that A is invertible. Now, combining the six equations obtained from Corollary 5.5
with the following (u, v) values: (2u—3, —1), (2u—2, —1), (2u—1, —1), (2u, —1), (2u+
1,-1), (2u + 2, —1) and using Corollary 5.5(i) proves that AX =Y.

(ii) The proof follows from part (i) and from the definition of A.

(iii) A computation in Maple shows that the second row of A=1 is equal to A71[2] =
(A +203 4201 + T, ¢2,0,2(c3 + ¢b) + e1 +1,2(cF + ¢T1) + c1), 2¢1). The rest
follows as cgy—1 = A7'[2]Y from part (i).

(iv) We compute A71[3] = L (2c2,2¢2,0,¢1,2¢t + i + ¢1 + 1,¢1) and conclude
from coy 41 = A71[3]Y.

(v) We compute A~1[4] = (e}, ¢§ +2c2 +2¢1 +c4 11,0, 2¢1,2(2 + T +-¢1), 2(3 +
c!) +c¢1 + 1) and conclude from cg, 13 = A7L[4]Y. O

The formulas for coy—1, Coyt1, C2uts in Theorem 5.7 yield Algorithm 3 for exponen-
tiation in py,.

Remark 5.8. Algorithm 3 can be used to compute ¢y, given ¢, and b as follows.
We replace ¢ = ¢, and the initial state becomes s = [/, ¢, ch,¢h,ch, 4] =
[Ca7 07 Ca,s Oa,t,Qv

3, Cz)t’2 + Cop2+ C(tz,t,z]- With input ¢} and b, Algorithm 3 outputs ¢, = cqp.

a
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Algorithm 3 Computing ¢,
Input: ¢; and a

Output: ¢,
1: Write a = Zf:o a;2" where a; € {0,1} and a, =1
2: 02 — C%, Ct — Cf{H
3: Cip—c1+c,Cria—Cotc +2
4 g Crpotcor+1l,ca — G+t
5 Sy = [Cu—27 Cu—15 Cuy Cut1y Cut2, Cu+3} — [Cla 0’0170270?704]
6: M« (ci(c3+Cr+2(ch +1)) +2(c3+ 1 +1)7 ¢
7: for ¢ from ¢ — 1 down to 0 do
8  Cou—a — Ch_gt+ Cu—at g, cou0— 2y Feyuo1 + g,

10:

11:
12:

13:
14:
15:
16:
17:
18:
19:

Cou = Cop + Cu €l Cougr  Coyy F Cugt + Clyys
Couta — Coyo + Cuta + ¢hyo, Coute — Chyz+ Cuys + ¢ y3
Y1 — (caut2 + cau—2)c1 + c2,C1 2,
Y2 « (cauta + c2u)c1 + c2us2C1t 2,
Yy — (cou + cou—2)C1t + Couta + Cou—a,
Ys « (Cout2 + c2u)Cht + Couta + C2u—2,
Ys — (Couta + c2ut2)C1t + Coute + Cou
Cou—1 — M((c3 +2(Cy + c1) + C)Y1 + CoYa + (2(Ca2 + ) + 1 + 1)Yy+
(2(Cy + Cy) + 1) Y5 + 2¢1Y5)
Coy+1 < M(ZCQ(H + Yg) + C1(Y21 + Y6) + (203 +Ci+c1 + 1)Y5)
Couts — M(CoY1 + (¢} +2(Co + 1) + Cy) Yo + 21 Y+
(2(C2 + Cy) 4+ 1))Ys + (2(Co + ¢}) + e1 + 1)Y5)
if a; =1 then
Sy [0211,71; C2uy C2u+15 C2u+25 C2u+3, 02u+4]
else
Su [CQu—z, Cou—15 C2uy C2u+1, C2u+2, Czu+3]
end if
end for
Return (c,)

If ¢ is positive then the cost of Algorithm 3 is:

Precomputation (steps 2-6): 9A; +4ay + 1Cy + 1Fy + I + 2M; + 2my + 25.

Main loop (steps 7-18): (53A1 + 3a1 + 6F; + 23M; + 10m, + 651)~.

If ¢ is negative it can be seen that two extra inversions are needed in the precom-
putation, and 6/ extra inversions are needed in the main loop.

We note that Algorithm 3 has built-in resistance to side-channel analysis attacks
as the same types of operations are executed whether the bit a; of the exponent is
1 or 0.

5.3. Other algorithms for exponentiation with compressed elements. Al-
gorithm 3 worked directly with the factor-6 compressed elements. In this section,
we describe five algorithms for computing ¢, given ¢, and b. The first algorithm
partially decompresses c, to an element ¢, € Fys, and then uses the LUC method
for exponentiating in this representation. The second algorithm decompresses c,
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to an element in Fg, and then employs a standard window-NAF exponentiation
method. The third, fourth and fifth methods use the Brouwer-Pellikaan-Verheul
idea (cf. Appendix A.2) by using minimal polynomials over F2, Fgs and Fg, re-
spectively. The seven exponentiation algorithms including XTRg [19] are compared
in Section 6.

First, we prove the following.

Lemma 5.9. Let pu, = {(g) be the multiplicative subgroup of ]F;‘6 with embedding
degree 6 and trace t. Also, let c, = Tr(g") and &, = Trs(g*). Then {é,,¢1,e0 } is
the set of roots of the polynomial fgu(z) = 2® —cyz?+ (cy+cl)x— (2 +ct, —2¢,+2).

Proof. Let dy, = & and é, = & . Since g has order n and ¢ + 1 = ¢ (mod n) and

¢®> = —1 (mod n), we can rewrite the minimal polynomial of g* over F, as

5

@ = [@-g)@=-g")][@- g™ @ -] [@=g")@-g")
= (2?2 —CGur+1)(2® —dyx + 1) (2% — e,z + 1)

= 25 — c,2® + (Cudy + duby + Eufy)xt — (204 + Cudyfy)z® +

(Cudy + dyby + E484)% — cyr + 1.

Comparing the coefficients of this polynomial with the coefficients of fyu«(x) as given
in Corollary 5.6 we get

~ ~ t
Culdy + dy€y + Cuéy = cu+c,

Cudyby = 4 —2c,+2.

The proof then follows because

(x—&)(x—dy) (@ —&y) = a°— (Cy+dy+Eu)x?+ (Cudy + duby + E48y)z —

(Cudy + duly + o)
= 2% —cyx? +(cu +c)x— (2 + ) —2c, +2)

fg" (z).

We will also need the following lemma which was proven in [19].

Lemma 5.10. Let p, = (g) be the multiplicative subgroup of IFZG with embedding
degree 6 and trace t. Also, let ¢, = Tr(g") and &, = Tra(g™). Then {¢y, ¢} is the
set of roots of the polynomial fou(z) = 2 — c,x + ct,.
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5.3.1. An algorithm based on the LUC cryptosystem. We will describe a ternary
exponentiation algorithm to compute ¢, given c¢; and a. The idea of the algorithm

2
is as follows. Suppose we know an element in the set {¢1,¢f, ¢l }. If ¢; is known
2
then we will compute ¢, if ¢{ is known then we will compute ¢Z, and if ¢] is known

then we will compute 532. In all three cases, we can determine ¢, = ¢, + ¢ + 632 =
~, ~, ~ 2 ~n2 ~n2 ~n2 2
(@) (@) =+ @)+ ()

By Lemma 5.9 we can determine {¢y, ¢}, E'{z} based on ¢; by finding the roots of the
polynomial fy(z) = 2 —c122 4 (c1 +¢)z — (3 4+, —2¢1 4+-2). From our argument in
the previous paragraph, we may assume without loss of generality that ¢; is known.
Note that the minimal polynomial of g over Fys is f, 3(z) = 2 — ¢z +1, and for all
integers u and v we have the following recursive relation (see [21] or Appendix A.1):

(5.5) Cuto = Culy — Cu—n.

Moreover, it was shown in [18] that the following equations can be deduced from
(5.5).

(5.6) Gsu = 0
- I .
(5.7) Cu—1 = 5%771(0271 +616,)
- 1 3 <s3 <
(5.8) Cu—1 = 5%771((0:1)’ +E1)8, — Epr)
- 1 3 <s3 <
(5.9) Gup1 = m—(E+a)E —a )
ci—1
- | o
(5.10) C3yu+1 = =5 1 (C?Hrl + clcz).
ci—1

We now describe how to obtain ¢, given ¢; and a; to the author’s knowledge this
exponentiation method was first presented in [18] to compute Lucas sequences.

We will assume that a is written in signed ternary notation, i.e., a = Zf:o a;3
0) _

where a; € {-1,0,1} and ay = 1 First, define two states: sy’ = [Cy, Cyt1] and
s = [€u—1,Cu). The algorithm will start with the state sgl) = [¢o, ¢1] = [2, 1],

and exactly one of the two states, sq(f )

of the algorithm.

,J = 0,1, will be active during the execution

If j = 0 in the ith step of the algorithm, then 51(?) is active and we will compute €3,

based on (5.6) and compute one of 3,1 Or C3,+1 based on (5.8) or (5.10). In this

case, if a; = 0 then we set 5 = 0 (i.e., 59 remains active) and s (€30, Caut1l];

ifa; =1 weset j=1(ie,, sq(}) becomes active) and sSj) — [C3u, C3u+1]; and if

a; =—1 weset j =0 (i.e., s\ remains active) and s — (€3, Caut1]-

If j = 1 in the ith step of the algorithm, then sg) is active and we will compute é3,,

based on (5.6) and compute one of ¢3,_1 or ¢s,41 based on (5.7) or (5.9). In this
case, if a; = 0 then we set j =1 (i.e., sq(f) remains active) and sff) — [C3u—1, C3u]; if
a; =1weset j =1 (ie., s$ remains active) and sP) — [C3u, Caur1]; and if a; = —1

we set j =0 (i.e., ' becomes active) and s [C3u—1, C3u)-
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At the end of this procedure we obtain ¢, from one of the active states 5510) =
[€a, Cat1] OT s,(ll) = [€4—1,Cq), as required. The exponentiation method is summa-

rized in Algorithm 4.

If ¢ is positive then the cost of Algorithm 4 is:

Precomputation (steps 2—4): 2A14+2a1+1A3+1C3+1F1 +111+2m1+151+1SR3 1.
Main loop (steps 5-36): (1A5 + 2C5 + 2M5 + 1mg)L.

Step 87: 2A3 + 2F3

The analysis also holds if ¢ is negative.

5.3.2. Decompressing and direct exponentiation in p, (Algorithm DDE). Given c,
and an integer b, in order to compute ¢, we will first decompress ¢, to g* or one
of its conjugates over F,. Then we will compute g (up to conjugation over F,)
by working directly in Fge. Finally, summing the six conjugates of g gives cqp.

In order to decompress g* we first construct the polynomial fya(z) = 2° — c,a2 +
(co + )z — (2 + ¢!, — 2¢, +2) (see Lemma 5.9) over F, and find a root in Fs;
without loss of generality, suppose that this root is ¢,. Next we construct the
minimal polynomial of g% over Fs, i.e., fga 3(x) = 22 — ¢,z + 1 and find a root of
fga.3(x) in Fye. Hence we obtain g* or one of its conjugates over Fy. If ¢ is positive
the decompression can be achieved at a cost of 441 + lay + 1Fy + 151 + 2mq +
1SR31 + 1SR, 3 if t is positive. An extra inversion in F, is needed if ¢ is negative.

Now, to exponentiate g* € u, (or one of its conjugates over Fy) to the power b, one
first determines the width-w radiz-8 NAF representation of b, i.e., b = Zf:o b; 3!
where by > 0, each b; is nonzero modulo 3, and |b;] < (3% — 1)/2. The width-w
radix-3 NAF representation of b contains on average 2/(2w + 1) nonzero digits (see
[22] for more details on width-w radix-3 NAF representations). After precomputing
and storing some elements one can compute ¢*° at an average cost of [ cubings and
21/(2w + 1) multiplications in Fs. Using Karatsuba’s technique, multiplying two
elements in Fys can be accomplished with 18 multiplications in F,. Cubing in u,
can be performed at a cost of 6C;. Note that by choosing a suitable polynomial
for the extension Fys/F,, we may ignore the costs of polynomial reductions in the
extension field arithmetic.

Hence, if ¢ is positive, the average cost of computing cup is 441 + 1la; + 1F; + 157 +
2my + 1SR31 + 1SR 3 + (6C + %Ml)é + 6F; + 5Ag. There is an extra cost
of 11; if ¢ is negative.

5.3.3. Direct exponentiation in w, without decompressing (Algorithm BPV-I). This
algorithm is based on the idea of Brouwer, Pellikaan and Verheul (see [5] or Appen-
dix A.2). Suppose ¢, and an integer b = Zf:o b;3! in width-w radix-3 representation
is given. By Lemma 5.10, we can determine, {4, dq}, the set of traces of ¢ and
g? over Fp2. Then the set of minimal polynomials of g* and g*¢ over F,. are
fgao(x) =23 —Eua® + &2 — 1 and fyea o(2) = 2% — d,2? + dlz — 1. Without loss of
generality let’s assume that we know fge o(2) (which can be computed at a cost of
1Fy +1F>+1m; + 1SRy ;). That is, we have a copy of Fye = Fy2[x]/(fge 2(x)) and
next we compute 2 modulo fge 2(2) using width-w radix-3 NAF exponentiation.
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Algorithm 4 Computing ¢, based on the LUC cryptosystem
Input: ¢; and a
Output: ¢,

1: Write a = Zf:o a;3" where a; € {—1,0,1} and a; = 1
2. C—1/(c? —1)
3: & « a root of the polynomial 23 — c;2? + (¢ + cl)z — (2 + ¢} +¢1 +2)
4: é — E? + ¢
5: j —1
6: s = [u_1,u] — [2,E1]
7: for ¢ from ¢ — 1 down to 0 do
8: C3y “— E?L
9: if j =0 then
10: {s&o) = [€u, Cut1] is active}
11: if a; = —1 then
12: au_1 — C(CE — &) {see (5.8)}
13: SELJ) — [53u71763u]
14: else if a; = 0 then
15: Cut1 — C(6i+1 + 5162) {see (5.10)}
16: S&J) — [Egu,53u+1}
17: else if a; = 1 then
18: C3ut1 — C(éi-&-l + 515%) {see (5.10)}
19: 71
20: SSLJ) — [53u563u+1}
21: end if
22: else
23: {5&1) = [Cy—1,Cy] is active}
24: if a; = —1 then
25: Cau_1 — C(E _| +¢1¢8) {see (5.7)}
26: 70
27: s9) — [C3u—1,C3u)
28: else if a; = 0 then
29: Cau_1 «— C(E_, +¢,8) {see (5.7)}
30: SELj) «— [Egu_l,égu]
31 else if a; = 1 then
32: Caup1 — C(CB — & _ ) {( see 5.9)}
33: s9) — (€305 C3ut1]
34: end if
35: end if
36: end for

37: Return (G, + &% + &%)

Since (re2? 4+ 11z + 79)% = T32% 4+ 723 + 7§ each cubing (modulo fye o(x)) can
be achieved at a cost of 445 + 3Cy + 5Ms. Using Karatsuba’s technique, we can
show that multiplying two elements in Fye = Fj2[x]/(fge 2(x)) can be accomplished
at a cost of 11M5. Therefore, computing ¥ = woz? + wix + wo, w; € Fg2, costs
(445 4+ 3Cy + 5M5 + %MQ)E. Now, cap = Tr(z®) = Tr(wea?® + wiw + wy) =
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Tr(waTra(2?) + w1 Tra(z)). Also note that Tra(z) = é,, and Tra(z?) = ¢2 + &

follows from x3 = ¢,2? — 2z + 1 in Fye = F2[2]/(fge 2(x)). Hence, we can write

Cab = W1Cq + (W180)7 + w2(E) + &) + (wa (2 + &))"

and the expected cost of computing c¢qp is 1F7 +1Fo+1my + 1SRy 1 + (4A2+3C +

SMs + gy M2)l + (2Ma + 2F3).

5.3.4. Direct exponentiation in p, without decompressing (Algorithm BPV-II). The
idea of the algorithm is similar to Algorithm BPV-I except that we work with a min-
imal polynomial over Fs instead of F2. Suppose ¢, and an integer b = Zf:o b;3% in
width-w radix-3 representation is given. By Lemma 5.9, we can determine the set of
minimal polynomials of g%¢" for i = 0,1, 2. Without loss of generality let’s assume
that we know fge 3(x) = 22 —¢,x+1 (which can be computed at a cost of 44, +1a;+
1Fy + 181 4+2m1 +1SR3 ;). That is, we have a copy of Fye = Fys[x]/(fge 3(x)) and
next we compute z¥ modulo fge3(2) using width-w radix-3 NAF exponentiation.
Since (T1z 4+ 79)% = 79(¢2 — 1)z + (¢477 + 73) modulo fye 3(z), the cubing step can
be achieved at a cost of 141+ 1a; +2C354+2M;3+1mg3. Using Karatsuba’s technique,
we can show that multiplying two elements in Fye = Fys[z]/(fse,3(x)) can be ac-
complished at a cost of 4M3. Therefore, computing x° = w4+ wo, w; € Fys, costs
(141 4+ 1a; +2C54+2M3 + 1ms + ﬁMg)ﬁ. Hence, the expected cost of comput-
ing cqp = Tr(x%) = Tr(wir + wo) = Tr(wy Tra(x) + Trs(wo)) = Tr(wiéq + 2wg) =
W1Cq + (wléa)q + (wléa)qz is 4A1 +1lay + 1F; + 157 +2mq + 1SR3,1 + (1A1 +1la; +
203 + 2M3 + 1m3 + @J%UM?,)K + 2A3 + 2F3 + 1M3

5.3.5. Direct exponentiation in u, without decompressing (Algorithm BPV-III).
The idea of the algorithm is similar to Algorithm BPV-I and BPV-II except that
we work with a minimal polynomial over F, instead of Fg2 or Fgs. Given ¢, and
b = Zf:o b;3" in width-w radix-3 representation, we first determine fzo(z) =
28 — cox® + (b + co)zt — (2 + ¢t + 2)23 + (¢!, + ca)r? — cqx + 1 at a cost of
2A1 4+ 1lay + 1F; + 151 +2m; when ¢ is positive. An extra inversion in Fy is needed
if t is negative. Now, we have a copy of Fye = F¢[x]/(f4e(2)), and next we compute
2% modulo fya (z) using width-w radix-3 NAF exponentiation. Since (15z° +742* +
7328 + 1t + w4+ 719)2 = 32 + 1322 + 132% + 1525 + 723 + 73, cubing modulo
fge () costs at least 6C1 4+20M;. Moreover, using Karatsuba’s technique, multiply-
ing two elements in F 6 appears to require at least 18M; in IF,. Hence computing
cab = Tr(2") costs at least 2A; +1ay +1F; + 151 +2mi +(6C1 +20M; + 5055y My L.

6. COMPARISONS

6.1. Factor-4 compression. We compare the running times of the five exponen-
tiation algorithms presented in Section 4. We let ¢ = 2?"*! and assume in our
comparisons that the trace ¢ is positive. If ¢ is negative then there is an extra cost
of 177 in the precomputation steps of all algorithms except for Algorithm 1. We
first analyze the costs SRy ; and SRy 2. Recall that SRy ; is the cost of finding a
root of the irreducible polynomial f(z) = 22+ cz + ¢ for some ¢ € Fy, and SRy 5 is
the cost of finding a root of the irreducible polynomial f(z) = 2%+ cx + 1 for some
c € Fg2. Shoup [20] showed that if a square-free degree-m polynomial over [,
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where p is a small prime, is known to factor into d distinct irreducible same-degree
polynomials over IF,,i, then the factorization of that polynomial can be obtained at
a cost of O(m(dl)?) Fi-operations. Therefore, we may set SRy1 = O(8(log, ¢)?)

F 2-operations, and SRy 2 = O(32(log, q)?) F«-operations.

TABLE 6.1. Comparison of exponentiation algorithms for factor-4
compression. The exponent is an ¢-bit integer.

’ Algorithms \ Precomputation \ Main Loop

Algorithm 2

1F; + 1Sy + ].SRQJ

(IM; + 15,)0 + 1P,

DDE (Section 4.3.2)

1F1 +1SR21 + 1SR

(451 + M)l +4Fy

BPV-I (Section 4.3.3)

1F, +1F + 1SR271

(1M + 285 + oy M)l + 1Fy

BPV-II (Section 4.3.4)

1Fy

> (6M7 + 452)¢

We can conclude from Table 6.1 that Algorithm DDE (for w > 3) is the fastest
algorithm if the precomputations are done in advance (which is the case if the base
is fixed). Otherwise, Algorithm 1 is the fastest one.

To be more concrete, we list the expected running times of the five exponentiation
algorithms in a particular setting in Table 6.2. For the 128-bit security level, we
let ¢ = 2'2%% and t = 2512, Then ¢+ 1 — t = 5n where n is a 1221-bit prime. We
will ignore the costs F;, .S; and, using Karatsuba’s technique, assume My = 3M;.
We also select w = 3.

TABLE 6.2. Comparison of exponentiation algorithms for factor-
4 compression at the 128-bit security level. The exponent is an
1221-bit integer.

Algorithms Multiplication cost for general | Multiplication cost for fixed
bases bases

Algorithm 1 11, + 4885M, 4884 M,

Algorithm 2 1SR2 1 + 3663M; 3663 M7

DDE (Section 4.3.2) | 18Ry + 1SRy + 2747M, 2747 M,

BPV-I (Section 4.3.3) | 1SRy + 7326 M, 7326 M,

BPV-II (Section 4.3.4) | > 7326, > 7326 M,

6.2. Factor-6 compression. We compare the running times of the six algorithms
presented in Section 5 and the XTR3 [19] algorithm. We let ¢ = 32" ! and assume
in our comparisons that the trace ¢ is positive. If ¢ is negative then there is an
extra cost of 2I; in the precomputation, and extra cost of 61; for each iteration in
the main loop of Algorithm 3. The analysis of Algorithm 4 remains the same, and
for the other algorithms there is an extra cost of 1/; in the precomputation steps
when t is negative.

We first analyze the costs SRy 1, SRz 3 and SR3 ;. Similarly as in Section 6.1,
using Shoup’s method [20] we may let SR5; = O(27(log, ¢)?) Fs-operations.

Now, we will consider SRy ; and SRy 3, and see that these costs are negligible
comparing to SR3 1. Recall that SR ; is the cost of finding a root of the irreducible
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polynomial f(z) = 22 — cx + ¢ over F,. The roots of this polynomial are 2(c +

V2 1 2¢t). Since f(x) is irreducible over F,, C' = ¢* 4 2¢' must be a quadratic
non-residue in F,. Moreover, since ¢ = 3 (mod 4), —1 is a quadratic non-residue in
F,. Therefore, —C'is a quadratic residue in [F; and finding a root of f (x) reduces to
finding a square root of —C' in F,. Namely, the roots of f(x) are 2(c +v/—Cy/—1)
and also note that v/—C = (—C)*T and v/—1 € F,2. Barreto et al. [2] observed
that

r—1
g+1 2vi
T_G;(z&) +1

and that computing
q+1 r—1/02vi\ 3
(o) = ((02)21:0 (3%) ) (—C)

can be achieved at a cost of 1.51+4(|log, |+ HW (1)) M;. Therefore, after computing
v/—1 € F,2 we can compute a root of f(z) in Fq2 at a cost of 1mg + 1M3 + 151 +
(|logyr] + HW(r) + 1)M;. Hence, we may set 1SRo1 = 1mg + 1M3 + 157 +
(|logy ] + HW (r) 4+ 1)M;. Similarly, we can show 1SR 3 = 1mg + 1Mg + 153 +
(|logy (3r+1)] + HW (3r + 1) + 1) M3.

TABLE 6.3. Comparison of exponentiation algorithms for factor-6
compression. The exponent is an ¢-bit integer.

‘ Algorithms

| Precomputation

| Main Loop

Algorithm 3

9A; + 4a; + 1Cy + 1Fy +
Il + 2]\/{1 + 2777,1 + 251

(53A1 +3(11 +6F1 +23]\/[1 +107’TL1 +6Sl)[

Algorithm 4

2141 + 2@1 + 1A3 -+ 103 +
1F + 1 + 2my + 151 +
1SR3,1

(1A3 + 203 + 2]\/[3 + 1m3)(10g3 2)( +
2A3 + 2F3

DDE (Section 5.3.2)

4A1 + la; + 1F; + 151 +
27)’1/1 + 1SR3>1 + 1SR213

BPV-I (Section 5.3.3)

1F +1F5 + 1mq + 1SR271

(A 1305 150 52 M) (logs )0+
(2M; + 2F,)

BPV-II (Section 5.3.4)

4A) 4+ lay + 1F, + 15, +
2my + 1SR3

(1141 + 1(1,1 + 203 + 2]\/[3 + 17’)’1,3 +
2 M3)(logs 2)0 4 243 + 2F5 + 2Ms

(2w+1)
BPV-III (Section 5.3.5) | 241+ 1lay+1F +151+2my | > (6C1 + 20M; + 520, M) (log, 2)0
XTRs ([19]) 1SRy, (8M)?

If the base is fixed and precomputations are done in advance, then the dominating
cost of Algorithm 4 is (7.57M;)¢ (note that using Karatsuba’s technique we have
M3 ~ 6M7). Moreover, if w > 2 then Algorithm DDE becomes faster than Algo-
rithm 4. For example, if w = 3, then the dominating cost of Algorithm DDE is
(3.24M7)¢ and we gain a 59% speed up over XTRs.

If the base is not fixed, then including precomputations in our estimates show that
Algorithm BPV-I is the fastest one among the algorithms presented in Section 5.
In this case, Algorithm BPV-I has dominating cost (15.41M7)l (note that using
Karatsuba’s technique we have My & 3M7), and X TRy is 48% faster than Algorithm
BPV-I.

To be more concrete, we list the expected running times of the seven exponentiation
algorithms in a particular setting in Table 6.4. For the 128-bit security level, we let
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g = 3% and t = 3%%%. Then ¢+ 1 —t = 7n where n is an 804-bit prime. We will
ignore the costs A;, a;, C;, F;, m; and, using Karatsuba’s technique, assume My =
3My, M3z = 6M; and Mg = 18M;. We also assume S; = M;, and select w = 3.
Note that r = 254, [logy 7| = 8, |log, (3r+1)] =9, HW (r) =7, HW (3r + 1) = 8,
and 1SR271 = 20M1 and 1SR2,3 = 132M1.

TABLE 6.4. Comparison of exponentiation algorithms for factor-
6 compression at the 128-bit security level. The exponent is an
804-bit integer.

Algorithms Multiplication cost for general | Multiplication cost for fixed
bases bases

Algorithm 3 Iy + 23320M; 23316 My

Algorithm 4 11; + 6088M7 + 1SR3 1 6087 M,

DDE (Section 5.3.2) | 2741M; + 1SR, 2608M;

BPV-I (Section 5.3.3) 12417M, 12397 M,

BPV-II (Section 5.3.4) | 9578M; + 1SR3 1 9577 M,

BPV-III (Section 5.3.5) | > 12755M; > 12754 M,

XTRs ([19]) 6452 M, 6432M,

7. CONCLUDING REMARKS

We have shown how to compress, by a factor of 4, pairing values of the commonly-
used symmetric bilinear pairings over characteristic two fields, and also further
explored compressing pairing values of symmetric bilinear pairings over character-
istic three fields, by a factor of 6. We have shown how one can exponentiate using
the compressed pairing values. Our exponentiation algorithms are reasonably ef-
ficient. In particular, if the base is fixed then we achieve a 59% speed up over
the fastest previously known algorithm XTRg3 for the factor-6 compression case.
Finding more efficient algorithms would be desirable. It would also be interesting
to interpret our compression results in the context of algebraic tori.
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APPENDIX A. PREVIOUS WORK ON COMPRESSION FACTORS 2,3 AND 6

A.1. Compression factor 2 (LUC cryptosystem). Let u,, = (g) be the mul-
tiplicative subgroup of Frs of order n = ¢+ 1. Let ¢, = Tr(g*) be the trace of g*
over Fy, and fgu(z) the minimal polynomial of g* over F,. It was observed in [21]
that fyu(z) = 2% — ¢, + 1 and the following recursive relation holds for all integers
u and v:

Cytv = CyCy — Cy—v-
In particular, cg,, = c,% —cp = ci —2 and coy4+1 = Cut1Cu — €1, Whence given a state
Su = [Cu, Cus1] OnE can compute so, and sg,41. This observation leads to an efficient
double-and-add algorithm for computing ¢, given ¢, and b (see also Remark 4.7).
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The cost of the algorithm is log, b steps, each step costing 1 multiplication and 1
squaring in IFy.

A.2. Compression factor 3 (LUCKY cryptosystem). Let u, = (g) be the
multiplicative subgroup of IF;B of order n = p?> — p + 1. Brouwer, Pellikaan and
Verheul [5] obtained a compression factor 3 by identifying elements of p,, with the
coefficients of their minimal polynomials over F,. In particular, each element g®
can be uniquely identified (up to conjugation over F,,) with a pair (¢,, d,) € Fp, xF).
They also presented an algorithm (see Sections 3.3 and 5 in [5]) to compute (cqp, dap)
given (cq,d,) and an integer b. The algorithm is as follows. Given (cq,d,) we
first construct the minimal polynomial of g* over [F, and adjoin a root p, of this
polynomial to FF,, thus obtaining a copy of IF,,s. Next, we can raise p, to the power
b and determine the minimal polynomial of p% over F,. From the coefficients of
this polynomial we can determine (cap, dap), as required.

A.3. Compression factor 3 (XTR cryptosystem). Let p = 2 (mod 3) be a
prime and u, = (g) the multiplicative subgroup of F;G of order n = p® —p + 1.
Let ¢, = Tr(g") be the trace of g* over F2, and fyu(x) the minimal polynomial
of g over F2. It was observed in [13] that fyu(z) = 2® — ¢,2? + fz — 1 and the
following recursive relation holds for all integers v and v:

Cu4v = CyCy — cgcu + Cy—20-

In particular, it was shown in [13] that given a state s, = [cy—1,Cy,Cyut1] OnE
can compute sg, and s9,4+1. This observation leads to an efficient double-and-add
algorithm for computing ¢, given ¢, and b.

A.4. Compression factor 6 (XTRj3 cryptosystem). Let ¢ = 3*" ™! and u,, =
(g9) the multiplicative subgroup of F}s of order n = ¢ — /3¢ + 1. Let ¢, = Tr(g")
be the trace of g* over F,. It was observed in [19] that given ¢, one can efficiently
compute the trace ¢, of g* over Fp2 up to conjugation over F,. Now, given c,
and b, one can first compute ¢,, then compute ¢, using an algorithm analogous
to that of XTR, and finally obtain ¢, = Cqp + égb. The overall cost is 8logy b +
|logy 7| + HW (r) + 2 multiplications in F,, where HW(-) denotes the Hamming
weight function.

APPENDIX B. NON-UNIQUENESS OF FACTOR-6 COMPRESSION

We list some parameters (p,n, T, g,u,v) where p > 3 and n are prime, n | (p* —
p? +1), and if pu,, = (g) is the subgroup of F}s (where ¢ = p?) of embedding degree
6 over [Fy, then the trace function Tr : p,, — IF; has collisions with collision value
T = Tr(g") = Tr(g"), where g* and ¢g¥ are not conjugates over F,. In fact, the first
example corresponds to the parameter of a BN curve (see Remark 5.1 and [3]). The
subgroups p, in examples (2)—(5) can be realized as the images of pairing functions
defined on elliptic curves over ), having embedding degree 12; these elliptic curves
are not BN curves. On the other hand, the subgroups p, in examples (6)—(9)
cannot be realized as the image of pairing functions defined on elliptic curves over
F, since n is not in the Hasse interval [(\/p — 1), (\/p + 1)%.
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(1) (55333,55117,45541, g, 2583, 6758) where
F, = Fylz]/(2> +2),
Fuo = Fy[w]/(w® + 518942 + 9346),
g = (56382 + 51877T)w’ + (132972 + 52777)w? + (209242 + 25318)w? +
(129912 + 51370)w? + (120142 + 15762)w + 155702 + 33355.
(2) (113,97,46, g,20,29) where
=TF,[2]/(2* + 101z + 3),
o = Fylw]/(wb + 1122),
g = (T7z + 47w’ + (292 + 36)w? + (522 + 24)w? + (582 + 14)w? + (70z +
19)w + 35z + 49.

(1
Iy
Fq

(3) (297457,296941, 170970, g, 42243, 120695) where
Fy =TFpl2]/(* +5),
Fyo = Fy[w]/(wb + 226781z + 185746),
g = (162822 + 114368)w® + (2648072 + 131493)w* + (528662 + 175278)w? +
(1532542 + 81017)w? + (555212 + 87692)w + 27500z + 23791.

(4) (757363, 758053, 147442, g, 195883, 532217) where
Fy =Fplz]/(2* + 1),
Fyo = F,[w]/(wS + 5385522 + 38070),
g = (1558902 + 54538)w" + (5930652 + 407753 )w? + (4218312 4 252766 )w® +
(2607482 + 405992)w? + (4262932 + 142508)w + 2406152 + 248519.

(5) (758743, 758053, 181973, g, 26808, 304248) where
Fg =TFp[2]/(2* + 1),
Fgo = Fyw]/(w® + 205464z + 531602),
g = (6447492+587471) w5+ (1521112+593113)w? + (2184992 +561168)w’ +
(6052982 + 638869)w? + (6346952 + 684366)w + 6676162 + 318403.

(6) (107873,100333, 108362 + 78750, g, 6775, 11682) where
Fy =Fpl2]/(2* +3),
Fyo = Fy[w]/(wb + 70681z 4 104404),
g = (749002 + 35768)w® + (672882 + 57726)w* + (1072422 + 94650)w> +
(316292 + 3630)w? + (873412 + 35135)w + 64176z + 45731.

(7) (107873,100333,97037z + 78750, g, 14995, 20801) where
Fy =TFpl2]/(2* +3),
Fyo = Fglw]/(w® + 70681z + 104404),
g = (716802 + 68567)w® + (995912 + 66980)w? + (349442 + 30340)w? +
(81642 + 61554)w? + (293132 + 44640)w + 331372 + 62160.

(8) (147347,135193, 56095z + 80249, g, 4989, 12193) where
Fy =Fpl2]/(2* + 1),
Fyo = Fylw]/(w® + 76671z + 35636),
g = (1204692 + 82203)w® + (776342 + 4734)w* + (1272892 + 74128)w? +
(1063062 + 13444)w? + (829832 + 115891)w + 34710z + 136734.
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(9) (147347135193, 91252z + 80249, g, 3676, 12104) where
Fy =Fpl2]/ (2 +1),
Fyo = Fy[w]/(wS + 76671z + 35636),
g = (1138342 + 48691)w® + (872842 + 70855)w? + (855682 + 73528)w? +
(1027122 + 53673)w? + (135372 + 46246)w + 1053052 + 14472,
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