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Abstract: This paper presents a method that can discover effectively the modification of sensitive data in database by using
one—way hash algorithm that cannot be deduced inversely,because it is difficult to detect the illegal revision of sensitive data.The
dual inspection approach is adopted through checking client and server for better detection effect.The MDS5 algorithm,a one—way
hash algorithm,is improved availably by adding a hidden ‘antibody’ factor to the algorithm for withstanding cribber’s exhaustion
search.The paper mainly describes the principle of this method based on the improved MDS5 algorithm and how to realize it in
the application system.Applied results demonstrate that this method has highly sensitive to intentional tampering and outstanding
detection performance for data tamper detection.
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public interface BetterMDS5 {
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public class MD5Shop {
public String* md5Shop(String* record) {
String data=StringUtil.getData(record ) ; /5> B 5
BetterMD5 bmdS=new BetterMD5();
String hash1=bmd5.betterMD5(bmd5.recToMsg(data) ) ;
Return StringUtil.setHash(record ,hash1);// BEE R
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Table:Reguser Primary Key:sequence=254 Tai|
Detectingtime:2807-10-21 14:29:13

Table :Requser Primary Key:sequence=735% Tai |
Detectingtime:2807-10-21 14:31:45

Table :Reguser Primary Key:sequence=1658 T.
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