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Abstract: Considering the shortcomings of Windows system intrusion detection and the advantages of the Linux system intrusion
detection based on the sequence of the system call,a kemel-level host intrusion detection program based on the BP neural net—
work algorithm to study and classify the sequence of Windows Native API is proposed in this paper.Experiment results prove that
the sequence of Native APl can be used for intrusion detection.Windows Native API means the kernel model API,which is simi
lar to the Linux system call.The neural network is trained to learn the normal and abnormal sequence of Native APLIn the intru—
sion detection,use the trained neural network to classify the emerging Native API sequence,and find whether the intrusion happens.
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