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Abstact: In this paper an improvement to the GSM authentication protocol is proposed,which is the off —line mutual
authentication of GSM based on Elliptic Curve Cryptography and Combined Public Key (CPK) technology.The proposed protocol
utilizes asymmetric key cryptography in no need of setting up the third certificate agent,be able to resolve the problems in the
production distribution and management of the key and the validation of the certificates in great network environment.The
proposed protocol provides mutual authentication,requires less storage,avoids replay attack,consumes smaller network bandwidth,
be capable of stream key’s updating every time.
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