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Abstract. Recently, a new kind of Generalized Unbalanced Feistel Net-
work, denoted as GUFN-n, is proposed by Choy et al. at ACISP 2009.
The advantages of this structure are that it allows parallel computations
for encryption and it can provide provable security against traditional
differential and linear cryptanalysis given that the round function is bi-
jective. For this new structure, the designers also found a (2n−1)-round
impossible differential and (3n− 1)-round integral distinguisher.

In this paper, we study distinguishing attacks on GUFN-n. We find an
n2-round integral distinguisher and show that it can be simply extended
to an (n2 + n − 2)-round higher-order integral distinguisher. Moreover,
we point out that the n2-round integral distinguisher corresponds to an
n2-round truncated differential with probability 1, based on which an
impossible differential with up to (n2 +n−2)-round can be constructed.
At last, we describe a variant structure of GUFN-n, denoted as GUFN∗-
n, where the round function is F (x, K) = F (x ⊕ K). For this variant
structure, we present a new kind of n2-round non-surjective distinguisher
and use it to attack GUFN∗-n with very low data complexity.

Key Words: Generalized Unbalanced Feistel Network, Integral Distin-
guisher, Impossible Differential, Non-surjective Distinguisher

1 Introduction

For attacking block ciphers, one mainly refers to distinguishing attacks or key
recovery attacks, of which distinguishing attacks are the basis. To mount a key
recovery attack, the adversary always firstly distinguish the r-round cipher from
a random permutation, and then finish his key recovery attack on (r + r′)-round
algorithm.

Differential cryptanalysis (DC) and linear cryptanalysis (LC) are the two
most powerful known attacks on block ciphers since 1990s. For a new block cipher
algorithm, designers must guarantee that it can resist these two attacks. In [3,4],
Knudsen and Nyberg firstly presented the idea of provable security against DC
and LC. Based on the Feistel structure and the assumption of uniformly random
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and independent round keys, the upper bound of the differential (linear hull)
probability for the iterative algorithm after several rounds can be provided as a
polynomial expression of p(q), where p(q) denotes the upper bound of differential
(linear hull) probability of the round function. As long as p(q) is small enough,
the iterative algorithm can resistant against DC and LC. Since it is easy to
design round functions with good differential (linear hull) probability, choosing
which kind of structure to provide security against DC and LC becomes a hot
issue [5-10].

However, even the security against DC and LC can be proved, the algorithm
maybe suffers other attacks, such as truncated differential and higher-order dif-
ferential attacks [11,12], impossible differential attack [13], integral attack [14],
boomerang attack [15], rectangle attack [16], interpolation attack [17], algebraic
attack [18], related-key attack [19], and slide attack [20] etc. For example, consid-
ering the round numbers of the well-known byte-oriented block cipher Rijndael,
six rounds is sufficient for resisting DC and LC. However, by integral cryptanal-
ysis, one can break six, seven, even eight rounds [21,22].

Generally speaking, it is necessary to provide its security against all known
attacks for a new algorithm, but this is not sufficient, since we don’t know
whether there exists any other new distinguishers or key recovery attacks. Thus
one must give more delicate cryptanalysis combined with the speciality of the
algorithm.

At ACISP 2009, Choy et.al. proposed a new block cipher structure [23], called
“KASUMI-FO” like structure. In fact, it is a new generalized unbalanced Feistel
network [24] containing n sub-blocks, denoted as GUFN-n. The advantages of
this structure are that it allows parallel computations for encryption and it can
provide provable security against traditional differential and linear cryptanalysis
given that the round function is bijective. In the same paper, a block cipher
Four-Cell is designed as an application of the theoretical model of GUFN-4.

In this paper, we study distinguishing attacks on GUFN-n. We find an n2-
round integral distinguisher and show that it can be simply extended to an
(n2 + n − 2)-round higher-order integral distinguisher. Moreover, we point out
that the n2-round integral distinguisher corresponds to an n2-round truncated
differential with probability 1, based on which an impossible differential with up
to (n2 +n−2)-round can be constructed. At last, we describe a variant structure
of GUFN-n, denoted as GUFN∗-n, where the round function is F (x,K) = F (x⊕
K). For this structure, we present a new kind of non-surjective distinguisher and
use it to attack GUFN∗-n with very low data complexity.

One should note that the idea of non-surjective attack was firstly introduced
by Rijmen et.al [26]. It is appropriate for Feistel ciphers with non-surjective
round function and the principle is analyzing the statistical bias of some expres-
sion derived by the round function. However, the proposed non-surjective attack
in this paper is based on a non-surjective function deduced by a bijective round
function. Thus these two attacks have basic difference in essence.
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This paper is organized as follows: we begin with a brief description of GUFN-
n in Section 2, then presents an n2-round integral distinguisher and an (n2 +
n − 2)-round impossible differential distinguisher in Section 3 and Section 4,
respectively. Section 5 describes a variant structure of GUFN-n, followed by a
new n2-round non-surjective distinguisher and its corresponding key recovery
attack. Section 6 applies the non-surjective attack to a toy cipher based on
GUFN∗-4 and the Sbox of AES. Section 7 concludes this paper.

2 Description of GUFN-n
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Fig. 1. The i-th Round Transformation of GUFN-n

As shown in Fig.1, assume the input, output and round key to the i-th round
of GUFN-n is (x(i)

0 , x
(i)
1 , . . . , x

(i)
n−1) ∈ Fn

2b , (x(i+1)
0 , x

(i+1)
1 , . . . , x

(i+1)
n−1 ) ∈ Fn

2b , and
Ki = (ki, k

′
i), then the round transformation can be described as following:

(X(i)
0 , X

(i)
1 , . . . , X

(i)
n−2, X

(i)
n−1) → (X(i+1)

0 , X
(i+1)
1 , . . . , X

(i+1)
n−2 , X

(i+1)
n−1 )

where
{

X
(i+1)
l = X

(i)
l+1, l = 0, 1, . . . , n− 2

X
(i+1)
n−1 = F (X(i)

0 ,Ki)⊕X
(i)
1 ⊕X

(i)
2 ⊕ . . .⊕X

(i)
n−1

and FKi
(·) is a permutation on F2b .
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In [23], the authors showed that there exist a (2n − 1)-round impossible
differential: (0, 0, 0, . . . , α) 6→ (ψ, ψ, 0, . . . , 0), where α 6= 0, ψ 6= 0, and a (3n−1)-
round integral distinguisher:(A,C, C, . . . , C) → (C, ?, ?, . . . , ?), where A is active
in F2b , C ∈ F2b is constant.

3 n2-round Integral Distinguisher of GUFN-n

In this section, the round function FKi
(x) is seemed as a permutation polynomial

over F2b .

Proposition 1. Let the input of the i-th round of GUFN-n be (x0, x1, . . . , xn−1),
the output of the (i + n− 1)-th round be (y0, y1, . . . , yn−1). Then

{
y0 = FKi

(x0)⊕ x1 ⊕ . . .⊕ xn−1

ym = FKi+m−1(xm−1)⊕ FKi+m
(xm)⊕ xm if 1 ≤ m ≤ n− 1.

and

n−1⊕

j=0

yj = FKi+n−1(xn−1).

Proposition 1 can be verified directly by the definition of GUFN-n. Based on
this result, we can get the following proposition:

Proposition 2. Let the input to GUFN-n be (x,C1, . . . , Cn−1), and the output
of the r-round be (y(r)

0 (x), y(r)
1 (x), . . . , y(r)

n−1(x)), where r = m× n and 1 ≤ m ≤
n− 1, Then

(1) y
(m×n)
i (x) is a permutation polynomial over F2b if i = m;

(2) y
(m×n)
i (x) is a constant if i > m.

Table 1 shows the output of every n rounds of GUFN-n, where the first
column denotes the round number, C denotes some constant, and Pm(x) is a
permutation polynomial over F2b , m = 1, 2, . . . , n− 1.

Theorem 1. There is an n2-round integral distinguisher of GUFN-n:

(A,C, . . . , C) → (S0, S1, . . . , Sn−1)

where A is active, C is constant and (S0 ⊕ S1 ⊕ . . .⊕ Sn−1) is active.

Proof. Let the input of GUFN-n be (x, c1, . . . , cn−1) and the output of the
(n− 1)× n-th round be

(
y
((n−1)×n)
0 (x), y((n−1)×n)

1 (x), . . . , y((n−1)×n)
n−1 (x)

)
, then

y
((n−1)×n)
n−1 (x) is a permutation polynomial by Proposition 2.
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Table 1. Output of every n rounds of GUFN-n

0 x C C . . . C . . . C C
n P1(x) C . . . C . . . C C
...

. . .
...

...
...

(m− 1)× n Pm−1(x) C . . . C C
m× n Pm(x) . . . C C

...
. . .

...
...

(n− 2)× n Pn−2(x) C
(n− 1)× n Pn−1(x)

Assume the output of the n2-round is
(
y
(n2)
0 (x), y(n2)

1 (x), . . . , y(n2)
n−1(x)

)
, ac-

cording to Proposition 1,

y
(n2)
0 (x)⊕ y

(n2)
1 (x)⊕ . . .⊕ y

(n2)
n−1(x) = FKn2

(
y
((n−1)×n)
n−1 (x)

)
.

Since y
((n−1)×n)
n−1 (x) is a permutation polynomial, so is FKn2

(
y
((n−1)×n)
n−1 (x)

)
,

which ends the proof. ¤

Table 3 lists the 16-round integral distinguisher for GUFN-4, where Ci, 4 ≤
i ≤ 19 is constant, y, z, w, u, v is active on Fb

2, tj , 1 ≤ j ≤ 5 are some unknown
intermediate values. It can be easily verified that (t3 ⊕ t1 ⊕ y ⊕ z ⊕C16)⊕ (t4 ⊕
t3⊕ t2⊕ t1⊕ y⊕ z⊕w⊕C17)⊕ (t5⊕ t4⊕ t2⊕w⊕u⊕C18)⊕ (t5⊕u⊕ v⊕C19) =
v ⊕ C16 ⊕ C17 ⊕ C18 ⊕ C19 = v ⊕ C20.

From the idea of higher-order integral, the above n2-round integral can be
extended to (n2 + n− 2)-round higher-order integral.

Theorem 2. There is an (n2 + n− 2)-round higher-order integral distinguisher
of GUFN-n:

(A0, A1, . . . , An−2, C) → (S0, S1, . . . , Sn−1)

where (A0, A1, . . . , An−2) is active in Fn−1
2b , C is constant and (S0 ⊕ S1 ⊕ . . .⊕

Sn−1) is balanced.

4 (n2 + n − 2)-round Impossible Differential of GUFN-n

Theorem 3. The n2-round integral distinguisher corresponds to the following
truncated differential with probability 1:

(δ, 0, . . . , 0) → (δ0, δ1, . . . , δn−1)

where δ 6= 0 and δ0 ⊕ δ2 ⊕ . . .⊕ δn−1 6= 0.
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Proof. Let the input of the GUFN-n be (x, c1, c2, . . . , cn−1), after n2 rounds, the
output is (q0(x), q1(x), . . . , qn−1(x)), then according to Proposition 2, q0(x) ⊕
q1(x)⊕ . . .⊕ qn−1(x) , q(x) ∈ F2b [x] is a permutation polynomial.

Assume two inputs are (x1, c1, c2, . . . , cn−1) and (x2, c1, c2, . . . , cn−1) with
x1 6= x2, thus q(x1) 6= q(x2). Now the input difference is (δ, 0, . . . , 0) with δ =
x1 ⊕ x2 6= 0, and the output difference is (δ0, δ1, . . . , δn−1), satisfying δ0 ⊕ δ1 ⊕
. . .⊕ δn−1 = q(x1)⊕ q(x2) 6= 0. ¤

Theorem 4. There exists an (n2+n−2)-round impossible differential in GUFN-
n of the following form:

(δ, 0, . . . , 0)9n2+n−2(ψ, ψ, 0, . . . , 0)

where δ 6= 0 and ψ 6= 0.

Proof. From the encrypt direction, the n2-round differential

(δ, 0, . . . , 0) → (δ0, δ1, . . . , δn−1)

is with probability 1, where δ 6= 0 and δ0 ⊕ δ2 ⊕ . . .⊕ δn−1 6= 0.
From the decrypt direction, the (n− 2)-round differential

(0, . . . , 0, ψ, ψ) ← (ψ, ψ, 0, . . . , 0)

is with probability 1.
Since ψ ⊕ ψ = 0, as shown in Fig 2, we find a contradiction. ¤
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Fig. 2. Impossible Differential Found By Meet-in-the-middle Technique

From the proof of Theorem 4, one can easily deduce the following r-round
impossible differential

(δ, 0, . . . , 0)9r(ψ, ψ, 0, . . . , 0),

where n2 + 1 ≤ r ≤ n2 + n− 2.
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5 n2-round Non-surjective Distinguisher of GUFN∗-n

In this section, we describe a variant structure of GUFN-n, denoted as GUFN∗-n.
As shown in Fig 3, the main difference is the round function F (x,K). In GUFN∗-
n, we always assume that FK(x) = F (x ⊕ K). One can demonstrate that, for
GUFN∗-n, the provable security against differential and linear cryptanalysis can
also be provided.
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Fig. 3. The i-th Round Transformation of GUFN∗-n

If the input of GUFN∗-n is (x, c1, . . . , cn), then y
((n−2)×n)
n−1 is a constant, say

C. According to Proposition 1:

n−1⊕

j=0

y
(n2−n)
j = FKn2−n

(C) , C ′.

Thus y
(n2−n)
0 = C ′ ⊕

n−1⊕
j=1

y
(n2−n)
j .

Assume the output of n2-round is (q0(x), q1(x), . . . , qn−1(x)), from Proposi-
tion 1, we have

q0(x) = F
(
y
(n2−n)
0 ⊕Kn2−n+1

)
⊕

n−1⊕

j=1

y
(n2−n)
j ,
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Let t = y
(n2−n)
0 ⊕Kn2−n+1, then

q0(x) = F (t)⊕ t⊕Kn2+n−1 ⊕ C ′

= F (t)⊕ t⊕ C∗,

where C∗ = Kn2+n−1 ⊕ C ′ represents some unknown constant.
Let f(t) = F (t)⊕ t, define Df = {y|y = f(t), t ∈ F2b}, considering the above

fact, we have the following n2-round distinguisher:

Theorem 5. Let the input to GUFN-n be (x, c1, . . . , cn−1), where ci is constant,
and the output of the n2-th round be (q0(x), q1(x), . . . , qn−1(x)). Then there exists
some constant C∗ ∈ F2b , such that for any x ∈ F2b , q0(x)⊕ C∗ ∈ Df .

Considering the distinguisher in Theorem 5, in this situation, the input to
the (n2 +1)-th round function F is q′(x) = q0(x)⊕Kn2+1, let c∗ = C∗⊕Kn2+1,
then q′(x)⊕ c∗ = q0(x)⊕ C∗. In other words, for all x ∈ F2b , there exists some
constant c∗, s.t., q′(x)⊕ c∗ ∈ Df . Thus we could get the following theorem.

Theorem 6. Let the input to GUFN-n be (x, c1, . . . , cn−1), where ci is constant,
and the input of the (n2+1)-th round function F be q′(x). Then there exists some
constant c∗ ∈ F2b , such that for any x ∈ F2b , q′(x)⊕ c∗ ∈ Df .

One should note that if Df = F2b , f(x) is an orthormorphic permutation.
Since the number of all orthormorphic permutations is small, in general, for a
randomly chosen permutation F (x), f(x) = F (x) ⊕ x can be seen as a random
function(as the D-M construction in hash function), thus Df ( F2b . From now
on, we will call the above distinguisher the non-surjective distinguisher, since
the domain of f generated by a permutation F is only a subset of F2b .

By using the above non-surjective distinguisher, one can attack (n2 + n′)-
round GUFN∗-n by Algorithm 1, where n′ > 1.

Algorithm 1: Non-surjective Attack on GUFN∗-n
Step 1 Compute and store Df .
Step 2 Given t plaintexts (xi, c1, . . . , cn−1), obtain the corresponding

(n2 + n′)-round ciphertexts, i = 1, . . . , t.
Step 3 Guess the last (n′ − 1) round-keys rk = (rk1, rk2, . . . , rkn′−1),

decrypt the ciphertext to get the input of the (n2 + 1)-round
function F , denoted by q′rk(xi).

Step 4 For all xi in Step 2, test whether there exists some constant c∗

satisfying q′rk(xi)⊕c∗ ∈ Df . If not, the guessed round-keys rk must
be wrong.

Step 5 If necessary, repeat Step 2 ∼ Step 5 to further filter the wrong
round keys until only one left.

In order to estimate the complexity of the above attack, we need the following
two lemmas.
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Lemma 1. Given A ⊆ F2b , |A| denotes the number of different elements in A.
For a random chosen set X ⊆ F2b(|X| ≤ |A|), let p be the probability that there
exists c ∈ F2b , such that X ⊕ c = {x⊕ c|x ∈ X} ⊆ A, then

p < 2b × |A|
2b

× |A| − 1
2b − 1

× . . .× |A| − (|X| − 1)
2b − (|X| − 1)

.

Lemma 2. Let f(x) be a random function from Fq to Fq, Df = {f(x)|x ∈
Fq}, ε = E(|Df |) and σ2 = V (|Df |) be the expectation and variance of |Df |,
respectively. Then

(1) lim
q→∞

ε

q
= 1− 1

e
≈ 0.632

(2) lim
q→∞

σ2

q
=

e− 2
e2

≈ 0.097

If |X| ¿ |A|, from Lemma 1, the upper bound of p can be approximated by
2b×(|A|/2b

)|X|. This implies that, for a random chosen X ⊆ F2b , the probability
that there exists c ∈ F2b , s.t. X ⊕ c ⊆ A is very low.

When q is large, from Lemma 2, the Chebyshev Inequality [27] indicates

P (| |Df | − ε| ≤ lσ) ≥ 1− 1
l2

.

Choose q = 2b and l = 10, then for a randomly chosen f ,

P
(
0.63× 2b − 3× 2b/2 ≤ |Df | ≤ 0.63× 2b + 3× 2b/2

)
≥ 0.99.

So we can estimate with high probability that |Df | is less than 0.63×2b+3×2b/2.
Moreover, when b is large, |Df | can be approximated by 0.63× 2b.

Now we can analysis the attack complexity as follow:
First we note that when applying integral attack on GUFN∗-n, one must

choose at least a structure of all possible (x, c1, c2, . . . , cn−1), where cis are con-
stants. While for the non-surjective attack, only a fraction of them are needed.

Assume the number of chosen plaintexts as (x, c1, c2, . . . , cn−1) is t, let T
denote the set of their corresponding ciphertexts, Trk denote the set of the input
to the (n2+1)-round F function from decrypting the ciphertexts in T by guessing
the last n′ − 1 round keys rk.

The crucial step in Algorithm 1 is to check whether there exists a constant
c∗ ∈ F2b such that Trk ⊕ c∗ ⊆ Df . Assume wrong key values can pass such test
with probability Perr, then from Lemma 1,

Perr ≤ (2(n′−1)b − 1)× 2b ×
(|DF |

t

)
/

(
2b

t

)
, Pt,

thus in order to identify the right keys for the last n′ − 1 rounds, Perr must be
small enough. If b is large, and t << |DF |,

Pt ≈ 2n′b × (|DF |/2b
)t ≈ 2n′b × 0.63t.
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Let Pt ≤ 2−λ, then Perr ≤ Pt ≤ 2−λ, which indicates that the probability that
the wrong key can pass the test in Step 4 is less than 2−λ. From 2n′b × 0.63t ≤
2−λ, we get t ≥ 3

2n′b + 3
2λ, where the parameter λ is related to the successful

probability, and can be deduced by experiments.
Thus for attacking (n2 + n′)-round GUFN∗-n, the data complexity is about

3
2n′b + 3

2λ. Since one must store Df , the space complexity is about 0.63 × 2b.
As explained before, Step 4 of Algorithm 1 needs to verify whether there exists
a constant c∗ ∈ F2b , s.t. Trk ⊕ c∗ ⊆ Df for each possible rk. Assume for each
possible c∗, the time complexity for testing whether Trk ⊕ c∗ ⊆ Df is equivalent
to u encryptions, then the time complexity is about

(
3
2n′b + 3

2λ
)× (2(n′−1)b)×

0.63× 2b × u ≈ (n′b + λ)× 2n′b × u, thus a good algorithm for testing whether
one set is included in another is required.

6 Non-surjective Attack on GUFN∗-4

In this section, we design a 32-bit toy cipher based on GUFN∗-4, where the
round function F is defined by F (x, k) = S(x⊕ k) with S as the Sbox of AES.
In this case, b = 8 and |Df | = 163 ≈ 0.63× 28. We use the method in Section 5
to mount a non-surjective attack on the 18-round toy cipher.

Table 2 lists our experimental results. For each λ = 2, 4, 6, 8, 10, t denotes the
number of chosen plaintexts. We do 200 times attacks each and the successful
probability is 0.455, 0.705, 0.865, 0.925, 0.995, where the “successful” means the
adversary can uniquely recover the right 18-th round key.

Table 2. Results of Non-surjective Attack on GUFN∗-4 with AES Sbox

paramater λ chosen plaintext t = 3b + 1.5λ successful probability

2 27 0.455
4 30 0.705
6 33 0.865
8 36 0.925
10 39 0.995

7 Conclusion

This paper studies distinguishing attacks on a new kind of generalized unbal-
anced Feistel network GUFN-n. We find that there exists an n2-round integral
distinguisher, which can be easily extended to an (n2+n−2)-round higher-order
integral distinguisher. Based on the n2-round integral distinguisher, an impossi-
ble differential with up to n2 + n − 2 rounds can be constructed. These results
implies that the security of GUFN-n must be carefully re-evaluated.



11

Moreover, if the round function of GUFN-n is defined as F (x,K) = F (x⊕K),
we can present a new non-surjective distinguisher by which a key recovery attack
can be mounted. Some experimental results are given for the non-surjective
attack on a toy cipher based on GUFN∗-4 and Sbox of AES. Since our non-
surjective attack is different in essence with the one proposed by Rijmen et.al.
It is an interesting problem that whether this new non-surjective attack can be
extended to other block ciphers.
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