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Abstract: An application scenario for IPSec is to partition a network by IPSec gateways.The security requirements are imple—
mented by IPSec policies between gateways.The overlapping tunnels may lead network traffic looping and introduce policy con—
flicts.It needs policy cuts to avoid those conflicts.However the too fine policies may lead many cryptology computations.In this
paper,a distributed gateway configuring method with redundant policy,named DistIPSecR is proposed,to reduce the time—cost
computation.We have conducted simulated experiments to validate the proposed method.
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procedure DistIPsec( )
AddPolicy(P,G);
for each agent agent,
DiffusePolicy(START,,G ) ;

endfor;
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repeat
for each agent agent,

SortRelatedTunnels(A SOCTD,.) ;
CheckConflict(END,,PASS,) ;
SendAndWaitCfltInfo(k ) ;
SendAndWaitPrtAllowInfo(k )
PartitionAndDiffusePolicy(k,G ) ;
CheckConnectingRedundancy (END,,START,); /* TUAX
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)/
SendAndWaitCPSInfo(k ) ;
ResolveConnectingRedundancy( ) ;
endfor;
until no CfltInfo existed;

endprocedure
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