Computer Engineering and Applications HENMITRESNHA 2009,45(4) 89

MD4 2% % ph L DL pi

% LEBALL A0
ZHANG Dong"?,LI Meng—dong®,SHEN Wei'?

LPGZ R RS S AR, VI%E 710071

2L TR R (B4R, LR 100070

1.Department of Communication Engineering, Xidian University, Xi’an 710071, China

2.Department of Information Security, Beijing Electronic Science and Technology Institute, Beijing 100070, China
E-mail : zhangd@besti.cn

ZHANG Dong,LI Meng—dong, SHEN Wei.Near—collision of MD4 Hash function.Computer Engineering and Applications,
2009,45(4):89-92.

Abstract: Hash functions play an important role in modern cryptography,while MD4 algorithm is the basis of the Hash functions
during the development of Hash functions.Using the relevant knowledge of the differential cryptanalysis theories,the MD4

algorithm and X.Y.Wang bit flipping differential cryptanalysis are reviewed in this paper.Finally one near—collisions of MD4 is

found.Meanwhile, the differential path of the collisions and sufficient conditions that satisfy the differential path are shown.
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