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Abstract Access Control is an important technology in system security, but it is new for collaborative design. This paper provides a new
framework of multi-level access control based on hierarchical product modeling. A layered privilege model is developed to provide multi-granularity
access permissions in the part level and feature level. It implements Role-Based Extended Hierarchy Access Control(RBEHAC) model, which is
integrated with layered privilege model and common RBAC.
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