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Abstract This paper analyses the requirements of comprehensive information management system and software integration. It proposes an

extended model named ERBAC, which is based on the analysis of the shortcomings of NIST RBAC model. The extended model is applicable to the

case of having multiple and unknown objects. And the definition and an instance of the ERBAC model are described.
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) (1)USERS, ROLES, SESSION, TR, FR
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(2)TP, FP, FERM, FOS, OBS, AGENTLISTENER
@) (
)
311 (3) ROLES =TRUFR
(
) ERBAC (4) Yr e ROLES — 3tr € TR, fr ¢ FRAT = (tr, fr)
Session r tr
fr
( (5) UA < USERS x ROLES
) ( ) assigned _user(r) ={u e USER,r € ROLE | (u,r) e UA}
(6) PA = ROLES x PERM
2
3.1.2 assigned _typerole(ptr) ={tr e TR, ptr e TP | (tr, ptr) € PA} ,

assigned _ funcrole( fptr) ={fr € FR, fptr € FP | (fr, fptr) € PA}
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