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Scheme of Trust Negotiation for Web Services Based on XACML
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(Lab of Cryptography and Network Security, Xi’an University of Technology, Xi’an 710048)

Abstract Aiming at how to establish firstly among Web services, a new trust negotiation scheme for Web services based on eXtensible Access
Control Markup Language (XACML) is proposed. The trust model is constructed by using of XACML, and the description of negotiation strategies
is provided, so the trust negotiation scheme based on XACML is fully built. The end-to-end security is protected with XML encryption and
signature. The new scheme can be used to improve the security of trust among Web services and negotiation strategies.
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<Policyset>
<Target>
<Policy>
<Policy> Policyld
<PolicySet>
<Target>
<[Target>

<PolicyldReference>
urn:oasis:names:tc:xacml:2.0:server:policyid:3

</PolicyldReference>

<Policy Policyld="urn:oasis:names:tc:xacml:2.0:server:policyid:1"

<Target>

<[Target>

</Policy>

<Policy
Policyld="urn:oasis:names:tc:xacml:2.0:server:policyid:2">

<Target>

<[Target>

</Policy>

<Policy
Policyld="urn:oasis:names:tc:xacml:2.0:server:policyid:3">

<Target>

<[Target>
</Policy>
</PolicySet>

XACML
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Server:policyid:3 “* B
A R>>
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B A R~
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<?xml version="1.0" encoding="UTF-8"?>

<env:Envelope
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/">

<env:Body>

<env:Fault>

<faultcode
xmlns:ans1="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss
-wssecurity-secext-1.0.xsd">ans1:InvalidSecurity Token</faultcode>

<faultstring>Certificate validation failed</faultstring>

</env:Fault>

</env:Body>

</env:Envelope> 142
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