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Abstract Radio Frequency Identification(RFID) is researched widely and applied to various fields. However, RFID still confronts many problems
such as consumers’ security and privacy. This paper presents the advantage and deficiency of current solutions to RFID. A new encrypted
authentication approach is proposed, which employs the one-way hash function and a symmetric key. Compared with current protocols, it achieves in
distinguish ability, forward security, replay attack, and spoofing attack. As a result, the protocol can be used in low-cost, limited computation system,
and ubiquitous computing environment.
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