¥3uE ELH it B O OE 2008 £ 6 A

Vol.34 No.11 Computer Engineering June 2008
c REHA - XEHS: 1000—3428(2008)11—0166—02  CARARIREG: A FEHES, TP30L
( 071002)

Bootstrap

Intrusion Detection Method Based on Ensemble Learning

L1 Kai, CHEN Wu
(School of Mathematics and Computer, Hebei University, Baoding 071002)

Abstract Intrusion detection is a highlighted topic of network security research in recent years. Intrusion detection method based on ensemble
learning is studied by using multiple classifiers. Some classifiers are created by Bootstrap technique. To improve their diversity, clustering technique
is applied to them for choosing diverse individuals in each cluster. Then different fusion techniques are used to combine different classification
results. Experiments are conducted with intrusion detection data set and show that intrusion detection based on ensemble learning is effective.
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G_CENN
1
MLP 95.38 3.26
MLP 96.47 2.28
MLP 89.67 24.15
MLP 96.89 3.79
2 G_CENN
Hier_min 97.65 2.87
Hier_max 98.92 2.75
Hier_mean 98.31 3.02
Hier_avg 98.15 3.28
K_means 97.87 2.93
4 Majority,
Average, Decision template  Naive-bayes
G_CENN, DBNNE, Bagging  Adaboost

3 4 G_CENN, DBNNE, Bagging,
Adaboost
3 4
DR1 97.02 FP1 3.04
DR2 .92 FP2 2.7
G_CENN 9.9 >
DR3 99.04 FP3 3.27
DR4 99.17 FP4 2.56
DR1 97.29 FP1 2.85
DR2 98.14 FP2 3.16
DBNNE
DR3 97.58 FP3 3.24
DR4 98.37 FP4 3.06
DR1 97.31 FP1 281
. DR2 98.35 FP2 3.07
Bagging
DR3 97.18 FP3 3.48
DR4 99.06 FP4 3.15
DR1 97.46 FP1 257
DR2 98.53 FP2 3.43
Adaboost
DR3 98.02 FP3 3.16
DR4 98.95 FP4 297
4
DR1 98.17 DR1 80.36
G_CENN DR2 98.75 DR2 81.43
DR3 99.13 DR3 86.39
DR4 96.23 DR4 80.45
DR1 98.40 DR1 81.25
DR2 99.07 DR2 79.64
DBNNE
DR3 98.49 DR3 83.57
DR4 99.12 DR4 82.39
DR1 98.57 DR1 81.13
. DR2 99.16 DR2 80.05
Bagging
DR3 98.32 DR3 82.30
DR4 99.03 DR4 78.95
DR1 98.91 DR1 82.03
DR2 99.20 DR2 83.01
Adaboost
DR3 99.37 DR3 83.35
DR4 98.57 DR4 78.14
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Decision template, Naive-bayes
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