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Abstract: To study sinkhole attack,a light —weight method based on multipoint monitoring and acknowledge information is
proposed.Through the transmission and acknowledgement of packets between base station and sensor nodes,combined with
multipoint monitoring, the author makes the statistical analysis of the packets sent and received to detect the sinkhole attack.The
method avoids from complicated encryption and identity certification proposed in some other methods.By comparison,the reliability
of the method is relatively higher than that of multipath security mechanism .The author also examines the security probability of
the method using both theoretical analysis and simulations.
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Code executed at node_id,

On {arival of} broadcast packet

If (node_id, NOT in compromised[ |)

CreateSend( Test_Packet(Dst_ID, Packet_ID , Node_ID) )

waiting for A CK=true

for( i=1;i<Node_length;i++ )

if(wait for ACK)
if (ack node=MA Coyc(Dst_ID,Packet_ID,Node_ID))
Noai++3
else
drop false ACK;
else Nygit+;

Code executed at node_id, when ACK timer expires:

waiting for A CK=false

if(Nu<node_length*( 1-chan_Lratio) )

node_id,, report to source node loss and return

On{arrival of} compromise_fnund_node(node_id‘,m,y,,)

Add node_id.,,, to compromised| |

Send alert(compromised[ ] )
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Code executed at node id, when

forwarding message

node_L=(node_N, w—node_Nj,/node_Ny );

for(i=1 si<node_length; i++)

if(node_Ly>chan_L,;,)
Noan++3
if(Nygm>node_length/2) )

node_id,, report source node Loss and return
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