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Certificate Revocation List Scheme
Based on Partial Signature Hash Table

WANG Zheng, ZHAO Ming, SI Xue-ming, HAN Wen-bao

(Institute of Information Engineering, PLA Information Engineering University, Zhengzhou 450002)

Abstract Large scale environment, unreasonable certificate revocation management will bring enormous operations and burden of network
transmission. This paper analyzes some kinds of CRL mechanisms, puts forward a maintenance scheme of certificate revocation list named
PSHT-CRL, which inherits the character of segment-CRL, redirect-CRL and over issue-CRL. PSHT-CRL uses Hash table, partial signature, and link
method to ensure the scheme’s security, to reduce the cost of user request response and certificate updating. PSHT-CRL solves the problems of
other revocation schemes. The security and capability of this scheme are analyzed and PSHT-CRL compared with other CRL scheme.
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