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Improved Method for Protecting Java Class Files

BAO Fu-liang, XU Jie, FANG Zhi-gang
(School of Information & Electric, City College, Zhejiang University, Hangzhou 310015)

Abstract Because the compiled Java class files are easily decompiled, the security for original code in Java application has been a problem. On

the basis of ClassLoader encryption, an improved method for transferring the local decrypted interface with Java Native Interface(JNI) technology is

proposed, after analyzing the traditional protecting way for Java class files. The decrypted interface garantees the communication security when JNI

technology transfers the local decrypted interface, which promotes the security of Java class files. Experimental results show this method is effective.
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IJNIEXPORT jclass JNICALL DecryptClassLoader_decrypt Class
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