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Abstract The mechanisms which proctect the stack in Windows Vista make it more difficult to exploit a stack overflow vulnerability. This paper
analyzes three mechanisms which are close to exploiting stack overflow in Windows Vista. They are stack overflow detection, SAFESEH and
Address Space Layout Randomization(ASLR). In allusion to a real vulnerability it analyzes Windows Vista’s ability of resisting the stack overflow
being exploited, and gives the improved methods.
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mov eax,dword ptr [___security_cookie]
mov dword ptr [ebp-4],eax

mov ecx,dword ptr [ebp-4]

add esp,8
call __security_check_cookie (401199h)
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push ebp ; frame cookie (1983 )
mov ebp,esp
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Microsoft Windows (-ani)
user32.dll LoadAnilcon()
(-ani) ANI
4 Vista
user32.dll
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mov edi, edi
push ebp
mov ebp, esp
sub esp, 50h
push ebx
mov ebx, [ebp+arg_0]
mov eax, [ebx]
push esi
push edi
pop edi
pop esi
pop ebx
leave
retn 14h
user32.dll
/GS
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LoadAnilcon()
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LoadCursorlconFromFileMap()
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shellcode
shellcode ie

nop shellcode
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