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Abstract Compliance is an important factor that decides whether TPM chip has security exploits. This paper presents a testing scheme on

compliance of Trusted Platform Module(TPM) interface commands towards Trusted Computing Group(TCG) specifications, with methods on
constructing testing sets with finite state machines. The prototype of the testing platform is implemented and used to test on the real TPM chips. The
results show the effectiveness and feasibility of this scheme.
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S1 * * TPM_OWNER_SET
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paramSize Invalid TPM_BAD_PARAM_SIZE
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4  TPM_TakeOwnership ( )
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(1)if (TPM_PERMANENT_FLAGS->ownership==FALSE)
return TPM_INSTALL_DISABLED

(2)if (TPM_PERMANENT_DATA->endorsementKey=>invalid)
return TPM_NO_ENDORSEMENT

(3)if (authHandle != OlIAP)return TPM_AUTHFAIL
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