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Timing Attacks and Defenses on RSA Public-key Algorithms
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Abstract Timing attacks are used to collect and analyze the valuable information of algorithms from the different amounts of time, which are

taken when cryptographic devices are working, and they are the most effective side channel attacks. This paper analyzes the process of the RSA

decryption algorithm on the research in RSA encryption algorithm and timing attacks, illustrates the theory of timing attack to RSA bases on the

modular exponentiation and the square and multiply algorithm, and discusses how to defense timing attack on RSA.

Key words RSA public-key algorithms; timing attacks; modular exponentiation; RSA blinding

1
RSA 1
IC
RSA Microsoft Netscape
Internet (Secure
Sockets Layer, SSL)  S/WAN PGP
(Pretty Good Privacy) RSA
RSA N 2 p, q
RSA RSA
(1999 8 ) 512 bit RSA N 292
35.7 CUP
80 000 MIPS
(MIPS
310" ) 3.7 2l
RSA N 1 024 bit
RSA 2 048 bit
RSA
Kocher
21
RSA

RSA RSA
2
[3]
[3-4]
RSA
1
’7 AT=T2-T1:
T1 T2
! —>
1
AT
“e Cache
”7(60772082)
(1983 )

2008-07-10 E-mail caisenchen@163.com

—123—



3 RSA
3.1 RSA
RSA (N, e) d
N 2 P.q
e d e=1mod (p-1)(g-1) RSA (N,e)
d 2 p=11, g=3 N=p>=
q=33 (p-1)(9-1)=10>=<2=20 20
3 ed=1 mod 20 d
7 3>7=21=1 mod 20 (N=33,
e=3) d=7 P q RSA
N p q e ed=1
mod (p-1)(g-1) d
M C=M*® mod N C
M=C® mod N C
M (33, 3) d=7
M=19 C=M*mod N = 193
mod 33=28 C=28 C
d M=C? mod N=287 mod 33=19
19 Euler Theorem
Bl RsA
d
e
3.2 RSA
RSA M=C® mod N N
RSA C d
d
C C%modN
d
[3] d
RSA M=C’ mod N
d=dod; dy, do=1 c! xx<y
X,y n Xy mod n Xy
n r<n Xy=ng+r
Xy
r q
n n c d=(dt1ar2  dido)2
C®mod N
s=C,K=0
fori=t-1t0 0
{K=2*K;
S = mod(S? N)
}
if dj == 1 then
{K=K+1;
S = mod(SC, N)
}
end if
next i
return s

—124—

|
C

S=C,K=0

S=5%(mod n)
K=Kx2

3
3 d 1
d 0
(8 M= c¢
mod N C=5, d=18, n=33 d 10010
18 (0, 1, 10, 100, 1001, 10010) = (0,
1,2, 4,9, 18) 18
1 1 18
1=0%2+1
2=1x2
4=2%2
9=4%2+1
18 =92
5% mod 33
1
5% = (5%)%><5'= 5 mod 33
52 = (5% = 5 = 25 mod 33
5% = (5%)?% = 252 = 625 = 31 mod 33
5° = (5%%>5! = 3125 = 4 805 = 20 mod 33
5% = (5°? = 202 = 4 mod 33
K K
i d K S
4 1 1 5
3 0 2 25
2 0 4 31
1 1 9 20
0 0 18 4
d 1 0
2h RSA 1024
bit RSA 350 000 7
C
e (e )
e d; 1 0
di d 1 0
d
4
RSA RSA RSA
C C’=r°C mod



N r e

RSA C*mod N =r*® C*mod N = rC’mod N
(8] rt rrCmod
N
1) 0~n-1 r
(2) C’=r*Cmodn e (1 ; : [M].
(3) RSA M’Z(C’)d mod n , 2002: 18-65.
() M= M’r! mod n ity n [2] RSA Laboratories[Z]. [2007-12-11]. http://www.rsasecurity.com/
rir=1 mod n rsalabs/node.asp?id=2098.

[3] Kocher P. Timing Attacks on Implementations of Diffie-Hellman,
RSA, DSS, and Other Systems[C]//Proc. of CRYPTOLOGY’96.
Berlin, Germany: Springer-Verlag, 1996.

[4] Kaliski B. Timing Attacks on Cryptosystems[EB/OL]. RSA
Laboratories. (1996-01-20). http://www.rsasecurity.com/rsa-labs.

[5] Burton D M. Elementary Number Theory[M]. 2nd ed. [S. I.]: Brown
Publishers, 1989.

[6] Kaihara M E, Naofumi T. A Hardware Algorithm for Modular
Multiplication/Division Based on the Extended Euclidean

r® mod n=rmodn
r

2%~10%"!

Montgomery N

Algorithm[J]. IEICE Transactions on Fundamentals of Electronics,
Communications and Computer Sciences, 2005, E88-A(12): 3610-
3617.
[7] Dhem J F, Koeune F. A Practical Implementation of the Timing
Attack[C]//Proc. of CARDIS’98. [S. I.]: Springer,1998.
[8] Brumley D, Bonoeh D. Remote Timing Attacks Are Practical[DB/
OL]. [2008-05-10]. http://crypto.stanford.edu/~dabo/papers/ssl-
5 timing.pdf.
RSA [9] Stallings W. S [M]. 4
) ) o : , 2006.
[10] Wing Wong. Timing Attacks on RSA: Revealing Your Secrets
Through the Fourth Dimension[DB/OL]. [2008-04-10]. http://
RSA www.cs.sjsu.edu/faculty/stamp/students/article.html.

[10]

RSA

( 117 )

14000 SMAC

12 000 IIDG-MAC S-MAC
10000 } IIDG-MAC

8000 o SMAC

0000 — IIDGMAC
4000

2000

J(bit-s?)

-2.000 [1] Ye Wei, Heidemann J, Estrin D. An Energy-efficient MAC Protocol
/s for Wireless Sensor Networks[C]//Proc. of INFOCOM’02. New
York, USA: [s. n], 2002: 1567-1576.
[2] Van Dam T, Langondoen K. An Adaptive Energy-efficient MAC
S-MAC (1) Protocol for Wireless Sensor Networks[C]//Proc. of the 1st Int’l
S-MAC Conf. on Embedded Networked Sensor Systems. Los Angeles, USA:
(CWeurr) CWhin (7) CWhin [s. n.], 2003.
(n) (2) [3] Bianchi G. Performance Analysis of the IEEE 802.11 Distributed
CWeyrr Coordination Function[J]. IEEE Journal of SAC, 2000, 18(3):
(n) 535-547.
1IDG-MAC [4] Yong Kang, Xiu Ming, Yong Ren. Game Theory Models for IEEE
802.11 DCF in Wireless Ad Hoc Networks[J]. IEEE Communi-
cations Magazine, 2005, 43(3): 22-26.
6 [5] A Brief Tutorial on the PHY and MAC Layers of the IEEE 802.11b
Standard[Z]. (2000-02-18). http://tinyurl.com/2d6f48.

—125—



