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Improvement and Implementation of OCSP

ZHANG Qian, ZHU Yan-qin, LUO Xi-zhao
(School of Computer Science and Technology, Soochow University, Suzhou 215006)

Abstract This paper analyzes the Online Certificate Status Protocol(OCSP), and some limitations of the protocol are found. It improves the
normal protocol: the improved OCSP response includes basic OCSP response and type-A OCSP response. The improved responder adopts signature
in advance technology to improve efficiently the functionality based on the improved protocol. The responder resists the replay attack efficiently. It
analyzes the efficiency and security of the improved OCSP responder. Experimental result shows that the average response time of the improved
responder is reduced by 27%, and the response speed is improved.
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ResponseBytes::=SEQUENCE{
responseType OBJECT IDENTIFIER,
response OCTET STRING}
BasicOCSPResponse

BasicOCSPResponse

BasicOCSPResponse::=SEQUENCE{

thsResponseData ResponseData,

signatureAlgorithm  Algorithmldentifier,

signature BIT STRING,

certs [0]JEXPLICIT SEQUENCE OF Certificate OPTIONAL}
ResponseData

ResponseData::=SEQUENCE{

version [O]JEXPLICIT Version DEFAULT v1,
responderlD  ResponderID,

productAt GeneralizedTime,

responses SEQUENCE OF SingleResponse,

responseExtensions  [L]JEXPLICIT Extensions OPTIONAL}
SingleResponse “ 7
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SingleResponse
SingleResponse
SingleResponse::=SEQUENCE{

certlID CerlD,
certStatus CertStatus,
thisUpdate GeneralizedTime,

nextUpdate
singleExtensions
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OCSP A OCSP
OCsP OCSP (BasicOCSP
Response) DER A OCSsP
A OCSsP (TypeAOCSPResponse)
DER baseUpdateValue  maximumUpdatelndex

singleExtensions
id-pkix-ocsp-basic OBJECT IDENTIFIER::={id-pkix-ocsp 1}
id-pkix-ocsp-type-a OBJECT IDENTIFIER::={id-pkix-ocsp 9}
baseUpdateValue ~ maximumUpdatelndex

id-pkix-ocsp-base-update-value OBJECT IDENTIFIER::={id-
pkix-ocsp 8}

id-pkix-ocsp-maximum-update-index OBJECT IDENTIFIER::=
{id-pkix-ocsp 11}

baseUpdateValue

Index extnValue

baseUpdateValue::=OCTET STRING

maximumUpdatelndex::=INTEGER

A

maximumUpdate

TypeAOCSPResponse::=SEQUENCE{
basicResponse BasicOCSPResponse,
currentUpdateValue OCTET STRING }
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