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[Abstract] This paper introduces two attacks on security protocols which have cipher homomorphism, defines term representation and security

protocol model based on role’s action sequences, proposes a method of transforming role instances interleaving to sequence of constraints, extends

the Dolev-Yao intruder model with equational theory, putforwards a intruder deduction system in first-order logic, models and verifies NSL protocol

using constraint solving method, discovers the attack based on cipher homomorphism which can not be found under perpect cryptography

assumptions.
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()A->S:A B

(2)S- > A:{PK(B), B}SK(S)

(3) A- > B:{Na, A}PK (B)
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(4)B->S:B,A

(5)S - > B:{PK (A), A}SK(S)

(6) B-> A:{Na, Nb, B}PK (A)

(7) A-> B:{Nb}PK (B)
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(1) A-> 1:{Na, A}PK(I)

(2) 1(A) - > B:{Na, A}PK (B)

(3)B-> I(A):{Na, Nb, B}PK (A)

(@)1 -> A:{Na, Nb, 11PK (A)

(5) A-> 1:{Nb}PK (1)

(6) I - > B:{Nb}PK (B)
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(1)A->S:B, {Ka}PK(S)

2)S ->BA

(3) B ->S:A, {Kb}PK(S)

(4)S -> AB, {Kb}Ka
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{X}PK(S) = {y}PK(S) = {x* y}PK(S)
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(1) C ->S:D, {Kc}PK(S)

2)S->DC

(3) D -> S:C, {Kd}PK(S) * {Kb}PK(S) = {Kd * Kb} PK(S)

(4)S ->C:D, {Kd *Kb}Kc
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(1)Cc T(F, C, V).

(QVC T(F, C, V).

G)# ti by, taee T(F, C, V), HfeF (L, t, -, th) e T(F,

C, V). f(ty, t,, th)eFC M RAFE BB
[t to]: T
senc(ty, tb,): FAXIFREE] 4 N 6 7= A I
penc(ty, t): FAET G N t =R R,
sign(ty, ty): FRY LAES 4 = LK.
h(t): t HPEAAE -
xor(ty, t): Jit, t REHE R
key(t), t): A4t F0 t, B IL B
pk(ty), sk(t): T4kt A B
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teSt(t).

T 1<i<n, Ff(t, t,--, t)eSt(t), N tieSt(t).
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#teC, M OM)={4}.

FteV, M O(t)={1},

Bt=1(ty, ty,- ), W O(M)={A} U{i, pl1<i<n, peO(t;).

t AEALE peOM)AL I FIILH t. ££ tH A u BR 1,
R WL A tu]p.
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(1) A -> B:{Na, A}PK(B)

(2) B-> A:{Na, Nb, B} PK(A)

(3) A -> B:{Nb}PK(B)

AR % Wip DS EB 455 Wb 30K L 4 (i) A BAh 33U W) 1% 3% (Ressp)
2 AN, & AALE I AT AT AR BN R 2 8k i
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Init(a,b,n,,n,) = +penc([n,,a], pk(b))

- penc([n,,n,,b], pk(a))
+ penc(ny, pk(b))

Resp(a,b,n,,n,) = —penc([n,,a], pk(b))

+ penc([n,,n,,b], pk(a))
- penc(ny, pk(b))
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+ penc([N,, A], pk(b)) — penc([n, ., a], pk(B))

+ penci(n,. Ny, BI. pk(A) - penc([N,.n,.b]. pk(A) )
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key(x, y) = key(y, x) F/n L2 H] b i E 64 BA S ek,

xor (xor(X, Y), z) = xor (X, xor(Y,z))

xor (X, Y) = xor(Y,X) , xor(X,0) =X

xor(X,X) =0
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intruder(u)A intruder(v)= intruder([u,v])
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intruder(u)A intruder(v)= intruder(penc(u,v))

X AR N (SE):
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intruder(u)A intruder(v)= intruder(senc(u,v))

MyF(H): intruder(u) = intruder(h(u))

BFBEHS):

intruder(u) = intruder(sing(u,sk(l))

B HIMIE (KC):

intruder(u) = intruder(key(u,l))

(2) 3 f AL 0

Wi 2973 (LUC): intruder([u,v]) = intruder(u)

WA 543 (RUC): intruder([u,v]) = intruder(v)
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intruder(penc(u,pk(l))) = intruder(u)

xR S % (SD):

intruder(senc(u,v)) A intruder(v)=> intruder(u)

fif# %544 (DS):

intruder(sing(u,sk(x)) A intruder(pk(x)) = intruder(u)
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intruder(u) A u=g v= intruder(v)
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Qn-udeu/,wc([.\1,. Nil. PK(A)), pencl. I’K(A))]) c
LUC ( Intruder (penc([N,.. N]. PK(4))) ) Qﬂ‘udel(pem‘(l. I’K(A))) PE
E @ruder([penc(m. Nil. PK(A)), penc(B. PK(A)D Cﬂ/ruder(/) ander(PK(AD

Intruder(penc([Nw Ny, B, PK(A)))

A1 ETRAENEGERSFREE
AUEN, EREEERNBEEAT 2 &, X5
2.1 A prR S bR LA Rl . TAEAR B B ML A TS DL E
(#4165 5T)



	1  概述
	2  基于同态的安全协议攻击
	2.1  采用ECB模式的NSL协议
	2.2  TMN密钥分发协议

	3  基于约束求解的安全协议验证
	3.1  项
	3.2  协议模型
	3.3  约束序列

	4  攻击者演绎问题
	4.1  等式理论
	4.2  基于等式理论的Dolev-Yao扩展模型
	4.3  同态特性演绎


