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Modeling and Simulation of DoS Attacks in Mobile Ad Hoc Network

MA Tao, SHAN Hong
(Network Engineering Department, PLA Electronic Engineering Institute, Hefei 230037)

Abstract This paper studies the Denial of Service(DoS) attacks modeling with an on-off characteristic in mobile Ad Hoc network. In order to
reflect the realistic mobile Ad Hoc network traffic in the scenarios, building method of self-similar traffic in Qualnet is discussed. DoS attacks by
injected with data are simulated and analyzed under three different network traffic models. Simulation results show DoS attacks with the on-off
characteristic can destroy the network nodes, reduce the network performance, and can also save the energy and undetected.
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CBR Packet size Constant 512 Byte
Holding time Constant 600 s
Start time Exponential 5s
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Exponential Date size Exponential 1000 Byte
Data interval Exponential 500 ms
Gen probability [0, 1] 1
Start time Pareto [15s,105]
Holding time Constant 600 s
Pareto Date size Pareto [1 000, 2 000] Byte
Data interval Pareto [100 ms, 10 5]
Alpha [1,2] 15
Gen probability [0, 1] 1
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