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Access Control Strategy Based on RBAC
in Collaborative Environment
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[Abstract] Collaborative system has dynamic and groups characteristics, whose rights management is more complex than the traditional software
system. Traditional database system access control mechanism is relatively simple, which is far from satisfying the collaborative system. Aiming at
the problems of the complicated authorizing way of access control strategy to shared resource, authorized granularity’s incompact, this paper
introduces role mechanism. It applies role-based access control concurrent strategy to system, and puts forward role-based bit mapping system

function right algorithm. The algorithm reduces complexity of authority management efficiently and strengthens system’s safety.
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Set rs1= Server.CreateObject("ADODB.Recordset")
sql="select roleid from userrole where id ="&session("Uid")
rsl.open Sql,Conn,1,3
i=0
DN Y A R & R P R A B A AR RS IR K
WRNEI B b(20)
dim b(20)
do while not rs1.EOF
Set rs2= Server.CreateObject("ADODB.Recordset")
Sql2="select xian from role where roleid="&rs1("roleid")
rs2.open Sqgl2,Conn,1,3
b(i)=rs2("xian")
i=i+l
rs1.MoveNext
loop
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dim c(80)
for j=1to 80
fori=0to 9
if mid(b(i),j,1)="1" then
c(j)=1
exit for
else
c(j)=0
end if
next
next
for k=0 to 60
xian=cstr(xian)&cstr(c(k))
next
session("xian")=xian "B PR A2 EL B
Quanxian=session("xian")
right=Mid(quanxian,i,1)
If right="1" then
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End if

%>

SR FE AT B B ) 2 R B RO R A R A b BRI R T
ARV BB AR 5 e G B 1R 42 ] BAGH B HL A W2 Y
Pk, BT ASEBLAIRL R Y 35 IR £ 0, AR5 i EL A 9 E R
Bio AT A G H R 45 T REA PR 23 I SR s DU R 45 9 T B AR
FRAILCHR BURR SRR 26 Aok, o f (i LAY IB I B, R
ROEH BB, REBHEEN R ek,
32 ET A ABURE T R L3

Ko H T A4 4 B 2R 0 Sh RE AR PR 42 SR e B T B R e v, B¢
F MU AR O T U R BR B P A IR, R R e A A B
B, BAEHMBEDRERRE, BT RA% 2.
Bl 3R .

FEE 3 v, BATAURRE P m] AR 2R 40 7 R AE LA
GIFN MO B EMB AR, ST MBS MR R

—141—



fAERRR. B 4 RESAaRKAE, BdHEH%
SR B B ME AT DUEEHT 4 A RN

TR al
Tm WD B80 emw TAD EBo L
e~ DA Aws uews gee 3 Je o - A a0

2 onm wmn

smin  wwan  aare

s

198 535 iy [71 e o B 4

gt RN | maww | R | wERn

.........

Mz ¢ 1 1 11 1@
a 3 T 3 3 a1 38

.
[]
ol
i
ta 3
.
i
L]

B3 fAesEngERE

2} #0565, 12 M - Microsoft Internet Explorer _ o=
BoEERE W
e ET: R
TR E R EE =
[

LIFEXN EER AR OEEEAN AR RIRT]

B IV EsnEy MosmiEa MOBEEES M OSRASE MOFneiE
T |7 MRgeE T s T 438ad MoSiEsE VOsRE

C gEgiE M ossex [ ooy T meg® T besns
- ARh

geg |V TAEAR T B T o TorAwEs

Flig |V tEREt T clmse T wkeEm [ @i [ ssoRenm
LGN i i

gg *I' aEE T Fnke P EEEE M oxedkes T bge
B
Pl | T & I
preny stmpee T oummEse [ mAvitn

ET’E ot T seprs T o b
AP | Aps® T FmAr T #EAF T oiae [ soss
5 |V zEac [ gisE

EZ |0 uman [ mEms [ mEEs

HEBE  [1111100011010001000100000000110000000100001 00000000000000000

IECEE

B4 AAfRELXAE

WRAEET MG R G RER AL ST %, 1P RS
B % 2 Y43 2A80R ASP H i S i HE (CheckBox #544) o [7] I
XA T R SRR T AR TT IR S eSSl IS R4
TIRE I B S S AE A T A BEEL A O SE AT AR RUIRVE R . il T
S HE MR — A RAE, 8 — N R AR 2 A 4 5% WS
— ARG, H b T A S HE FE I AL R R TE
JRT fA €5 AR AS (S 2 quanxian &%), M P EER R4,
ARSI 2 - 2 3L B PR 235 28 B session("xian™)Hr, #
Ji efi % mid("quanxian®, j, 1)7E f €A FRAS R INES | ALAK%
o AN LWFRGIAE | MRV SR8 5% 0 KR
WA H IR, Fk, Y0P R ARR, #7 mid
("quanxian”, j, DE AT, AT AL f A BUBR B 45 24
AP B s AR AR A P Y £ R SR AR e B, W) I AE P i
SR BRI Aol e IR FRAGEE, T mid("quanxian®, j, 1)77 % MAX
PR P I ) I 4 A FRASE SR £ ] i v ¥ T 5 78
4 ETAERRETIFERNRE

X P BB BR A ), 30 ek = 2l A BR A A 2 A R 4
il 2 w07 KR BAR B Frif EshRURIER], BURAER P&
KRG, REEDRIGZT 7 BIA W IDEEBR. /P

—142—

WNFRGE, SRR R AR Ui ] i D e SR, KR
S8 P BLAT T TR BRI 2 AR B3 BN R P R AT
XHE, P AEREN RS AR B A 1A T 1R BURR AR L 2
BESR B s AR 2 R 4 4 7 A8 BRSO ) — E
A SR I CR AT T R — SOR SCE), R B L KR A%
FA P R A ELAT U 02 IR BB o D P AR A1 5 Fim

E5 PSR

5 HiNE

AET AATi TR KRR, #rTETAANRS
TIREBUR A BB, 2 A ) A IR T A AR, BEASAE T P
5 RURR 22 IS 7 TP 2 BRI S o 418 R A 8 1 S R AL IR A L
M S5 B A S B A AL R 5 ) 4% SR, A SRR AIR T 4R
BUS B R bk, 327 TRURE MRS RiEH, ET &
GRERKHHE. EAGRHE T TEHE, BARFH
AR, R ORGS0 A IR T U IR 4% ) SR A 2
A

=AY

[1] Suleiman M, Cart M, Ferrie J. Serialization of Concurrent
Operations in a Distributed Collaborative Environment[C]//Proc. of
ACM SIGGROUP Conference on Supporting Group Work. Phoenix,
USA: ACM Press, 1997: 435-445.

[2] M5, BHWF. BT Ay EmRED] NN,
2000, 20(2): 16-21.

[3] XIPRSE. Fe 8 g Ahe B 5 I H) R 5t 5923801 b
a AR AR KR AE, 2002: 26-29.

[4 ™ 8 5% & FHR. T AU RS X I
MR, 2000, 23(10): 1064-1071.

[5] M4, ¥ B, REH. BT AGHTHREERZE Web gy 53
RPN HEHLTHE, 2002, 28(1): 170-172

[6] Z=piss, kIR, 3% J&, & JFETFMEGI CSCW RE VT #EH
BERI[J]. %k 243k, 2000, 11(7): 931-937.



G R

—143—



	1  概述
	2  基于角色访问控制的基本原理
	3  基于角色的系统功能权限分配建模
	3.1  基于角色的系统功能权限位映射算法
	3.2  基于角色权限的访问控制实现

	4  基于角色权限的访问控制流程
	5  结束语

