¥£35%E F10H it B Nl I # 2009 ££ 5 A

Vol.35 No.10 Computer Engineering May 2009
o« ZEKAK . WEHE: 1000—3428(2009)10—0155—03  CEREFIAFD: A hESHES: N945.12
1 1 2
@ 210007 2. 100093)
(OSOAC)
0SOAC 0SOAC RBAC 0SOAC

Organization-Structure Oriented Access Control Model

ZHAO Xiao-long*, ZHANG Yu-sen', YUAN Feng?
(1. School of Command Automation, PLA University of Science and Technology, Nanjing 210007;
2. National Information Security Engineering Technology Research Center, Beijing 100093)

Abstract The concept of organization domain is introduced to describe the hierarchical structure of the enterprise organization. Based on the
concept, the elements of access control are redefined and an Organization-Structure Oriented Access Control(OSOAC) model is proposed. The
hierarchical OSOAC model and constrained OSOAC model are drawn by extended the Core OSOAC model. Contrast to RBAC model, there are
fewer roles and permission assignment relations in OSOAC model, which reduce the privilege-management complexity in a large access control
system.
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(1) RIS = 9(ROLESODS)
UA c USERS x RIS

assigned _ users(ri : RIS) — 2V ri

assigned _users(ri) = {u e USERS | (u, ri) e UA}
ris_domain(ri : RIS) — ODS

(2) OBCS = 2(0PS><ODS)
OA c OBSxOBCS
attached _ objs(obc : OBCS) — 2°%° b

attached _objs(obc) = {obj € OBS | (obj, obc) € OA}
obc _domain(obc : OBCS) — ODS

(3) RELS

PRMS = 2(OPS<RELS)
PA — PRMS x ROLES

authorized _ permissions : (r : ROLES) — 2°"®

authorized _ permissions(r) ={p € PRMS | (p, r) € PA}
(4) SESSIONS

user _sessions(u : USERS) — 255SS10NS u
session _users(s : SESSIONS) — 2V s
session _ ris(s : SESSIONS) — 27" s

session _ ris(s) ={ri € RIS | (session_users(s), ri) e UA}

2PRMS

avail _session _ perms(s : SESSIONS) — S

U assigned _ permissions(ri)

riesessoin _ris(s)

(%)
Vu :USERS, op : OPS, obj : OBS, access : USERS x OPS x OBS —

BOOLEAN u obj op

access(u, op, obj)=0

access(u, op, obj)=1

access(u, op, obj)=1=3ri RIS, obc e OBCS, prme PRMS,
s € SESSIONS u € session _(u,ri) e UA A (obj,obc) e

users(s) AOAA (prm,ri.r) e PA prm.op = obc.op A obc.dom

prm.rel ri.dom
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=y My >y My ri i,

ri, =g, ri, riy >gy i, vri, =ri,

ri, =g, ri, = authorized _ permissions(ri,.r) c authorized _
permissions(ri,.r) A assigned _users(ri,) < assigned _users(ri,)
assigned _users : (ri : RIS) — 2URs
ri
assigned _users(ri) ={u e USERS | ri'=g, ri, (u,ri’) e UA}

access(u,op,obj)=1=
3ri,ri’ e RIS, obc € OBCS, prm € PRMS, s € SESSIONS
u e session _users(s) A (u, ri) e UAAri >, ri’ A(obj, obc) e OAAPA

prm.op = obc.op A obc.dom prm.rel ri'.dom
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