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Formal Verification of L4 Memory Management Using SPIN
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[ Abstract] Model checking is a technique that relies on building a finite model of the system and checks whether the desired properties hold in that
model. The check is performed as an exhaustive state space search. This paper introduces a model for L4 microkernel memory management system,

gives formal description for operations such as Grant, Map, Flush, proposes and verifies some safety properties using SPIN model checker.
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