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Concealing Technology of Windows Rootkit and
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Abstract Rootkit is a program or a set of programs that an intruder uses to hide her presence on a computer system and to allow access to the
computer system. This paper analyses the main concealing techniques of Windows Rootkits, including DKOM and Hook, inner Windows system and
points out the limitation of these single detection method. An integrated detection method is proposed to detect Rootkits. The main idea and
implementation steps are presented. Experimental result shows that it owns satisfied detection effect, and can detect most actions of Rootkit.
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I* ntoskrnl.exe */

DWORD CheckNtoskrnlForOutsideJump(DWORD dw_addr)
{

BYTE opcode=*((PBYTE)(dw_addr));

DWORD hook=0;

WORD desc=0;

/] 0xe8 call 0xe9 jmp
if((opcode==0xe8)||(opcode==0xe9))

{

hook|=*((PBYTE)(dw_addr+1))<<0;
hook|=*((PBYTE)(dw_addr+2))<<8;
hook|=*((PBYTE)(dw_addr+3))<<16;
hook|=*((PBYTE)(dw_addr+4))<<24;
hook+=5+dw_addr;

}

else if(opcode==0xea) //Oxea jmp
{
hook|=*((PBYTE)(dw_addr+1))<<0;
hook|=*((PBYTE)(dw_addr+2))<<8;
hook|=*((PBYTE)(dw_addr+3))<<16;
hook|=*((PBYTE)(dw_addr+4))<<24;
desc=*((WORD¥*)(dw_addr+5));

}
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if(hook!=0)

{

if((hook<g_ntoskrnl.Base)||(hook>g_ntoskrnl.End))

hook=hook;

else

hook=0;

}

return hook;

}
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ZwSetValueKey, ZwCreateKey
ZwDeleteKey, ZwDeleteKey
ZwDeleteValueKey, ZwRenameKe
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