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Defense Mechanism for Sybil Attack in P2P Network

HU Ling-ling, YANG Shou-bao, WANG Jing
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[Abstract] Aiming at the Sybil attack in P2P network, this paper proposes a defense mechanism based on the small world model. The discovery of

Sybil group boils down to max-flow/min-cut problem, introduces virtual node and uses a crawler to find Sybil group. Experimental results show that

this mechanism can isolate the Sybil attacker nodes from P2P system, and reduce Sybil nodes’ percentage in the system.
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Perform maximum flow analysis of G,
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Let G reflect new information from the crawl.
End while
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