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Research on eMule Protocol’s Security Characteristic
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(School of Information Security Engineering, Shanghai Jiaotong University, Shanghai 200240)

[ Abstract]This paper studies the limitation and shortage of eMule protocol’s security design. Based on the study, the eMule software can bring risk
to users in three aspects such as privacy leaking, credit cheating and malicious code attack. The suggestions for improvement are proposed
accordingly. A new attack method which is based on two leaks of the Ed2k link format is established. It designs the attack flow, and an attack

simulation experiment is processed, which shows that the success ratio of this attack method is 100%.
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