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Abstract The IPv6 security architecture, IPSec, plays a positive role in the protection of IPv6 networks. To some special attacks, especially DDoS
attacks, IPSec appears relatively weak. By analyzing the flow characteristics when IPv6 flooding DoS/DDoS attack occurred, it studies the flooding
DoS/DDosS detecting algorithm based on traffic burst used in IPv6. Experiments in Matlab and NS-2 show the detection algorithm can be very good

in IPv6 environment for application.
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ugti = ugt(flow_now_, flow_u_now);
if (flow_now_>0)
1

accumulate_steps=

(int)floor(accumulate_volume*interval_/flow_now_);
else

accumulate_steps = INFINITY;
if (ugti>0) {/lugti

a_count=a_count+1;

if (var_now > var_former)

Ai=ugti;

else

Ai=MAX(ugti_1, ugti);}
else {a_count=0;
if (alarm_== TRUE)

alarm_= FALSE;}
if (a_count>=accumulate_steps){
if (Ai>=Ai_1){

1

if (alarm_==FALSE){alarm_=TRUE;

cout << local_time <<" attack detected!" << endl;}
else a_count=accumulate_steps-1;
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