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BIC Scoring Bayesian Network Model and Its Application

WANG Shu-hai*?, LIU Gang?, QI Zhao-hui?
(1. School of Computer Science and Technology, Tianjin University, Tianjin 300072;

2. School of Computer Science and Information Engineering, Shijiazhuang Railway Institute, Shijiazhuang 050043)

Abstract Because of the high false acceptance rate and false alarm rate of IDS, this paper proposes a Bayesian Information Criterion(BIC)

scoring Bayesian network model, which makes use of BIC scoring function and mountain-climb searching algorithm, and weakens the strong

independence relation assumption of Naive Bayes. It offers an experimental study and analysis, which shows that this improved Bayes network

model enhances the detection precision in recognition of DoS and Probe attacks
Key words Bayesian network; BIC scoring function; intrusion detection system

1
(Intrusion Detection System, IDS) )
IDS [11
(Naive Bayes Network, NBN)
DoS 8
1 Aly AZ: [l An
C
IP IP ¢
icmp -
Ay A A A

[2] 1

2 C
4;
(Directed Acyclic Graph, P(C, 4, 4y, A4)=PC)[1P(4|C)
DAG) .
B(G, P) 2
(1) N G
(F2005000515)
(1969 )

(2) (Conditional

Probability Table, CPT) 2008-07-12 E-mail wangsh@sjzri.edu.cn

—229—



BIC 4] "
3 BIC
BIC
(1) .
( NP )
(2)
BIC
¢ n X={x1, X,, , X}
Xi ri 1,2, Vi ”(Xi)
% 12, ,q( X g;=1)
¢ 3
& BIC 2l
3 3 ny nog.(r=1
B]C(§|;‘):Zqzzm%|g ,k_zwlgm
Ak m, 42
BIC 1 ¢
¢ 3 2
BIC BIC
BIC
3

¢ B-D
©
OO,
OO, ®
G
©
®
B-D BocC

—230—

4
4.1
5
[5]
42 34 8
41 1
duration, protocol_type, service, flag, , class
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duration 0, (0, +o0)
src bytes 0, (0, 1 031), (1 031, +o0)
dst host rerror rate 0, (0, 0.03), (0.03, 0.37), (0.37,1), 1
dst host srv rerror rate 0, (0, 0.02), (0.02, 0.33), (0.33, 1), 1
4.2
(
)
( pod land smurf )
BIC
2
2 BIC
ipsweep 0.980 392
land 0.555 556
neptune 0.987 948
nmap 0.952 381
normal 0.992 764
pod 0.908 046
portsweep 0.923 729
satan 0.853 464
smurf 0.998 385
teardrop 1.000 000
unknown 0.008 918
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0.076 196, 0.010 249, 0.913 555
4.3
BIC
DoS
1)
DoS
)
BIC BIC
DoS 2 land

233



