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Research on Concealment Technology of Windows Rootkit
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Abstract Rootkit is a program set which malicious software uses to conceal itself and other specific resources and actions. This paper analyzes
and researches on the concealment technologies which representative rootkits on Windows platform commonly use, and classifies them into two
categories: modifying kernel object data structures and changing execution paths. The technical principles are described and compared in detail. The
future development directions are discussed.
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