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Improvement and Implementation of Modular Inversion Algorithm
on Finite Field GF(2™)

YANG Xian-wen, LI Zheng
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract Modular inversion algorithm on GF(2™) is one of the most crucial algorithms in Elliptic Curve Cryptosystem(ECC). Under the analysis
of a universal modular inversion algorithm, an improved algorithm is given in this paper. It can reduce many flaws of the universal algorithm, and
has many good improvements for fast implementation. FPGA implementations for the improved algorithm on GF(2%%) and GF(2**) are presented
and compared with two existing implementations respectively. The result indicates that the improved algorithm has about 72.9% higher efficiency on

GF(2%) and about 59.5% higher efficiency on GF(2%%%).
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1.B~1,C-0,U-A V-F
2. While x|U do
21U~ U/x
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2.2 If x|B then B — B/x else B — (B+F)/x
3. If U=1 then Return B
4. If deg(U)<deg(V) thenU - - V,B~ - C
5.U~U+V,B~B+C
6. Goto step 2
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2 (MMAIA)
A GF(2™\{0}, F(x)
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1.B<1,C-0,U-A V<F CUcm, CVm+l
2. While CU>1 and x|U do
21CU-~CU-1
22U~ Ulx
2.3 If x|B then B — B/x else B — (B+F)/x
3. If CU=1 then Return B
4. Elseif CV=1 then Return C
5. Elseif CU>CV then
51U<U+V,B-B+C
5.2 Goto step 2
6. Else V- U+V, C-B+C
7. While CV>1 and x|V do
7.1CV-CV-1
7.2V < VIX
7.3 If X|C then C — C/x else C — (C+F)/x
8. Goto step 3
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