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Improved Bit-Plane Complexity Segmentation Algorithm

LOU Zhen-hua, TANG Guang-ming
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract Statistical analysis based on complexity histogram discontinuities measure is a powerful steganalytic technique for detecting the
presence of secret message embedded in the digital images using Bit-Plane Complexity Segmentation(BPCS). Therefore, to improve steganographic
security, this paper proposes an improved BPCS algorithm that can effectively resist statistical analysis. Part of blocks are used that can embed
hiding information as complexity adjustable blocks to remove two clearly discontinuities which are caused by customary BPCS algorithm, and make
sure the discontinuities measure disappear obviously peak value. Experimental results show that the improved algorithm can effectively resist
statistical analysis based on the complexity histogram, and can maintain the big capacity characteristic of the originally algorithm.
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