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Abstract Radio Frequency Identification(RFID) as a new automated identification technology has become popular in many applications. But the

features of the RFID systems and the constraints of RFID devices bring about various privacy problems. To address these issues, the structure and

privacy problems of RFID systems are discussed and clarified in this paper, and the features and issues pertinent to several current typical RFID

security protocols are analyzed. A new security protocol for RFID based on key matrix is proposed. Encrypting the data transported between tags and

readers by key matrix and renewing the tag's secret value after each authentication, the protocol efficiently prevents multiple attacks. Analysis shows

that this protocol is high efficiency, low-cost and good security.
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