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Abstract To solve security bugs of access authentication in 3G and take advantage of convenience of Authentication and Key Agreement(AKA)
in PKI, a new certificate authority chain is introduced, which can well satisfy B3G hierarchical security. Based on this chain and elliptic curve
cryptography, symmetric and asymmetric cryptography is properly combined which successfully prevents disclosure of user’s identity. Through
comparing with schemes suggested by Zheng Yu, Georgios Kambourakis, et al, it is proved that for the former, this scheme has reduced three
computations of asymmetric cryptography although adding one Hash. And as to the latter, it has decreased more than six times of transmission in the
air but does not bring computation burdens to terminal.
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