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Design of Low-cost RFID Authentication Protocol Based on PRNG
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Abstract Low-cost Radio Frequency Identification(RFID) tags are passive, on account of the limitation of cost and resources, can not afford the
public key encryptions, symmetric encryptions, or even hash functions. EPCglobal Class-1 Gen-2 RFID specification defines the low-cost RFID tag
which only can support on-chip 16 bit Pseudo-Random Number Generator(PRNG) and a 16 bit Cyclic Redundancy Code(CRC) checksum. In this
paper, an authentication protocol conforming to EPCglobal Class-1 Gen-2 RFID specification only using PRNG is proposed, and it achieves

tag-to-reader and reader-to-tag authentications, the anonymity of tag and forward secrecy.
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