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Relationship Between S-box’s Resistance to DPA and Nonlinearity
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Abstract S box, which is the only nonlinear component involved in Advanced Encryption Standard(AES), is one of the important ingredients that

affect the algorithmic performance. Based on the research on its property, this paper uses the conception of transparency order as the target to

measure the resistance to Differential Power Analysis(DPA), and educes a formula to calculate the lower boundary of transparency order of
high-nonlinear function. Experimental results show that, the algorithm is effective, and the degree of the S box’s nonlinearity inverses the resistance

to DPA in the similar grouping cipher AES.

Key words transparency order; nonlinearity; block cipher; Differential Power Analysis(DPA); Advanced Encryption Standard(AES)

1 Siy
2000 10 2 VincentRijmen Joan Daemen X; i J
AES ——Rijndael 1998 Paul Kocher
(1 S (Power Analysis, PA)
D(Xi:Kz)b
K; b
D() N 2
(1) (Simple Power Analysis, SPA)
() (Differential Power Analysis, DPA)? I =5, 1D6) =0
AES s L={s,,1D() =1
DPA
s 4y=== % S,
DPA s S0l
1
> Y TS
3] S |Sol+18 =N 4y, A
ATK, [b] = Ao,/ _A1,/ ATK,
S S
1)
2 DPA S
(2
DPA (1959 )
[4] DPA N
X; 2007-12-25 E-mail yixuehuishen@163.com

—193—



1 DPA

ern -
— 1 2
o [b]_,EEV]S,D(XNK,L7&%\]5, (1-D(x,.K,),) " J_\/ 5 E](SDJ;(O)) 2 T % 5,05,,0
K, 5 D(XI.,K,) 5 (l—D(X ,K,) ) 2" —1\ eeFy {0}i<lLln eeFy {0}, jelln
ieLN] b ielL,N] ! b 3)
21 S
(n, p) peGF(2") H(p)<[0,n] H(p)=0 H(p)=n
F:6F(2) - GF(2") MAX|n-2H(p)| = n
n 2 )
1
F=(fifo,f,)  f,:GF(2")—> GF(2) ) ) 2
S| T 2SS, 0] @) T 22”—1'S.oj
. S F nop MZV{U}I P ("8, O =] ( )sd;'@} P (0" SO
1 . n S Walsh @)
S - 1 [ (x)+wx (4)
n(m o gz,,( ) ,
2 F=(fufo,+f,) GF(2") ~GF(2") F%m[»E;Z"(—l)"’S(D,,,;)(O)j =
£eGF(2") F()+F(x+e)= F ' i
2% Sy H(0) +2 Sy 1 (0)S, (0
D,F = F(x)+F(x+é) (%5{0}%@( 00 ®) iy 00 OS0! )j
o ®)
51
8 " f @ 0 2 (3)
N, =2 (1= MAX | S0 (w) ) 1 1
we GF(2")
n N/ — 2n—1 _211/2—1 = =n—
281 _ 98121 _ 190 bent 1 ( 2 2521
S, (0)) +2 S, (0)S, , (0)—n?2
120 ()
AES S 112 1
2
120 Z [,Z ZHS(DL./;)(O)j =
(Almost Perfect eely O fefin]
Nonlinear, APN)® 2" 5 E](SDL/; ) +2> S %S, 08, 0-n2"
4 F ve ok F(x ceFy ie[ln ceFy i, je[ln
H 2 (x) o)
0 (2 (6)
Sp(1,v) = MAX MAX {xeF, F(x)+F(x+u)=v}| 23
[5] n Walsh
S n Walsh
1 AES S 3
4 Ny =2 (1-MAX | Sy () ])
22 S DPA MAX |5, (w)[=1-2"N,
AT,
K 2 onpl'erlfp) (n,p)
DPA (3] Prouff S i=1,2n £ GF@)>GF@2) n
TF
1 0
o =MAX(n-2H(P)|- =— ¥ | ¥ 2SO (2) cp=n—an[1- 2N |
peF; 271 =2" sery oy ielln] ‘
peGF(2") S L
H(p) P
e F 5 bent w12 2 S0, O 3 156,00
F .
K / 5 MAX ]S, ()]
TF 0 F ie[ln]
1 2
T Sorp=hn - 3 X > MAX(SD}_/,: (W)) (8)
2" 1\ eery {0}ielln] )

1 F:(ﬁ|févxfp) (l’l, p)

i=12,n f:GF(2")>GF(2)  n MAX | () (w)|=1-2""N,

©) (8)
—194—



L S R (10)
V2r -1
(10)
cp=n-3n|1-2""N | (11)
() DES 3 S 16
- 3879  AES S
12 7 7.387 bent 120 7
7.694
. DPA
DPA
S
DPA
3
S
X e F7,ie(0,255) 24
s AES S
07 1
08 T : : r
06 beer e e e e e e e )
IR I S, L S 3
0.2
0.0
-0.2 1 Jd i i i
0 50 100 150 200 250
(@AESS  DPA
0s B ; ; ;
0 \ .......... e b e )
=24, d=0.673 828 . . .
I T W C2, 408738 D e e e )
0 50 100 150 200 250
(b) AESS  DPA
1 AESS DPA
s 3
s 2
DES S
03 AESS 05 1
S
0.631 836 0.673 828 s
DPA 2

DPA
S
12 T T
N ! [—. DESS DPA
10} 9 H i |oeer AESS  DPA |4
= . DPA.
08¢ : M

-0.2

2 S DPA

DPA

APN

F

[1] Analysis and Related Attacks[EB/OL]. (1998-10-09). http://www.
cryptography.com/dpa/technical/.

[2] Kocher P. Differential Power Analysis[C]//Proc. of CRYPTO’99.
California, USA: Springer-Verlag, 1999: 388-397.

[3] Emmanuel P. DPA Attacks and S-boxes[C]//Proc. of the 12th
International Workshop on Fast Software Encryption. Paris, France
Springer-Verlag, 2005: 424-441.

[4] Messerges T S. Examining Smart-card Seurity Under the Therat of
Power Analysis Attacks[J]. IEEE Transactions on Computers, 2002,
51(4): 541-552.

(5] , , : [M].

, 2000: 9-19.

[6] Carlet C. On Highly Nonlinear S-boxes and Their Inability to
Thwart DPA Attacks[C]//Proc. of INDOCRYPT’05. Paris, France:
Springer-Verlag, 2005: 125-143.

[7] , , AES S [J].

, 2007, 38(2): 339-344.

—195—



