H3E HE24H it E Nl I ##& 2008 &£ 12 A
\Vol.34 No.24 Computer Engineering December 2008
s BERK - XEHS: 1000—3428(2008)24—0143—03  SCARAFIRED: A REHHES. TP393
Ad Hoc
( 450004)
Ad Hoc Ad Hoc

PKG

ID-based Key Management Scheme for Ad Hoc Networks

WU Ping, WANG Bao-yun, XU Kai-yong
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract Following the analysis of existing distributed trust model to Ad Hoc networks, this paper presents an ID-based key management scheme
using bilinear pairing. It employs the secret-sharing technique to distribute system key among a pre-selected set of nodes, called D-PKGs, which
offers a collaborative private-key-generator service. The construction method not only ensures secure and efficient network-wide key update, but
also establishes session key via only a single message using property of bilinear pairing. Analysis show the scheme is secure and effective.
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