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ActiveX vulnerability exploiting technique based on Fuzzing
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Abstract: Fuzzing is an automated vulnerability exploiting technique. A vulnerability exploiting approach based on

Fuzzing and the technical details of ActiveX was proposed. A fuzzer was designed, and effective implementation of data

generation was advanced. By testing some third-part software’s ActiveX controls, one unreleased and two known vulnerabilities

were discovered and the efficiency of the ActiveX fuzz was improved.
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##CATID_SafeForScript

If Skey ="{7DD95801-9882-11CF-9FA9-00AA006C42C4} ":
Return False

## CATID_SafeForlnitialization
If Skey = "{7DD95802-9882-11CF-9FA9-00AA006C42C4} ":
Return False
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Adobe = 1"D: \ Program Files\. .. \ActiveX\AcrolEhelper. d11"
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Target = Pythoncom. LoadTypeLib( Adobe)
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Print "properties: "
Info = Target. GetTypelnfo( )
Attr = Info. GetTypeAttr()
For I in xrang( attr. cvars) :
Id = info. GetVarDesc(i)[0]
Names = info. GetNames( Id)

£ ActiveX $% /4, (45 & L VARIANT %35 K BIH 4,
VARIANT SR 45+ LR 50 17 m BB 2 /7 5 A R B4
%, XEREHRERFNEIER AR N Python B EIE
L DT B ANREIE. £ 1 B/A T Python 1 EiE IR
A5 HA M) VARIANT $dgmute"!

x1 Python\VARIANT ESg e ibald

Python %5255 VARIANT %5425 5Y
Integer VT_14
String VT_BSTR
Float VT_R8
None VT_NLL
True/False VT_BOOL
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Print "methods: "

For I in xrang( attr. cFuncs)
Desc = info. GetFuncDesc( I)

If Desc. wFuncFlags:

Continue

Id = Desc. memid

Names = info. GetNames( Id)
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String = Asc(¢,l) < Select(t) x L

Select(x) = {x| Jx(x e T)}

T = {Typel | Type2 | Type3 | Type4} (1
L = length
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Char cpy[ 16]; char * cursor, index;

for( cursor = inbuf; s cursor; cursor++)

{if ( * cursor = = '\’) index = cursor;

else

length ++

}

if(length < sizeof( cpy) —2)

{ strepy( cpy, inbuf) ; }
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