%28 5% 8 HHAAEA Vol. 28 No. 8
2008 48 H Computer Applications Aug. 2008

451001 - 9081(2008)08 — 1916 — 04

ET CPKRISR#3 Ad Hoc NEZHEEBHF R

TRTF, X4, R, N F
(ALEMEHIR IS B FFE LR, Jbat 100083)
( ding_xiao_yu@ 163. com)

8 E: A3 AdHoc WA ALFHHENEEIN REBBNHLEN T EOARDERP LT S EBEHF
HH,EAECERTENLELEE, BESNENTERS LB AdHoe R E2Emk, BRET-MATHE
WEASNAT ERIREL AN B AdHoc IS FATEFT R, AFENEZANIRRBET ZAENTHE
B GEATHEY RETFEFALR FARFLL NV EFAEN EHRORLH P EARA N BREA, =
EERCRERR AR SO ELUFPRAGENTENY, SATEXSRATINAENFRZF ML, A5
F b B R 8 F A€ A T3 Ad Hoe M-,

KEEWR 2069 NIRE ;B30 Ad Hoe F %5 4% ) o £

hE4SEKS: TP393  XEFEEM:A

Efficient key management scheme based on CPK for mobile Ad Hoc networks
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Abstract: Mobile Ad Hoc Networks ( MANETSs) face serious security problems due to their unique characteristics such as
dynamic topology, vulnerability of weak-secure wireless link, limited physical protection of each node, and lack of central
infrastructure. Robust key management services are central to ensuring security of mobile Ad Hoc networks. A novel robust key
management scheme for MANETSs is proposed based on Elliptic Curve Combined Public Key ( ECCPK) scheme and the
threshold cryptosystem. The major innovative point of this scheme was the proposal of three-tier key management model to
provide high security, low key management load. Based on three-tier key management model, the node’ s key generation,
secret share distributing, node’ s key updating, secret share refreshing and key revocation approaches are proposed. Compared

with the security and efficiency of the certificate-based and the identity-based key management schemes, the new scheme is

more suitable for the mobile Ad Hoc networks.
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