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New scheme of XML-based access control for
effective querying and quick updating
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Abstract: With the wide use of Extensible Markup Language ( XML) documents and the strengthening security

awareness, the security issues of XML data become increasingly important. The authors proposed a XML-based access control

scheme, which implemented effective querying by combining indexing/labeling scheme. To achieve quick updating, the

scheme used NULL objects to delete XML data and memo sub-nodes to insert XML data respectively.
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< ?xml version ="1.0"? >
< ?DOCTYPE employeelist SYSTEM " employeelist. did”,
< employee >
< dept name = "businesss" > /553 < /dept >
< staff >
< name >xiao wu </name. >
< contact > 133 sseexx < /contact >
< edu > college < /edu >
<ID_num >430301 s%%*x% </ID_num >
< payroll >
<b_pay > $ 300.00 </b_pay >
< bonus > $ 542.06 < /bonus >
<memo > T2 458 </memo >
< /payroll >
< perf >
< p_volume > 1200 {4 < /p_volume >
< a_output >800 4 </a_output >
<memo > ¥ I H B E </memo >
</perf > </staff >
< memo >
< public > B ABE R J7E: 159 = < /public >
< private > I~ A i1 </private >
< protected > H < /protected >
</memo > </employee >
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<XAA doc = "employeelist. xml" >

< rule object = "/employee/ staff/name"read =" + "

write = "#" type ="R"/ >

< rule object ="//contact" read =" +" write="+" />

<rule object ="//dept" read =" + " write = "#" / >

<rule object ="//edu" read = "#" write = "#" / >

<rule object ="//ID_num" read = "#" write = "#" / >

< rule object ="//payroll" read =" % " write =" * " type="R"/ >
< rule object ="//perf" read ="&" write = "&" type ="R" / >
<rule object ="//public" read =" +" write="+" />

<rule object ="//private" read = "#" write = "#" / >

< rule object = "//protected" read ="&" write ="&" />

</XAA>

< XAG doc = "employeelist. xml" >

< group ID = "public" read_type =" + " write_type =" -"/>

< group ID = "staff" read_type =" +, $ " write_type="+" />

< group ID = "admin" read_type =" +,#, $" write_type="-"/>

< group ID = "head" read_type =" $, &" write_type ="&" / >

< group ID ="202.116.52. %" read_type="$, +, * " write_type

RN
< group ID ="201.116.53. =" read_type =" $, #" write_type = "#"/ >
< group ID ="CEO" read_type ="&, * " write_type="-"/>
</XGA >
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< group 1D ="head" read_type =" +" write_type =" -"/>

<rule object ="//dept[ @ name ="A<FF[]']" read_type =

"&" write_type =" &" type ="R"/ > </group >
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