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Reputation Management Model of P2P Network

Based on Hierarchical Agents
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Abstract Due to the neglect of peer anonymity and information flooding in most reputatioin management mechanisms, this paper proposes a

reputation management model of P2P network based on hierarchical Agents named HARMM(Hierarchical-Agents-based Reputation Managerial

Model), which uses several public/private key pairs, onion routing and other methods. Analysis and simulation tests prove that the model is capable

of guaranteeing peer anonymity and data authenticity, and effectively restrains several typical security attacks.
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