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TDS Protocol Analysis and Loophole Detection

GUO Li-hong, WU Hai-tao
(School of Communications Engineering, Nanjing Institute of Technology, Nanjing 211167)

Abstract This paper researches and analyzes the undisclosed protocol TDS 8.0 which used in the Microsoft SQL Sever 2000, receives and sends
the TDS data packets, analyzes the communication rule of TDS protocol and all types of TDS package, sums up the entire TDS protocol structural
framework and gives a detailed description of every TDS segment meaning. Basing on the protocol analysis, this paper researches the system
structure and security loopholes of the Microsoft SQL Sever 2000, compiles the loophole test program to validate TDS 8.0 protocol and finds out the
secure problems in the TDS 8.0 protocol.
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2.2.1 0000 2 Byte 0000 2Byte
Sniffer 8c 00 2 Byte 00 00
TDS 16
12 01 00 34 00 00 00 00 00 00 15 00 06 01 00 1b
00 01 02 00 1c 00 Oc 03 00 28 00 04 ff 08 00 01
55 00 00 00 4d 53 53 51 4¢ 5365 72 76 65 72 00
24 08 00 00
1 Byte 2 Byte
12 01 00 34 00 00 00 00/ 12
0000 150006 //0 0xe3
01 001b 0001 //1 Oxaa )
02 00 1c 00 Oc /12 Oxab Oxee
0300280004 /13 Oxac
ff / 2.2.3 SQL
08 00 01 55 00 00 // NETLIB SQL 8 Byte  TDS
00 // 0 1 SQL UNICODE
4d 53 53 51 4c¢ 53 65 72 76 65 72 00/ 4 Byte(0x0d 0x00 Ox0a 0x00)
MS SQL Server 1 token
24080000 // ID 0x01 TDS SQL
0~3 2.2.4 SQL
5 Byte 2 Byte SQL 3 (select)
2 Byte (create, drop, alter) (insert, update, delete)
0 NETLIB 1 SQL 2
2 select select
3
ID ff 1) select
17 Byte 8 Byte TDS
TDS token 4 1 1 04
9 fd( )
10 00( ) SQL
2 SQL
2.2.2 c100 select c300 insert
c4 00 delete c6 00 create table
TDS c7 00 drop de 00 create procedure
1 df 00 drop procedure 00 00
1 dd 00 create trigger
(16 ) 4 SQL
1001009800000100  TDS 8 Byte 10 2 select
90 00 00 00 144 Byte( ) select
0100 00 71 DS 8.0
00 00 00 00 1 2
22 82 gg ;é TDle 2992.0 2 SELECT
00 00 00 00 ID 0 /Byte
€0 1 8 TDS8.0 (1 04 )
03 2 1 0x81 select
00 SQL Msng% )(0) SQL(1) MSSQL ox6l
00
20 fe ff ff 9 fd select
04 08 00 00
4 Byte 3 TDS
2 Byte 2 Byte SQL Server 2000
Oracle DB2 3
1996 Microsoft SQL
4 Byte Server 6.5 1998 SQL Server 7.0 2000
6 Byte 8 SQL Server 2000
MAC 00 Oa e6 bb df 92 2
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