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RDF(S) Triple-level Inference Control Algorithm
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(Institute of Command Automation, PLA University of Science and Technology, Nanjing 210007)

Abstract In order to implement access control for Resource Description Framework(RDF) data, a RDF(S) triple-level inference control algorithm
is proposed. The inference dependence graph is defined to get the logic expressions of sensitive RDF(S) triples. The candidate and optimal answers
of the inference control problem are obtained by translating the logic expressions into the disjunctive normal form. Experiments show that this
algorithm can prevent illegal inference and minimize the loss of semantic effectively.

Key words Resource Description Framework(RDF); access control; inference control

xmlins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
(Resource Description Framework, RDF) xmlins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"

RDF(S) <tap:CMU_RAD  rdf:ID="http://tap.stanford.edu/data/CMUS
pecialFacultyHarvey, Wilson">
<tap:homePage>

RDF(S) http://people.cs.cmu.edu/person/7018.html
(1 </tap:homePage>
[2] XML <rdfs:label xml:lang="en">Harvey, Wilson</rdfs:label>
<tap:hasEmailAddress>wah@cs.cmu.edu</tap:hasEmail Addr
RDF(S) RDF(S) ess>
[3] <tap:worksFor rdf:resource="http://tap.stanford.edu/data/
1 RDF(S) CMU_ComputfarScien(.:e?DepartrTwent"/? _ . N
RDF(S) 3 /:tag.::sP:s:smPrOJectSC|ent|st</tap.hasPosmon>
</tap: >
RDF(S) PV
RDF(S) Wilson Harvey
1 5 RDF(S) CMU_RAD
a rdf: type r rdfs: Resource sp rdfs: 1 9 Wilson Harvey
subPropertyOf sc rdfs: subClassOf CMUPerson, Employee  Person
1 RDF(S) 1 RDF(S) S
S RDF(S)
4 <spo> <sar><oar> *
5 <plsp p2>, <p2 sp p3> <plsp p3> S
7 < plspp2>, <splo> <s p2 o> 2
9 <clscc2> <sacl> <sac2>
11 <clscc2>, <c2scc3> <clscc3>
tap-cmu.rdf  tap-cmu-schema.rdf 2 (http://tap.
stanford.edu) Wilson Harvey ““8637” (2007AA01Z126)
(1982 )

<?xml version="1.0"?>
<rdf:RDF 2009-06-10 E-mail wangjinpeng1982@gmail.com



2 C(s) C S

S
2
RDF(S)
1 5 S R(s) {RuRz, .Rn}
s E(s)=E(R)VE(R))v VE(R.) E(s)
2 S
s 6 S R=<s,rq,r,>
Harvey,_Wilson  hasmailAddress wah@cs.cmu.edu 1
Harvey, Wilson hasPosition ProjectScientist 2 R EEH;/\E(Q) L7479
. E(R) =1E(n nL#d,nL=
Harvey,_Wilson homePage Etetrigfﬂ?gﬁ?ﬁf,;ﬂmu‘Edw 3 s ' ri:i:z¢¢
Harvey,_Wilson worksFor CMU—S:IEE:;;;S{WNE 4
Harvey,_Wilson type CMU_RAD 5
Harvey, Wilson label Harvey, Wilson 6
Harvey,_Wilson type CMUPerson 7
Harvey,_Wilson type Person 8 S S
Harvey,_Wilson type Employee 9
CMU_RAD subClassOf CMUPerson 10
CMU_RAD subClassOf Person 1 Sn={su.s2, .S} S
CMU_RAD subClassOf Employee 12
CMUPerson subClassOf Person 13 =y =
CMUPerson subClassOf Employee 14 E(si)AE(se)n A B(s) =1
Harvey, Wilson type rdfs:Resource 15 E.vE,v  VE,
Ej
EiEa  En
E(s:)AE(S2) A AE(S()
Ei(j=1.2, .n)
LA A AT, E;
! RDF(S) {tllt21 :tm} S {tlltZI vtm}
2 RDF(S) RDF(S)
S
RDF(S) S RDF(S) S Sn
S s S s’ (87) NSy=¢
Sn={s152, S3cS 1) Wos s
S RDF(S)
S (S) NSy=¢
Sh (@)  Sv={sus2 s Si 1)
3 S R <s,ry,r> RDF(S)
rnn E(si)
(1) s r.r S E(s)
@) s r r=¢ s
3) s RDF(S) r=r,=¢ E(s)
S S { S R(s);
R(s) for(s Ri) (i=1~n) .
4 s c 3 " ) 3 (Ri):
Vit HN '
(1)ces R RE(R)
S
(2) C s E®)
(3 C S { R 2
S S s
C(s) R ,
( )
s C(s) E(r);
R 2



( Iy, r2) 4
E(r)AE(r2)} RDF
@ @ s EG)i=1,  RDF(S)
2, X E(s))AE(s2) A=A E(s()
4 @3 E(s))AE(sy) A A E(sK) (R
E.vE,v  VE,
(5) EE, E, E;
S s " (s
Ei s
RDF(S) RDF(S)
© S
3
RDF(S) tap-cmu.rdf tap-cmu-
schema.rdf J2RE1.4.2 Jena API 1] ’ ’ . 1. ’
(http://jena.sourceforge.net) RDF(S) 2006, 17(4): 750-758.
MySQL4.1 RDF(S) 2 [2] Xu Baowen, Jiang Jixiang, Lu Jianjiang, et al. Logic-based Inference
Sn Detection in  Querying XML Document[C]//Proc. of the
3 International Conference on Information and Knowledge
3 Engineering. Nevada, USA: [s. n.], 2005: 105-112.
S, sy s [3] Lu Jianjiang, Wang Jinpeng, Zhang Yafei, et al. An Inference
(12347} {1{i:§:g:if}5}}//3904 (123,45} Control Algorithm for RDF(S) Repository[C]//Proc. of the Pacific
Asia Workshop on Intelligence and Security Informatics. Chengdu,
{1,2,3,4,5} {1,2,3,4,5}/9 {1,2,3,4,5} .
231001300 China: [s. n.], 2007: 262-268.
{1.2.34,7.9} {1,2,3,4,5}/9 {12345} [4] Broekstra J. Storage, Querying and Inferencing for Semantic Web
{1234579} {1.2,3,4,5}/9 {12345} Languages[D].  Amsterdam,  Netherlands:  Department  of
12348 Eggﬁgigﬁg‘z‘ 2345 Mathematics and Computer Science, Vrije Universiteit, 2005.
{1,2,3,4,5}/9
16
URL 82% URL Proceedings of the 8th International World-Wide Web Conference.
URL Toronto, Canada: [s. n.], 1999.
[3] Liu Hongyu, MIuOS E, Janssen J. Probabilistic Models for Focused
6 Web  Crawling[C]//Proceedings of the 6th Annual ACM
International Workshop on Web Information and Data Management.
Broker New York, USA: ACM Press, 2004.
[4 , - 1. :
URL 2007, 24(10): 26-29.
[5] Florescu D, Levy A, Mendelzon A. Database Techniques for the
World-Wide Web: A Survey[J]. SIGMOD Record, 1998, 27(3):
Trie URL URL 59-74.
Broker [6] Wei Jiying, Wen Jirong. Instance-based Schema Matching for Web

[1] Rungsawang A, Angkawattanawit N. Learnable Topic-specific Web
Crawler[J]. Journal of Network and Computer Applications, 2005,
28(2): 97-114.

[2] Chakrabhik S, Vandenburg M, Dom B. Focused Crawling A New
Approach to Topic-specific Web Resource Discovery[C]//

Databases by Domain-specific Query Probing[C]//Proceedings of
the 30th International Conference on VLDB. Toronto, Canada:
[s. n.], 2004.
[7] , Web Crawler
[91. , 2002, 30(Z1): 26-29.
[8l : , )

. Crawler[J].
, 2006, 32(3): 57-59.



